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Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3000
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Target Address

At acker
Count ry

Signature

202. 3. 255. 143 [147.237. 77. 216 |French Pol ynesi a |dover. i df . il GPL SCAN nmap TCP 524
80. 246, 133. 45 |147. 237 76.30 |1srael hivmsh i df i | ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 5
DDos attack
66.249.66.81 |147.237.76.30 |Lnited Sates  |hinush.idf.il ET SCAN NVAP -sA (2) 2
37.26.148.240 |147.237.0.19 |israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
191. 240.136.5 |147.237.77. 243 |Brazil nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.200 |China ndu. i df . i | ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry Target Address [Ste Signature
Sreaning Engine: TCP Invalid i i ssi
84.228.32.15 |israel 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. | 81
Ret r ansni ssi on Packet dr opped.
French D -
202. 3. 255. 143 Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 36
195. 239. 16. 40 23:;:{: " 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |26
195. 239. 16. 53 gg;:t”l o 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (26
213.8.204.45 |lsrael 147.237.72. 156 |anan. i df il drop SAMrule drop 24
46.19.85.242  |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |18
i reamn ine: TCP Invali i i ssi
82.35. 146, 142 | ted 147. 237. 77. 216 |dover. i df .i | St rean 9 Erp € TQP Invalid |invalid segnent retransnissi on drop 14
Ki ngdom Ret r ansni ssi on Packet dropped.
213.8.204.55 | srael 147.237.0.19 |nadimatal.idf.il drop SAMrul e drop 13
27.153. 168. 199 |Chi na 147. 237. 77. 216 |dover. i o .i Bad TCP sequence SN retransmt with different — Jopnitor  [12
W ndow scal e
62.219. 116. 157 |l srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i ssi
46.117.63.247 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmssion. |, 10
Ret r ansm ssi on Packet dropped.
46.19.85.143  [Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |9
Sreanming Engine: TCP Invalid i i ssi
109.67.181. 10 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
46.19.85.143  |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 9
Sreamng Engine: TCP Invalid i i ssi
176.13.5.118  |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
31. 210. 187. 253 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |7
79.178.6.221  |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
109. 64. 188.90 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 6
46. 116. 241. 142 || srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 6
46.19.85.143  |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
2.54.57.161  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46. 116. 241. 142 |1 srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.143  |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
79.178.6.221  |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
109. 64. 11. 146 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
41.33.232.66 |Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
37.46.39. 68 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |5
5.22.135.187 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
Sreamng Engine: TCP Invalid i i ssi
5.29.241.38  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
149.78.201.1 |Israel 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINWACK retransmt with monitor |4
di fferent w ndow scal e
46.19.85.146 |Israel 147.237.77. 226 Wi"f"‘Cha”atz' aka. 1 1pad TCP sequence Inval i d ACK nunber moni tor |4
80. 246. 133. 45 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
77.126.27.212 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
157.565.39.200 |UWited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
149.78.201.1 |israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
195. 60. 232. 57 |l srael 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
37.26.146. 221 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46.19. 86. 15 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |3
80. 246. 133. 45 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
213.57.182. 163 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
46.19.85.211 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79. 180. 125. 157 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.67  |Israel 147. 237.77. 243 |mwbi l e, i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.148 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 168. 195 |I srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
31. 210. 187. 253 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.127.150. 42 |israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.52.154.129 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Russi an s SYNretransnmit wth different .
87.242.112.35 |C - 147.237.72. 166 |aka.i df .i | Bad TCP sequence of rdow scal e monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.177. 164 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 132
2.54.177.164  |israel 147.237.0.19 |nadimatal .idf.i ;02 Jﬁ@yloiﬁihe Sane Response (bde (404) in Session from Bock  |104
37.26.148.240 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 99
37.26.148.240 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 64
195. 1. 186. 218  |Nor way 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 195. 1. 186. 218 B ock 16
2.54.35.175 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 16
176.13.5.118 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 8
46.19. 85. 224 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79. 180. 218. 246 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 160. 206. 202|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.52. 44,130 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.78.159 [Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 3
2 54.177. 164 | srael 147.237.0.19 |madimatal .idf.i ?24',\?17)/7,0{6:1% Sane Response (ode (403) in Session from B ock 3
188. 143. 232. 43 :3:::30” 147.237.76.200(ei tan. aka. i df . i | [Mil tipl e Unauthori zed URL Access from 188. 143. 232. 43 B ock 2
217.132. 159. 243|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
208.184.112.74 |Uited Sates [147.237.77.216|dover. i df il [0 Bted lfﬁgfggggg?ﬂe%ﬁfzspz” Bock |2
176.13. 15. 57 | srael 147.237.77.243|mobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
46.19. 86. 126 I srael 147.237.77.243|nobi l e.idf . i | Ostributed Whaut hori zed URL Access on nobi | e. i df . il /nekudot /i ndex B ock 2
84.228.153.179 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
176.12. 154. 171 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.22.190 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
79.183.119. 194 |[lIsrael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Mt hod B ock 2
176.13. 15. 57 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
87.242.112.35 gz::;”i on 147.237.72. 166 |aka. i df . i | Ml tiple signatures from87.242. 112.35 Bl ock 1
79.183.119.194 [Israel 147.237.76.31 [nakchal .idf.il |Uauthorized LRL Access to wan nakhal .idf.il/sip_storage/files/8/ B ock 1
5.29.241. 38 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
173.161.52.213 |Uited Sates [147.237.77.216|dover.idf.il eMai | Hoar di ng B ock 1
2.54.161. 23 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
141.212.122.81 |lhited Sates |147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to /x B ock 1
68.180.228.175 |lhited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8919- he/ ref uah. aspx  [B ock 1
107.178.194.83 [Uited Sates [147.237.77. 216 |dover i i1 [( ot OSSR o eeees on Bock |1
46.117.63.247 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
37.26.149. 243 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.111. 240. 110 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79.178.58.101 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/giyus/controls/atuda/ A |B ock 1
Unknown Par anet er
5.28.166. 8 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
157.55.30.14  |Whited Sates [147.237.77. 176 |mat pash. i df . i | m”f:g’g;t' 'Zie:f iy CA:OCredsisnatt?ongaz o/ ter i il sl pages! Kar ny. asp Bock |1
64.71.32.32 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/test/wp-admin/ B ock 1
213. 8. 145. 99 I srael 147.237.72. 166 [aka. i df . i | Mil tiple signatures from213.8.145. 99 B ock
109. 67.181.10 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/7/ B ock
90. 182. 235. 46 g;%ri . 147.237.77. 216 |dover . i df .i| [ ST1DUeC 1?;;}2;;5?&%\/?2?‘)2” Bock |1
176.10. 104. 240 [Swtzerland  [147.237.77. 216 |dover i . i1 [¢ ot G EIBUEEE R Teees o Bock |1
79.183.120. 162 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5.102.254. 144  [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
141.212.122.81 |Uited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to /x Bl ock 1
68.180.230.29 [United Sates [147.237.77. 176 [nat pash. i df . i | ma:?gz pe M /Oig;_o;efsgggt@aisgx Bock |1
46.120. 216. 123 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Uhaut hori zed URL Access to
212.76.119. 158 [Israel 147.237.76.42 |refuah.idf.il w1 ef ua. atal . i df . il/1286- he/ r ef uah. aspx&a=u8ved=0ahukew j x| 2u5| hka |Bl ock 1
hwi 3cwkhe8t aci gf ggymau&usg=af gj cng7| r ej ki xkyl gl3agm i 77eeobsg
107.178.194.83 |Uited Sates [147.237.77.216|dover . idf il | o P 1?;;}2%;;?&%&?2?‘)2” Bock |1
37.142.196.69 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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