01-17-2016-22:04:09 to 01-17-2016-23:04:09

(4
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
2, 000-
1, 500- M dover.idf.il
B akaidf.il
1 M nadi matal i df i
1,000 B tikshuv.idf.il
N”gber . W atal.idf.il
At acks 500" .m)bll.e.ldf.ll
[ anman.idf.il
Meitan aka. idf.il
navy.idf.il
M natpash. i df i |

Top Tar get

[Top Attackers |

1, 500+

B 167. 114. 156. 16

2091 202. 3. 255. 143
[ 212. 76. 127. 219
600- 176.13. 15. 51
Nuréfber M 46. 19. 85. 245
At acks W 5. 22.131. 121

300 [ 79. 183. 69. 223

W 41.33.231.90
213.57.182. 163

Il 193. 105. 134. 220

© & W .
N S, P SR S S -, N SO o
> el o A & A &
N . A © ! VR, % S
A NG T A S~ G
NS 1 Vv

Top Attackers



01-17-2016-22:04:09 to 01-17-2016-23:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3173
2.52.14.136 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
212.179. 54. 237 I srael 147.237.77. 176 mat pash.idf.il |Block Udp Al Nets drop 3

79. 183. 168. 79 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

188. 120. 133. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

66.102. 9. 118 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1

185. 130. 5. 224 147.237.76. 201 e.atal.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

198. 20. 69. 75 Lhited Sates 147.237. 76. 202 e halag.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
202.3.255.143  |147. 237. 7. 216 |7 EN dover. i df il GPL SCAN nmap TCP 520
Pol ynesi a
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
213.8.204. 20 147.237.76.30 |Israel hi nush. i df .i 1 ET SCAN NVAP -sA (2) 2
66.240.192. 138 |147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
, . |ET SCAN Behavi oral lhusual | y fast inbound Tel net Gonnecti ons,
200. 188. 148. 124|147. 237.0. 15 Mexi co kosher-kravi .idf.il . 1
Potential Scan or Brute Force
168. 62. 238. 153 [147.237.0.200 |Lhited Sates |ndu.idf.il ET SCAN NVAP -sS w ndow 1024 1
. ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
95. 86. 72. 221 147. 237.77. 233 |l srael atal.idf.il 1
attack
71. 6. 165. 200 147.237.76.202|thited Sates |e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 240. 236. 119 |147.237.76.200|Whited Sates |eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 240. 236. 119 |147.237.76.198|thited Sates |e.yohalan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.240.192. 138 |147.237.76.197 [Lhited Sates |e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
, , L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
200. 188. 148. 124|147. 237.0. 34 Mexi co tikshuv.idf.il . 1
Potential Scan or Brute Force
L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
199. 119. 248. 71 |147.237.0.33 |Ruerto Rco idf.il ) 1
Potential Scan or Brute Force
168. 62. 238. 153 |147.237.76.39 |Uited Sates |mobile.neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
160. 176. 173. 39 |147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 1
85. 64. 226. 82 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
66. 240. 236. 119 [147.237.76.201 |thited Sates [e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
923 151 202. 139|147, 237 76.34 |cni na ohal anidf il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
T T y o Potential Scan or Brute Force
66. 240. 236. 119 |147.237.76.199|Whited Sates |e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 76. 197 [Chi na e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 240. 192. 138 |147.237.77.205|thited Sates |prishaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

212.76.127.219 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data monitor (84
S reamng Engi ne: TCP i i ssi

79.183.69. 223 | srael 147.237.0.34  |tikshwv.idf.il mng Ethgl ne. 7 Invalid segnent retransmssion. Facket |, ) 42
Invalid Retransnission dr opped.

202.3. 255,143 |7 ench. 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SN drop 38

Pol ynesi a

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engi ne: TCP i i sSi

2.54.12. 14 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. 1 Invalid segment retransmssion. Packet |, 18
Inval i d Retransnissi on dr opped.

46. 19. 85. 89 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |14

2.54.39. 133 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13

213.57.182. 163 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |13

37.26.146.200 |Israel 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop

213.57.182. 163 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert

46. 19. 86. 158 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreamng Engi ne: TCP i i ssi

2.54.29. 147 I srael 147. 237. 77. 243 |nubi 1 e.i df . i mng ngine. Invalid segnent retransmssion. Packet |, 6
Invalid Retransnission dropped.

Russi an R . illegal header fornat detected: .

46. 39. 55. 65 Fedor ot i on 147.237.72. 166 |aka.i df .i | Bl ock HTTP Non Conpl i ant N&i for med HTTP fornat in request monitor (6

46.19. 85. 118 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6
S reamng Engi ne: TCP i i ssi

185. 120. 125. 22 147.237.72. 166 |aka.i df . mng thgl ne- 7 Invalid segnent retransmssion. Facket |, 6
Inval i d Retransm ssion dropped.

79.182.148. 146 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or

212.235.79.47 |lsrael 147.237.72. 166 |aka.i df.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreamng Engi ne: TCP i i sSi

77.127.229. 205 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. 7 Invalid segment retransmssion. Packet |, 6
Inval i d Retransnissi on dr opped.

2.54.154. 65 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

5.102.254.126 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |5

176. 228. 46. 121 |l srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

5. 102. 253. 59 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber mnitor (5

2.54. 47. 254 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 118 I srael 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber alert 5

41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
S reamng Engi ne: TCP i i ssi

109. 253. 133. 180|i srael 147.237.72. 167 i shuri maka. i df . i mng thgl ne- 7 Invalid segnent retransmssion. Packet |, ) 4
Inval i d Retransm ssion dropped.

195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or

94.230. 86. 208 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

31.168. 195. 218 [l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

reamn ine: T i i ssi

176.13.5.118 [ srael 147.237.77. 243 ot e icr i1 | €M NG Engine: TP Invalid segnent retransmssion. Packet g 4
Invalid Retransnission dr opped.

54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4

2.52.14. 136 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

79.181. 146. 162 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4

85. 65. 15. 120 I srael 147.237. 77. 216 |dover.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

188. 120. 148. 226|l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |4

46.19.85.71 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
S reamng Engi ne: TCP i i ssi

79.179.228.37 |israel 147.237.77. 243 |robi L e. i of . | mng thgl ne- 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reanming Engi ne: TCP i i ssi

66.249.64.198 |Wnited Sates [147.237.77. 243 |nobile.idf.il mng thgine: Invalid segnent retransmssion. Packet g 3
Invalid Retransnission dr opped.
S reamng Engi ne: TCP i i ssi

212.235.79.47 |israel 147.237.72. 166 |aka.i df . mng thgl ne- 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reanming Engi ne: TCP i i ssi

109. 65. 152. 222 |israel 147.237. 72. 166 |aka. i df . i mng thgine: 1 Invalid segnent retransmssion. Packet g 3
Invalid Retransnission dr opped.

5.22.131.121 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor 3
S reanming Engi ne: TCP i i SSi

77.127.153.6  |israel 147.237.72. 166 |aka. i df . i mng tngine: 1 Invalid segnent retransmssion. Packet g 3
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi

79.181. 146. 162 I srael 147.237.72. 166 |aka i of .11 mng Ethgl ne. 7 Invalid segnent retransmssion. Facket |, 3
Invalid Retransnission dr opped.

5.102. 253. 72 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

5.22.131.121 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i SSi

185.27.105. 112 |Israel 147.237.72. 166 |aka. i df . i mng tngine: 1 Invalid segnent retransmssion. Packet g 3
Inval i d Retransmissi on dr opped.

105. 199. 255. 36 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or

46. 19. 86. 229 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
S reanming Engi ne: TCP i i ssi

109. 66.174.84 | srael 147.237. 72. 166 |aka. i df . i mng thgine: 1 Invalid segnent retransmssion. Packet g 3
Invalid Retransnission dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.15.51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
46. 19. 85. 245 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
5.22.131.121 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 44
2.54.177. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 12
m ny- kosher - kravi . i d _ .
176. 13. 11. 40 | srael 147.237.0. 17 fil Miltiple Illegal Paraneter Encoding from176.13. 11. 40 None 11
176.13.20.129 |lIsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Gode B ock 3
79.179.228.37 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.210.187.154 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 141. 140|1 sr ael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Gode B ock 2
: . . Unhaut hori zed URL Access to
2.54.10.19 | srael 147.237.77. 243 |nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 2
109. 66. 80. 250 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
213.57.182. 163 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 67. 6. 28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.150. 199 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
185.32.179.19 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.109. 109. 117 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
176.13.5. 118 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . | Wnknown Paranet er 4d9c6f 40 in None 1
wa aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.8.193 I srael 147.237.77.233|atal .idf . il Uhaut hori zed LRL Access to ww atal .idf.il/neretz Bl ock 1
. . Unknown Paraneter ScriptMinagerl HddenFeld in
212.76.110.38 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ i 1/ har eci i cont act Us. aspx None 1
79.178.10. 58 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
160. 176. 173. 39 147.237.77.216|dover . i df .i | Adnin Bl ocki ng Bl ock 1
46.120.60.199 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . SS. Untraceabl e Gonnection - Protocol violation
109. 67. 252.56 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN CLI ENT FI N SH None 1
. . URL is Above Root Directory
185. 100. 85. 191 147.237.77. 216 (dover. i df . i | ww i of i1 /.| shared/cl i entscri pts/j querylj query-1 4. 2.nin.j s Bl ock 1
Unknown Paraneter catid in
93.172.166. 240 |[lIsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai i/ gi yus/ resour ces/ i mages/ mast er/ favi |None 1
con. gi f
. . Unknown Paraneter catid in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai r/ r abanut / gener al . asp None 1
176.13.10. 161 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.142. 64. 87 I srael 147.237.77.234hal ag. i df . il PHP Attenpt B ock
109. 253. 196. 177|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
. - Unaut hori zed URL Access to
109. 65. 118. 144 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
212.235.79.47 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. - . - Unhaut hori zed URL Access to
180.76.15. 135  |Chi na 147.237.76. 147 |chi nuch. aka. i df . i wan chi nuch. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
160. 176. 173. 39 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
. ; Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
46.120.236. 181 |l srael 147.237.72. 166 |aka. i df . i | £ rom 46. 120. 236. 181 Bl ock 1
109. 160. 207. 194]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . D stributed Unauthori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
93.173.5.114 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i ff i 1/ nai v gi yus/ quest i onnai r e. aspx None 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter docl.. in None 1
wwv aka. i df . i1/ mai n/ gi yus/ general . aspx
m ny- kosher - kravi . i d j [
176.13.11.40 [ srael 147.237.0.17 "y llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi . idf.il/aj ax/ creat ecapt chai nage. aspx
37.142. 64. 87 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed LRL Access to waw | ogi stics.atal.idf.il/xnrpc. php Bl ock 1
109. 253. 198. 55 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
2.54.29. 147 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
185. 25. 151. 159 |Pol and 147.237.0.34 |tikshuv.idf.il Lhaut hori zed UR. Access to testp2. czar. biel ana. pl /testproxy. php  |B ock 1
79.182. 148. 146 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
160. 176. 173. 39 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/wp-adm n/ adm n-aj ax. php [Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
5.29. 87. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
109.253.138.13 I srael 147. 237. 72. 166 |aka. i df . i | '|legal Byte Code Character in URL /nai nkapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
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