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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5- Tool - Swi t chbl adG dest - r eset 3001

8. 37. 224. 253 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover Under_ Attack _Con Htp dr op 2

185. 130. 5. 224 147.237. 76. 196 e.sviva.idf.il|Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 148 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
202.3.255.143 (147.237.77. 216 ;f;fgsia dover i df .il GPL SCAN nmap TCP 502
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
.. .. |ET DOB Large anmount of TCP ZeroVindow - Possible Nkiller2 DDos
41.69.172.108 |147.237.77. 170 |Egypt naar achot . i df .i | 2
at t ack
210.21.70.180 (147.237.77.121|Chi na e navy.idf.il GPL SCAN nmap TCP 2
218.77.79.38  [147.237.77.233|Chi na atal.idf.il ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack 1
79.178.23.34  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
Lhi ted . . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
78.144. 63. 154 |147.237.8.28 . e.nobi | e-ks.idf.il . 1
Ki ngdom Potential Scan or Brute Force
213.57. 168. 169 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
95.86.107.19  [147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
79. 176, 207. 131 (147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
8.37.224. 253 g”&;ymus 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 100
8. 37. 224. 253 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 94
Sreaning Engine: TCP Invalid i i ssi
212.25.69.22  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. |y 60
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179.21.82  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =g Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dr opped.
212. 25. 69. 22 I srael 147.237. 76. 200 |ei tan. aka. i df .i | dr op First packet isn't SN drop 47
French s -
202. 3. 255. 143 Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
. . SWNretransnit wth different .
41.249.245.96 |Morocco 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 24
185.3.147.213 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |23
2.52.160. 183 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
5.29.117. 154 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber aert 19
5.29.117. 154 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |19
46. 19. 85. 34 | srael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 17
92.225.12.159 |Ger many 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TCP Invalid i i ssi
79.182. 101. 110 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dr opped.
208.115.113.84 |Lhited States [147.237.77.74 |lawidf.il drop SAMrul e drop
2.52.160. 183 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.52.160. 183 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber aert
Sreanming Engine: TCP Invalid i i ssi
79.177.175.62 |israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
2.52.160. 183 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.160. 183 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
Sreamng Engine: TGP Invalid i i ssi
2.54.148.125  |israel 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
2.54.30.164 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.173.36 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect
R SYN+ACK retransmt wth .
46.120.106. 14 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence different wi ndow scal e nonitor |8
185. 3.147. 213  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 7
46. 19. 86. 24 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d ACGK nunber nonitor |7
188. 120. 148. 231 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber monitor |7
188. 120. 148. 231 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
. R SWNretransnmit wth different .
84.111.155. 155 |Israel 147.237.8.50 |e.tikshuv.idf.il Bad TCP sequence vi ndow scal nonitor |7
46. 19. 85. 89 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
194. 90. 89. 5 I'srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 18 I srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |6
Sreaning Engine: TCP Invalid i i ssi
109.67.12.239  |israel 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 87 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id ACK nunber alert
46. 19. 86. 250 I srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
2.52.188. 15 I'srael 147. 237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
93.173.129. 249 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval id ACK nunber aert 6
46.19. 85. 87 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACGK nunber nonitor |6
R SYN+ACK retransmt wth .
46. 19. 86. 149 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence different wi ndow scal e nonitor |6
93.173.129. 249 |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence SINFACK retransnit W th moni tor |6
di fferent w ndow scal e
46.19. 85. 94 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
212.29.192.54 |israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber aert 6
46.19. 85. 69 I srael 147.237.0.16 inl’"kOSher'kraV"'df' SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.34.13 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 259
5.29.34.13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 165
87.69. 33. 189 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 84
87. 69. 33. 189 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 82
46. 19. 86. 218 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 68
46.19. 86. 218 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 64
46. 19. 85. 180 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
109. 67.108. 171 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
5.102.254.203 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 19
185. 120. 126. 106 147.237.0.34 |ti kshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
46.19.86. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
2.54.19. 244 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
46. 19. 86. 163 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
2.52.190. 158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
212.76.99.238  |Israel 147. 237. 72. 166 |aka. i df . i | DL LpY @ et hort zed Nethod for Known UL from Bl ock 7
5 20.34. 13 | srael 147.237.0.19 |madimatal .idf.il 'goggM;r;y 103f the Sane Response Code (403) in Session from B ock 7
46.19. 86. 18 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
176.13.11.174 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

176. 13. 6. 33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

46. 19. 85. 69 | srael 147.237.0. 17 nll lrry- kosher -kravi . i df Mitiple Illegal Paraneter Encodi ng from46. 19. 85. 69 None 3
80.246.136.80 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock

109. 253. 223. 76 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
46.120.218.79 | srael 147.237.0.19 |nadimatal .idf.il umﬁ“:nh;r;jz'?‘éfltﬁ‘/ gﬁ;ejdsl;j‘;x/ pdat enalcat Gaunti 1y, asp B ock 2
46. 19. 86. 49 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 86. 251 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
5.150.195.212 |Sweden 147.237.72.167|i shurimaka. i df . il Dstributed PHP Attenpt B ock 2
176.13.6.73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
157. 55. 39. 60 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il/mai n/giyus/gen...px |B ock 2
46.120.137. 127 [l srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
109. 65. 158. 93 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
188.121.54.80 |Netherlands  |147.237.72. 156 |anan. i df .| pstributed u:?‘,“\ﬂzorl 'OZ?‘:‘L:;:‘F) Access on B ock 1
2.54.173. 36 I srael 147.237.72. 166 |[aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None

79. 180. 220. 185 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
176. 74. 24. 30 z‘i;;gom 147.237.72. 156 |anan. i df . i | Distributed PHP Attenpt B ock 1
77.127.152. 252 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rzisl;l.n;;é2?27?;232;2?1;2&/@?1??5; fgi . Bl ock 1
175.28.4.5 Japan 147.237.72. 156 [aman. i df . i | Dstributed PHP Attenpt Bl ock 1
217.132.143.98 |[Israel 147.237.72. 166 |[aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 1
89.163. 146. 245 [Ger nany 147. 237.72. 156 |anan. i df . i | bt but f’gﬂ?‘;tm';orl iozei"::]_ﬁbpccess on Bl ock 1
186.202. 127. 85 |Bravil 147. 237.72. 156 |anan. i df . i | pstri b Iegfu:éllt/’tvgorl iozeiillg]})pccess on Bl ock 1
62.219. 67. 25 I srael 147.237.72.167i shurimaka. i df . i | Dstributed PHP Attenpt Bl ock 1
141.212.122.81 |thited Sates [147.237.77.19 |l awforumidf.il Uhaut hori zed LRL Access to /x Bl ock
207.46.13.105 |United Sates [147.237.0.16  [ny-kosher-kravi.idf.il mu;;_ogszhﬁ_ﬁvfff?i ' cbote. ot Bl ock 1
37.238.232.25 |iraqg 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/arr/ B ock 1
89. 42.110. 10 Ronani a 147.237.72.167|i shurimaka. i df . il Dstributed PHP Attenpt B ock 1
185.11.164.12 |Rortugal 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
5. 29. 66. 180 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
179.188.17.23 |mrazil 147. 237.72. 156 |anan. i df . i | pstri b Iegfu:éllt/’tvgorl iozeiillg]})pccess on Bl ock 1
50.62.208.40  [lhited Sates [147.237.72. 156 [anan. i df . | bt :ngtr"t f’gﬂ?‘;tm';orl iozei"::]_ﬁbpccess on Bl ock 1
192.254. 218. 113U ted Sates  [147. 237. 72. 156 [anan. i df . i | pstri b iezf%ﬁ“/’tvg(_’rliozg?ilmmcess on Bl ock 1
188. 120. 148. 214|i srael 147.237.72. 166 |aka. i df . i | m“;::rii dsz"?l';'bn;hﬁfsﬁ /ff‘gq_ aspx B ock 1
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