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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3003
212.179. 64. 162 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3

115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2

203. 98. 87. 42 Australia 147.237. 76. 39 nobi | e.nei tav.idf.il L4 Source or Dest Port Zero drop 1
209.112. 114. 33 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Invalid TGP H ags drop 1

209. 112. 114. 33 Lhited Sates 147.237.77. 227 e hanaz.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143 |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 437
41.249.245.96 |147.237.77. 216 |Mbrocco dover.idf.il SERVER- WEBAPP awst at s access 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
192.198. 151. 43 |147. 237. 72. 166 |Eur ope aka.idf.il ET SCAN NVAP -sA (2) 2
41 249, 245. 96 |147. 237 77. 216 INor occo dover i df il PQLICY-OHER script tagin UR - likely cross-site scripting 5
at t enpt
41.249.245.96 [147.237.77. 216 |Mor occo dover.idf.il ET VBB SERER Script tag in LR, Possible (ross Ste Scripti ”"2
At t enpt
84.109. 1. 119 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
79.181. 4. 214 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176. 157. 212 |147.237. 77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
191.240.136.5 |147.237.76.44 |Razil e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
191.240.136.5 |147.237.76.38 |Bazil eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45. 32. 64. 164 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
191.240.136.5 [147.237.0.17 |Brazil mny-kosher -kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
45, 32. 64. 164 147.237.0. 35 akaws. i df .i | ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
84.228.220.69 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182.178.99  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.148.198 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180.179. 97  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 197 |Chi na e. hi nush. i df .i ET SCAN Potential SSH Scan 1
191.240.136.5 [147.237.76. 176 |Frazil test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.34 |China yohal an.idf .il ET SCAN Potential SSH Scan 1
191.240.136.5 |147.237.76.39 |Bazil nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.32. 64. 164 147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
191.240.136.5 |147.237.0.33 |Bazl idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45, 32. 64. 164 147. 237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
183.82.106. 200 |147.237.0.17 |india mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
105. 154. 211. 228|147. 237. 77. 216 |Mor occo dover . idf.il portscan: TCP O stributed Portscan 1
41.249.245.96 |147.237.77.216 |Morocco dover.idf.il PQLI CY-OTHER PHP uri tag injection attenpt 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
2.52.191. 90 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 51
202. 3. 255. 143 ;e;rfgsia 147. 237. 77. 216 |dover. i df . i drop First packet isn't SWN drop 38
41.249.245.96  |Mbrocco 147. 237.77. 216 |dover. i df .i | Bad TCP sequence mdro‘f’tvrsagjnlt wehdifferent | onitor |36
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
80.184.69.150  |Kuwait 147. 237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop 31
46.19. 85. 139 | srael 147.237.72. 167 |i shurimaka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 25
79.183.221. 148 |lsrael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SYN drop 18
37.26.147.188 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 17
79.183.133.68 [l srael 147. 237.76. 200 [ei tan. aka. i df .i | Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
166. 216. 165. 31 |Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
2.52.191. 90 I srael 147.237.77. 234 |hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
95. 35. 167. 35 | srael 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 10
46. 19. 85. 142 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
5.22.134. 220 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 140. 143 I srael 147. 237.77. 243 |mobi l e i o . i Streaning Engine: TCP Inval id finvalid segrent retramsmission. |, 9
Ret r ansni ssi on Packet dropped.
79. 183. 234. 200 |Israel 147. 237.77. 226 ‘_"i‘"l”“ha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 86. 10 I srael 147. 237. 77. 216 |dover i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 231 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
5.29.117. 154 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.22.135.231  |israel 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Inval id finvalid segrent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
81.218.55.253 |lsrael 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop
79.178.212.92 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
213. 8. 204. 30 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
217.194. 198. 104|i srael 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 33 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d AGK nunber aert 6
82. 137. 166. 102 :Zg::t”i o 147.237.72. 166 |aka.i df .l ;: ?2:'5':2 S[?ig('):e: TP Invalid 'F;‘(’:akjejtd ;?;;2;. retransmssion. g o, 6
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
84.228.220.69 |l srael 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
58.11.8.43 Thai | and 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19. 86. 12 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
109. 253. 133. 2521 srael 147.237. 77. 234 |hal ag.i df .i Bad TCP sequence mdroitvrsa:aslnlt wehdifferent — Jonitor |6
46.117.157.200 [Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence I'nvalid ACK nunber monitor |6
80. 246. 139. 158 || srael 147.237.77. 243 |mbi le.i o i1 Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | oo 6
Ret r ansni ssi on Packet dropped.
5.29. 117. 154 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
89. 138. 242. 206 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 173 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
93.173.31.159 |Israel 147. 237. 77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 5
46. 19. 86. 12 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.54. 41. 206 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
82.145. 222. 67  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
89.138.169. 43 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.188 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST aert 5
149.78. 161. 142 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
2.54.134.228 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 10 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |5
37.142.237.92 |lIsrael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
5.102. 253. 67 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 172 I srael 147.237. 77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89. 139. 155. 251 |l srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 86
176.13.1. 139 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 70
46.19. 85. 224 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 50
87.69. 203. 17 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 87.69. 203. 17 B ock 49
80. 246. 136. 228 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 24
2.52.190. 158 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 22
87.69.195.247 |lIsrael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
89. 139. 155. 251 |Israel 147.237.0.19 |madimatal .idf.j[|1°° M of the Sane Response Cbde (404) in Session from Bl ock 16
89. 139. 155. 251
109. 253.133. 30 |[Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 7
46. 19. 85. 153 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
109. 253. 194. 164]l srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 5
2.54.0.74 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 4
176.13.1.128 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
. . Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n
79.179. 164. 227 |[Israel 147.237.76.42 |refuah.idf.il v ref U, atal i df i |/ 1518- he/ ref uah. aspx Bl ock 3
109. 253. 157. 105|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149.78.6. 10 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
77.127.158.82 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 2
80. 246. 140. 143 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
] . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf .il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2
66.249.78.159 |[Israel 147.237.77.216|dover.i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
104. 238. 117. 86 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 2
176.13.12. 150 |l srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
. . Uhaut hori zed URL Access to
212. 150. 209. 205! srael 147.237.72. 166 |aka. i df . i | vaw aka i o . 1/ mai 1/ i yus/ gener al . aspx2cat i d=60800 B ock 2
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
176.13.15. 205 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 2
187.45.193. 166 |Brazil 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 2
37.142.68. 72 I srael 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 2
’ . . D stributed Unaut hori zed URL Access on
204.13.200.200 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
89.138.119.79 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /vi ewpaysl i p. aspx B ock 2
37.142.68. 72 I srael 147.237.77. 176 |nat pash. i df . i | Distributed Wauthorized URL Access on wwy cogat.idf.il/xmrpc. php |B ock 2
68.180.230.29 |United Sates  |147.237.77.176 matpash.idf .|  |T2ameter Type Molation PageNimin Bl ock 1
wwv cogat . i df . i | /901- he/ cogat . aspx
200.73.116.212 |Giile 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
5.22.134. 220 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
87.118. 64. 36 Ger many 147.237.72. 156 |aman. i df . i | D stributed Waut hori zed URL Access on waw aman. i df . i|/wp-1ogin. php |B ock 1
176. 13. 3. 188 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
46.232.178.12 |Swtzerland 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
: ; . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
198. 1. 70. 245 Lhited Sates  [147.237.72. 156 |anan. i df . il Ostributed PHP At tenpt B ock 1
. . S3. Whtraceabl e Gonnection - Protocol violation
84.111.233.43 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
172.93. 122. 57 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
. . D stributed Unaut hori zed URL Access on
79.181.192. 71 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
162. 144. 48. 184 |lnited Sates  [147.237.72. 156 |anan. i df . il Dstributed PHP Attenpt B ock 1
. . D stributed Unhaut hori zed LRL Access on
46. 19. 85. 179 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
92.63.140.212 |United K ngdom|147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
185. 56. 144. 88  |Net herl ands 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
113. 11. 250. 192 |9 ngapore 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
212.48.81. 89 Uhi ted Ki ngdom|147.237.72. 156 [anan. i df . i | Dstributed PHP At enpt B ock 1
5. 255, 253, 62 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 1
89.138.185.33 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
176.13.18.238 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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