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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3300
84.108. 82. 13 | srael 147.237.72. 156 anan.idf.il B ock_UWp Al _Nets dr op 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
192. 208. 184. 154 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
58.97.111.9 Thai | and 147.237.72. 166 aka. idf.il Invalid TGP H ags drop 1
192, 208. 184. 154 Lhited Sates 147. 237.76. 42 refuah.idf.il Bl ock Wdp All Nets drop 1
58.97.111.9 Thai | and 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
89.248.174. 4 Net her | ands 147.237.76. 34 yohal an.i df.il Bock Np Al Net drop 1
58.97.111. 10 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

202. 3. 255. 143 147.237.77.216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 141
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
191. 240. 136. 5 147.237.77. 235 Brazil svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
149. 88. 123. 86 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79. 176. 230. 180 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
193. 105. 134. 220 147.237.77. 170 Sweden maar achot . i of .i | ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 111. 55 147.237.72. 166 aka idf.il portscan: TCP D stributed Portscan 1
134.196. 126. 10 147.237.77.216 Thai | and dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Address [Ste Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
107. 167. 103. 19 |Lhited Sates 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 27
69.31.51.158 |Anonymous Proxy |147.237.77.226 "‘:’YNChamz' aka. 1dl 14 op First packet ismt SN drop 20
Streamng Engi ne: TCP Invalid segnent retransnission
84.108.119. 13 |[Israel 147.237.76.86 [navy.idf.il _ . " |dro 16
W Inval i d Retransm ssion Packet dr opped. P
5.22.131.17 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or 14
46.19.86.179 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
79.178. 219. 232 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 10
212.76.127. 219 |Israel 147.237.77. 233 |atal i df i Bl ock HTTP Non Conpl i ant zzjtged to hande connection  opnitor o
58.10.221.43  |Thailand 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |9
185. 13. 192. 196 [l srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 8
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
46.19.86.105 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
S reaning Engi ne: TCP i i SSi
79.182.0.73  |Israel 147.237.72. 166 |aka. i df . i mng tngine: 1 Invalid segnent retransmssion. |q 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
198. 204. 249. 34 Wi ted Sates 147. 237.72. 166 |aka i f .1 mng Ethgl ne. 7 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dr opped.
46. 19. 85. 28 I srael 147.237.72.166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.85.187 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert
S reamng Engi ne: TCP i i ssi
2.54.16.194  |Israel 147.237. 77. 243 |robi | e i df . i | mng thgl ne. 7 Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dr opped.
5.22.135.162 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber monitor |6
46. 19. 85. 33 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber monitor |6
46.19.85.147  [Israel 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 6
5.22.135.126 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
S reamng Engi ne: TCP i i ssi
46. 19. 85. 13 I srael 147.237. 72. 167 |i shurimaka. i df . i | . 9 9 . nval i d segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dr opped.
46.19. 85.187 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.155. 91 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber monitor |6
46.19.85.147 [l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor |6
5.22.135.126 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.192 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.85.173 [l srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
S reaning Engi ne: TCP i i SSi
2.52.189.83  |Israel 147.237.77. 243 |nobi l e i df . mng =gl ne: Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.179.34.235 |Israel 147.237.72. 166 |aka i df .i mng Ethgl ne. 7 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dr opped.
46.19.85.192 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176. 106. 44. 151 gcis;i'e”('ja“ Territoy 47, 237. 77. 233 |atal i of i1 Bad TCP sequence Inval i d ACK nunber monitor |6
84.111.180.57 |lsrael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 5
192.115.83.5 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
5.102.254.87 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
79. 182. 148. 146 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
185. 3. 144. 2 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber monitor |5
85. 250. 236. 129 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 5
176. 106. 44. 151 g";'cisgi'géa” Termitory 147, 237. 77. 233 fatal i of i1 Bad TCP sequence Inval i d ACK nunber alert 5
5.22.131.121 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |5
85. 250. 236. 129 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
192.115.83.5 |Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
62.0.67.139 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 4
171.98. 203. 129 |Thai | and 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
91.200. 12. 141 |lkraine 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 4
79.177.21.222 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
Streamng Engi ne: TCP Invalid segnent retransnission
66.102.6.185 |[lhited Sates 147.237.76.86 [navy.idf.il _ . " |dro 4
W Inval i d Retransm ssion Packet dr opped. P
94.230.86.171 |l srael 147.237. 77. 216 |dover.idf .| Bad TCP sequence I'nval id ACK nunber noni t or
79.179.155. 91 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert




01-17-2016-18:04:09 to 01-17-2016-19:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.0.6 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 108
176.13.0.6 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 45
176.13.0.6 I stael 147.237.0.19 |nadimatal .idf.il I‘;‘é '\1%”36(2( the Same Response Code (403) in Session from Bl ock 11
46.19. 85. 38 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/nekudot/index B ock 11
109. 66. 20. 92 I sragl 147.237.72. 167 li shuri maka. i df . i | Too Many of the Same Response Code (404) in Session from B ock 6
109. 66. 20. 92
. . Uhaut hori zed Met hod CPTI ONS for
213.57.129.68 I srael 147.237.72.166 [aka. i df . i | wwv aka. i df . i1/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 4
. . Unaut hori zed URL Access to
109. 186.5. 117 |l srael 147.237.72. 166 |aka. i df . i | wiww aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A Bl ock 4
176.13.18.183 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
m ny- kosher-kravi .id _ '
94, 159. 191. 105 |[Israel 147.237.0. 17 fil Mitiple Illegal Paraneter Encoding from94.159. 191. 105 None 3
176.13.16. 165 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 157. 105|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54. 147. 222 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
79.183.227.26 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 160. 191. 201 ]l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
186. 202. 153. 49 |Brazil 147.237.72. 156 [anan. i df . i | Ostributed PHP Attenpt B ock 2
2.52.158. 51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
186. 202. 153. 49 |prazil 147. 237.72. 156 |anan. i df . i | Distributed Whauthorized LR Access on B ock 2
waw anman. i df . i | /wp-1ogi n. php
46.19. 86. 213 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 253. 141. 140|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
46.19.86. 4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.190. 158 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
109. 67.162.28  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
79. 96. 162. 17 Pol and 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
173.65.52.222 |uhited Sates |147.237.72.167|i shurimaka.idf.il Dstributed PHP Attenpt B ock 1
217.132. 156. 221l srael 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to kosher-kravi.idf.il/xmrpc. php B ock 1
37.142. 64. 87 | sr ael 147.237.77.234|hal ag. i df . il Distributed PHP Attenpt B ock 1
m ny- kosher -kravi .id i i
94. 159. 191. 105 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
f.oil m ny-kosher -kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
187.45.195.61 |Brazil 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
5. 28. 169. 163 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
86.109. 107. 245 [Spain 147.237.72. 156 [anan. i df . i | Ostributed PHP Attenpt Bl ock 1
186. 202. 127. 122|Brazil 147.237.72.167|i shuri maka. i df . il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p, st or agel f | es/ 3 62953.  pg Bl ock 1
141.212.122.81 |Uhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to /x B ock 1
212.67.214. 239 z‘;;gom 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt Bl ock 1
2.52.191. 14 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84. 94. 40. 115 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
184. 168. 192. 130|Uhited Sates |147.237.72.167|i shuri maka.idf.il Ostributed PHP Attenpt B ock 1
50.116.77.251 |Lhited Sates |147.237.72.167|i shurimaka.idf.il D stributed PHP A tenpt B ock 1
197. 116. 193. 102|A geria 147.237.77.216|dover. i df .i | Adnin B ocki ng B ock 1
46.19. 86. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . Parameter Read Qnly Molation in
109. 65. 58. 143 |l srael 147.237.72. 166 [aka. i df . i | v aka, i f i |/ mai 1V sachar/ regi strat i onvi zardl regi ster . aspx None 1
188. 128. 189. 57 |Fol and 147. 237.72. 156 |anan. i df . i | Distributed thauthori zed UL Access on Bl ock 1
wawe anman. i df . i | /wp-1 ogi n. php
79.179. 10. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
166. 62. 44. 44 Lhited Sates [147.237.72.167|i shurimaka.idf.il Dstributed PHP Attenpt B ock 1
37.26.147.150 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . . Too Many of the Sane Response Code (404) in Session from
89. 139. 152. 247 |lIsrael 147.237.0.34 |tikshuv.idf.il 89. 139, 152. 247 B ock 1
187. 45.193. 174 |mrazil 147. 237.72. 156 |anan. i df . i | Distributed thauthori zed UL Access on Bl ock 1
wawe anman. i df . i | /wp-1ogi n. php
. . D stributed Unaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 1
: . . D stributed Uhaut hori zed URL Access on
129.121.177.72 |Wited Sates [147.237.72.156 |anan. i df . i | vaw anan. i df i |/ wp-1 ogi n. php B ock 1
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