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01-17-2016-16:04:09 to 01-17-2016-17:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOB- Tool - Swi t chbl adG dest - r eset 3000
2.52.52.110 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 7
79.181.12.59 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 6

80. 246. 130. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.179. 54. 237 I srael 147.237.77. 176 matpash.idf.il |Block Udp All Nets drop 3

31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
89.248.174. 4 Net her | ands 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1

46. 19. 85. 110 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

151. 80. 109. 172 Italy 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1




01-17-2016-16:04:09 to 01-17-2016-17:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | rget Address |Site |Sgna1ure

2.90. 50. 181 Saudi Arabia 147.237.77. 216 |dover . i df . i|@091: HITP. Access to - adnin. asp B ock 38
2.90. 50. 181 Saudi Arabia 147.237.77. 216 |dover . i df . i|@23: HITP. administrator in UR Per nit 2
2.90.50. 181 Saudi Arabia 147.237.77. 216 [dover . i df . i|0003: HTTP: phpM/Adni n access B ock 2
2.90. 50. 181 Saudi Arabia 147.237.77. 216 |dover . i df . i|@15: HITP. Suspicious Dr Access B ock 2
123.126. 113. 154|Chi na 147.237.77. 216 |dover . i df . i|CLO3: HTTP: User Agent Sogou+web+spi der B ock 1
185. 63. 188. 120 |Russi an Federation[147.237.76.86 [navy.idf.il|16798: HITP. G\U Bash HITP Header Renote Code Execution WVul nerability [B ock 1




01-17-2016-16:04:09 to 01-17-2016-17:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
202. 3. 255. 143 147.237.77.216 |French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 214
2.90.50. 181 147.237.77.216 |Sudi Arabia dover.idf.il Admin | ogi n page scan - Havij 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
2.90.50. 181 147.237.77.216 |Sudi Arabia dover.idf.il SERVER- WEBAPP | ogi n. ht m access 2
2.90.50. 181 147.237.77.216 |Saudi Arabia dover.idf.il SERVER- WEBAPP admi n. php access 2
193. 105. 134. 220 |147.237.0. 16 Sweden ny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
171.112.96.169  |147.237.76.197 [China e. hinush.idf.il ET SCAN Potential SSH Scan 1
85. 65. 169. 166 147.237.72.166 |israel akaidf.il portscan: TCP O stributed Portscan 1
66. 249. 93. 99 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46. 161. 40. 120 147. 237. 76. 86 Russi an Federation [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.129.55.113  [147.237.77.212 |Rance e.dover.idf.il ET SCAN Potential SSH Scan 1
5.102. 253. 93 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.129.55.113  |[147.237.76.30 |France hi nush. i df i1 ET SCAN Potential SSH Scan 1
2.90.50. 181 147.237.77.216 |Saudi Arabia dover.idf.il SERVER- WEBAPP adni nl ogi n access 1
204.151.12.168  [147.237.77.170 |Wited Sates maar achot . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
171.112.96.169  [147.237.76.200 |China eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 206. 201. 94 147.237.72.156 |kraine anan. i df il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
79.182.144.103  |147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
66. 249. 69. 21 147.237.76.42  |Wnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
213.57.104.193  |147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.142. 148. 89 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.129.55. 113 147. 237. 76. 86 France navy.idf.il ET SCAN Potential SSH Scan 1
212.129.55.113  [147.237.0.17 France mny- kosher -kravi . i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

85.250. 23. 254 |l srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal e noni t or 47
213.8.116.165 |lsrael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 43
202. 3. 255. 143 g)lemh. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37
ynesi a
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
149. 20. 63. 13 Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
107. 167. 108. 213|Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
79.178.145.119 |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 18
79.182.116.94 |israel 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence mdgirsi”;"zt Wth different monitor |13
90. 184. 141. 245 |Denmar k 147, 237. 76. 200 |eitan aka i of i1 | S@M NG Bngine: TCP Invalid  finvalid seqnent retransnissi on. dr op 12
Ret ransn ssi on Packet dropped.
94. 159. 152. 30 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 11
84.111.155.56 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
94.159.152.30 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
2.52.189.8 I'srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
77.127.182. 168 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 9
Ret ransn ssi on Packet dropped.
5.29.175.130  |israel 147.237.77. 233 |atal i df i Bad TCP sequence mdgirsi”;"zt wth different monitor |8
84.108.103.28 |l srael 147.237.77. 233 |atal .i df .i Bad TCP sequence mdgitvrsacr;rit Wth different monitor |8
194. 90. 66. 15 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
5.102. 254. 245 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 133 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
5.28.179. 170 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19.85.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
176.12.132. 172 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46.19. 85. 22 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
185. 120. 126. 102 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 186 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert
46. 19. 85. 103 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19.86.157  |Israel 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid  invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
185.27.105.98 |Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 22 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 21 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 186 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 240 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.29.213  |Israel 147. 237.72. 166 |aka.i df . i Streamng Engi ne: TCP | nvalid linvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 29 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d ACK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
2.54.187. 96 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
80. 179. 17. 98 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 62 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 133 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
94.230.86.181 |[lIsrael 147, 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 5
109. 64. 157.85 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
110. 168. 230. 89 |Thai | and 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
66.87.115.116 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
140. 101. 20. 1 Lhited Sates [147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 4
94.188.248.67 |lsrael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invali d ACK nunber noni t or 4
212.179. 4. 21 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence noni t or 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4




01-17-2016-16:04:09 to 01-17-2016-17:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.90.50. 181 Sudi Arabia  |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 2. 90.50. 181 B ock 370
2.90. 50. 181 Sudi Arabia  |147.237.77.216|dover.i df . il Distributed Adnin B ocking B ock 105
2.90.50. 181 Sudi Arabia  [147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 98
85.64.181.168 |[lIsrael 147.237.0.34 |ti kshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 63
46. 19. 85. 227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
109. 253. 134. 229]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
46.19.86.195  |[israel 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in Bock |26
nobi | e. i df . i | / sachar/ changepasswor d
195.244.23.42  |Israel 147.237.0.34 |tikshuv.idf.il Too Mny of the Sane Response Code (404) in Session from Bock |17
195. 244. 23. 42
. . . Dstributed Paraneter Type Mol ati on on
46.19.86. 131 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e. i df . i |/sachar/changepassword paranet er Qurrent Passwor d Bl ock 14
140. 101. 20. 1 Uited Sates |[147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock
46. 19. 85. 67 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
m ny- kosher - kr avi . _ ,
46. 19. 86. 56 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encodi ng from46.19. 86. 56 None 4
46.19.86.4 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
46. 19. 86. 165 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
. . Paraneter Type Mol ation ctl 00$Cont ent A aceHbl der 1%t xt Last Nane i n
2.52.189. 226 I srael 147.237.76.42 |refuah.idf.il v r ef ua. at al i df i 1/ 1518- he/ ref uah. aspx B ock 2
. . Paraneter Type Mol ation search in
109. 186.175.4  [Israel 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1119- he/ nakhal . aspx B ock 2
46. 19. 86. 248 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.176.119. 150 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
80.178.99.250 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for waw aka. i df . i |/ mai n/ sachar/ Bl ock 2
46.120.164. 194 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
] . . O stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
; . . DO stributed Uhaut horized URL Access on
208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 2
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 2
109. 253. 146. 209! srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 186. 172. 168]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
176.13.22.190 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
198.15.125.34 |Uited Sates |[147.237.72.167|i shurimaka.idf.il |Dstributed PHP Atenpt Bl ock 2
] . . DO stributed Lhaut hori zed URL Access on
107.178.194. 87 [lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
185.3.147.167 |l srael 147. 237.72. 156 |anan. i df . i | thauthori zed LR. Access to : Bock |2
waw aman. i df . i |/ consol e/ cor e/ doc_ngr / undef i ned
94.159. 152. 30 |Israel 147.237.72.166|aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
195. 74. 38. 98 Sweden 147.237.72.167|i shurimaka.idf.i|l |Dstributed PHP Attenpt B ock
78.142.173.10 |Austria 147.237.72. 156 |aman. i df . i | Distributed haut hori zed LRL Access on Bock |1
waw aman. i df . i | /wp-1 ogi n. php
173.254.28. 139 |Uited Sates |[147.237.72.167|i shurimaka.idf.il |Dstributed PHP Attenpt B ock 1
66. 249. 64. 233 |lIsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/error. htm B ock 1
141,212.122.81 |Wited Sates [147.237.72. 156 |aman. i df .i | Unaut hori zed URL Access to /x B ock 1
46.19. 85. 133 I srael 147.237.77. 216 |dover . i df .i | Mal formed URL com f acebook. kat ana B ock 1
89. 161.204.53 |Pol and 147.237.72. 156 [arman. i df . i | Uhaut hori zed URL Access to waw anan. i df . il/wp-1ogin. php Bl ock 1
Russi an Unhaut hori zed URL Access to
188. 143. 232. 10 . 147.237.77. 216 |dover.idf.il waw i df . i |/t enpl at es/ gener al / gener al . aspx/ t enpl at es/ sendt of ri end/ sen Bl ock 1
Federati on .
dt of ri end. aspx
186. 202. 127. 122|Brazi| 147.237.72. 156 |aman. i df . i | Distributed thaut horized URL Access on Bock |1
wan anan. i df . i |/ wp- 1 ogi n. php
50.62.208.146 |[Lhited Sates |147.237.72. 156 [anan. i df . i | Distributed Lhaut hori zed URL Access on Bock |1
waw aman. i df . i |/ wp- | ogi n. php
Unhaut hori zed URL Access to
. . nmaarachot . i df . i1/ pdf/files/ 9/ 113539. pdf &a=u&ed=0ahukew hl bwgh
213.151.36. 130 Israel 147.237.77. 170 maar achot . i df . i | r hkahwbhywkht bt br oqf ggsmas&usg=af gj cnf csl a- ae4x4- hi ocx53dp9n Bl ock !
i qyny
37.26.146.255 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . DO stributed Whaut hori zed URL Access on
79.182.116.94 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
176. 31.229. 182 |France 147.237.72. 156 |aman. i df . i | Ostributed PHP Attenpt Bl ock 1
104. 238. 73. 139 147.237.72.167|i shurimaka.idf.i| |Dstributed PHP Attenpt B ock 1
] . . DO stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
46. 19. 85. 234 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
92. 63. 140. 212 LK*i"rfgegom 147. 237.72. 156 [aman. i df . i | Distributed PP A tenpt B ock 1
191.252.51.11 |Brazil 147.237.72. 156 |aman. i df . i | O stributed PHP Attenpt Bl ock 1
72.167.190.33 |lnited Sates [147.237.72.156|anan.idf.il Distributed PHP Attenpt B ock 1
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