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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
66.249. 78.9 | srael 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 4858
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3333
66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2150
212.25.121. 195 I srael 147. 237.72. 156 anan. i df il Block Wdp All Nets drop 3
79.176. 4. 161 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

66. 249. 78. 153 | srael 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
27.55.97. 10 Thai | and 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
183. 60. 48. 25 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
109. 163. 234. 7 Ronmani a 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
84.106. 158. 108 Net her | ands 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
72.131.9. 235 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Udp All _Nets drop 1

93. 190. 152. 161 Eur ope 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
72.131.9.235 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_Ulp Al _Nets drop 1
104. 236. 107. 249 147.237.0. 16 ny- kosher-kravi .i df.i| |TGP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
202. 3. 255. 143 |147.237. 77. 216 |French Fol ynesi a |dover.idf.il GPL SCAN nmap TCP 183
94.230. 86.224 |147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 12
80. 246. 133. 220 |147 237 77 233 |1 51 26l atal il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 5
at t ack

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
54.147.176. 220 |147. 237.72. 166 |Lhited Sates  |aka idf.il portscan: TCP D stributed Portscan 1
171. 112. 96. 169 |147. 237.76. 39 [Chi na nobi | e. mei tav.idf.i|ET SCAN Potential SSH Scan 1
37.26.146. 166 |147.237.72.166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
171.112. 96. 169 [147. 237.76.31 |Chi na nakchal . i df. il ET SCAN Potential SSH Scan 1
2.52.189.211 |147.237.77.216|Israel dover.idf.il portscan: TCP O stri buted Portscan 1
149. 88. 66. 156 [147. 237. 77. 216 [I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 145. 62 [147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.111. 101. 161 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
199.203.223.3 [147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
192. 116. 48. 150 [147. 237. 72. 166 |1 srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 238 |147.237.77.216|hited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
171. 112. 96. 169 [147. 237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
46.19.86.139  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
171. 112. 96. 169 |147. 237.76. 34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
31.44.139.47  |147.237.72.166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
171. 112. 96. 169 [147. 237.76.30 |Chi na hi nush. i df il ET SCAN Potential SSH Scan 1
111.85.219. 12 [147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
109. 64. 157. 85 [147. 237. 72. 166 [I srael aka idf.il portscan: TCP Distributed Portscan 1
87.69. 148. 134 |147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
84.109. 109. 123 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 81. 167 |147.237.77.233|Wnited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
183.60.48.25 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
62. 0. 227. 57 I srael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 147
Sreanming Engine: TCP Invalid i i ssi
81.218.197.49 | srael 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. 78
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19. 85. 10 I sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 51
Ret r ansni ssi on Packet dr opped.
S SN retransmit wth different .
79.182.242.132 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 50
202. 3. 255. 143  |Fench Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 32
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i | drop SAMrule drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19.85.126  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.
46. 19. 86. 245 I srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 22
107. 167. 107. 234|Wited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
87.69. 10. 136 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 18
212.199.57.192 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINCAQK retransmt with different Jooyitor |16
w ndow scal e
212.179.21.194 |Israel 147.237.76. 177 |ncore.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
80. 246. 133. 220 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
. . SYNretransmt wth different .
185. 120. 126. 74 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i ssi
109. 253. 218. 187|l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
. . SYNretransmt wth different .
109. 253.194.6 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 9
62. 219. 191. 47 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
reamn ine: TCP Invali i i ssi
84.228.132. 163 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 42 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
91.200.12. 141 |Ukraine 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 8
Sreaming Engine: TCP Invalid i i ssi
90. 184. 141. 245 |Denmar k 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. -y 8
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
192.114. 91. 235 [israel 147.237.72. 166 |aka i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
192, 117. 148. 185|I srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
37.26.146.239 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 141 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
87.69. 10. 136 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i SSi
83.130. 107. 129 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 31 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i Ssi
77.126.196. 243 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
94.230. 86. 164 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
31. 154. 159. 103 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 141 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunier noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46.210.177.89 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
91.200.12.136 |Uraine 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 6
199. 203. 122. 201 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
112.78. 4. 244 M et nam 147.237.0.34 |tikshuv.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 5
217.174.148. 119|Ril garia 147.237.77. 176 |mtpash.icf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
176.31.229. 182 |France 147.237.76.31 |nakchal.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [ronitor 5
80. 246. 133. 220 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
193.232.92. 8 RJSIS:;”i o 147.237.76.42 |refuah.idi.il  [Bl ock HTTP Non Conpli ant Failed to hand e connection data  [menitor  [5
85.128.142.89 |Pol and 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 5
109. 66. 199. 49 |l srael 147.237. 72. 167 |i shuri maka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.46. 39. 109 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
72.167.190. 179 |Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 5
212.199.57.192 [Israel 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
. . SYNretransmt wth different .
31.168.207.28 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 5
187.17.98.219 |Brazil 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212.150. 66. 161 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
2.54.17.77 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 87
176.13.0. 215 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 64
176. 13. 4. 229 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
46.19.86.195  |Israel 147.237.77. 243 |nobi | e. i df . i | fblarzt %T{ﬁs\gcﬁa?t/icﬂ;ngggai?ﬁsjmrd in B ock 13
176. 13. 5. 110 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 8
176. 13. 20. 56 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 6
46. 19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 246.133. 172 |[Israel 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Code B ock 4
212. 143. 158. 1221 srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4/ B ock 4
109. 253. 218. 187|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
176.13.7.188 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 32.179. 212 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df .i | muégggt'_zi?ﬁ.?ﬁsf;_c;ﬁ;gzm oo/ O/ s 2622040/ 3410, pg. st |BO%K 3
162. 144. 222, 195|nited Sates  |147.237.72.166|aka. i df . il Unknown Paraneter author in www aka.idf.il/ None 2
49.197.14.209 |Australia 147. 237.77. 216 |dover . i df . i | \T}\rwarff;ferl IT/yfggg\f_ Z'nj’t Jo‘flr‘erc't;f;fmm ent P acetol der 1SOXEI | in gy 0 2
46.19. 86. 242 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 221. 57 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
198.15.125.34 |thited Sates  [147.237.72.166|aka.idf.il Lhknown Paraneter author in aka.idf.il/ None 2
176. 13. 13. 64 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
149. 88. 251. 237 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
212.116. 187. 243|l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
106. 186. 21. 169 |Japan 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 2
10. 162. 80. 6 147.237.0.34 |tikshuv.idf.il Unaut hori zed HTTP Met hod Bl ock 2
84. 228. 236. 183 I srael 147.237.77. 176 |nat pash. i df .i | mu;:go;iﬁ?_ ;ﬁsipgfs‘fifa;;ﬂ | es/ 6 446, pg B ock 2
106. 186. 21. 169 |Japan 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | awidf.il/libraries/jnail.php B ock
173.252.88.91 |Uhited Sates  [147.237.72.166|aka.idf.il Lht raceabl e S Sessi ons: sigal gs oS A tack None
208.184.112.74 [Wnited Sates  |147.237.77.216|dover. i df .|| D stri butec ﬁ";;_tggg;g?ﬂeﬁvﬁfzsp;” Bl ock 2
2.54.63.185 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
85. 64. 56. 96 I sr el 147.237.72. 166 |aka. i df . i | m“;firii dzf?l'/wn;hsfsm /ff‘;rq. aspx B ock 1
212.179.21.194 |[Israel 147.237.77. 216 |dover . i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
54.243.53.148 |United Sates  [147.237.77. 216 |dover. i df .i | e e et o dover . aspx Bl ock 1
80. 246. 139. 115 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
192.117.147.3  |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
79.176. 155. 240 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SI. Sessi ons: sigal gs DoS Atack None 1
46.19. 85. 42 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
107.178.194.83 |Uhited Sates  |147.237. 77. 216 [dover . i df .i | L1 1155, 2461 el dover. aeme Bock |1
66.249.69.11  [Israel 147.237.0.16  [ny-kosher-kravi.idf.il m“;;c’l:(')szgﬁvfcfzfsl {7 cete. ot B ock 1
173.252.112.98 |lhited Sates  |147.237.72.166|aka.idf.il Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
27.50. 89. 230 Australia 147.237. 76. 147 |chi nuch. aka. i df . i | Uhknown Par anet er author in ww chi nuch. aka. i df.il/ None 1
89.139. 238. 129 |israel 147.237.72. 156 |aman. i df . i | m”m_iizdiéiﬁtfggffmoam_idf_i” B ock 1
216.72.40.185 |Israel 147.237.72. 156 |anan. i df . i | Miltiple O a=a SQ Injection trial (¥ from216.72.40.185 Bl ock 1
2.54.18. 86 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .i|/404. htm B ock
84.110.111.175 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
208.184.112.74 [Uited Sates  [147.237.77. 216 |dover. i df .i | o 2o L e & over. aspx. Bl ock 1
159. 203. 120. 25 |lhited Sates 147.237.0. 17 ;“ninly- kosher - kravi . i d Unaut hori zed URL Access to waw mny-kosher-kravi.idf.il/ Bl ock 1
109.253.194.6  |Israel 147.237.76.42 |refuah.idf.il o ted et rorized ?Jaﬁczzzi on Bl ock 1
79.183.185. 103 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
185. 32. 179. 189 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None

46. 19. 85. 220 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SIS Sessi ons: sigal gs DoS Atack None

37.146. 144. 195 gs:;;”i on 147.237.77.74 |lawidf . il \Twalma&le: dfT_yipf/ :Aeg;f a; 22/ ggﬁcfgg; ftielrg_' ;spx B ock 1
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