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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3126

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 318
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 118

132. 73. 202. 48 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3

66. 240. 236. 119 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|B ock Wdp Al Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 176 test.ncore.idf.il |Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
46.117. 25. 201 I srael 147. 237.72. 166 aka.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count ‘
202. 3. 255. 143 147.237.77.216  |French Pol ynesia dover.idf.il GPL SCAN nmap TCP 135
2.52.157.3 147.237.72.166 [Israel aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 36
82. 80. 151. 194 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237.76. 38 Chi na eemitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
66. 249. 69. 50 147.237.72.166 |lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
46.117.219. 214 147.237.72.166 [Israel aka idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220  [147.237.77.74  |Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 32. 179. 146 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 8. 230 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
93.172. 83. 234 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
84.108. 98. 51 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147. 237.76. 44 (hi na erefush.idf.il  [ET SCAN NVAP -sS w ndow 1024 1
79.181. 139. 235 147.237.77.216  |israel dover.idf.il portscan: TCP O stributed Portscan 1
217. 69. 136. 204 147.237.77.216 |Russian Federation |[dover.idf.il portscan: TCP O stributed Portscan 1
46. 161. 40. 120 147.237.77.227 |Russian Federation |e. hamaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.76. 100. 107 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
2.54.171. 222 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
192. 116. 55. 253 147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 147.237.77.121 |thited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 249. 58. 246 147.237.77.216 |Jordan dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 114 147.237.77.19  [kraine lawforumidf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
31.168. 67.206 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmit wth different wndowscale [nonitor [56
185. 32.179. 146 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 33
202. 3. 255.143 |Fench Polynesia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 31
2.52.157.3 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 25
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
80.179.12.151 [Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence SYNretransmt wth different wndowscale |[nonitor |21
80. 230.19. 115 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 13
80.230.19.115 I srael 147.237.72. 166 |aka. i df .1 Bad TCP sequence SSQ]TO( retransmt with different window | oo o 10
185.32.179. 146 |l srael 147. 237.77. 216 |dover i df . Bad TCP sequence fgg‘fm retransmt wth different wndow | oo g
31.168. 193. 157 |Israel 147.237.72. 166 |aka i f . Streamng Engine: TP invalid segnent retransnission. Packet drop 9
Invalid Retransmssion  |dropped.
79.178.212.92 |Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
80.230.19. 115 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
5. 46. 252. 70 Tur key 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8
147. 236. 238. 85 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
2.54.12.122 I srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
94.230.86.171 [Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber monitor |7
46.19. 86. 134 I srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber monitor |7
147. 236. 238. 85 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber alert 7
46. 19. 86. 146 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber monitor |6
2.52.157.3 | srael 147.237.72. 166 |aka.idf . il Streamng Engi ne: TP cheifgg;n; |Wnc:|r::altj: g?]n:/\ago;tnrtier:peggo I;Ijitazsl)e- drop 6
Wgent Data Enforcement [ oo to sk3es60.
79.183.103. 122 |Israel 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCPinvalid segnent retransmssion. Packet drop 6
Invalid Retransmssion  |dropped.
77.127.94. 62 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
2.54.22. 14 I'srael 147. 237 76. 200 |ei tan aka.icf.i1 || SAM NG Engine: TCP inval id segnent retransnissi on. Packet drop 6
Invalid Retransnmission  |dropped.
77.127.94. 62 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber moni tor |6
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 130 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber alert 6
2.52.157.3 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 130 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
185. 32. 179. 157 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
178. 255. 215. 87 |FRrance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
217.132. 65. 245 |lIsrael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.46. 39. 169 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
2.54. 46. 199 | srael 147.237.0.19 |nadimatal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
8.37.227.81 Anonymous 147. 237. 77. 216 |dover. i df .i | B OCk_ HTTP Non Response out of state monitor |5
Proxy Conpl i ant
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 147|l srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or
8.37.228. 77 Anonymous 147.237.77. 216 |dover.idf.il B OCk. HTTP Non Response out of state nonitor |4
Proxy Conpl i ant
37. 46. 39. 169 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
149. 50. 93. 63 Lhited Sates 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5. 46. 216. 41 Tur key 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.52.157.3 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
185. 32.179. 11 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 4
212.235.77.210 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
77.125.104.199 |lsrael 147.237.77. 216 |dover.idf.il . ream ng Engine: TP Invalid checksum Packet dropped. drop 3
I nval i d Checksum
94.230.86.181 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Invalid ACGK nunber moni tor |3
Pal esti ni an
212.14.233.91 |Territory, 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Qccupi ed
5.102. 254.0 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
79.176.21.237 |israel 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCPfinvalid segnent retransmssion. Packet drop 3
Invalid Retransmssion  |dropped.
81.218.190. 43 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engine: TP |imvalid segnent retransnission. Packet drop 3

Inval i d Retransnissi on

dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.155. 45 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 140
2.52. 155, 45 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 114
176.13.7.188 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 79
46. 19. 85. 222 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
46.19.85.6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
176.13.7.188 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 39
212.179.21.194 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 34
37.26.148.240 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
2.52.155. 45 | srael 147.237.0.19 |nadi matal .idf. | ;’g;‘f;ﬁ_%the Sane Response Qode (403) in Session from Bl ock 24
176.13.4.101 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
216.35.195. 247 [Uited Sates  [147.237.72. 166 |aka. i df . i m“;kh; ! id??idl ,“f;% mgnﬂr o aspx Bl ock 6
2.54.17.77 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246.130. 63 |l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 3
46.19. 85. 236 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.54. 46. 199 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.16. 244 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.85.9 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.183.189.79 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.17. 24 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46. 19. 86. 157 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.22.190 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.168.67.206 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. idf.il/main/ B ock 2
2.54.23. 140 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.168. 24. 42 I srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HTTP Mt hod B ock 2
46.19. 86. 13 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.177.198.14 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vwwv aka. i df . il /v ti kshuv.idf.il B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. idf.il/sip_storage/default.aspx  |B ock 1
185. 120. 125. 34 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
37.26.146.251 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
93.173.252.58 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 10.100. 102. 10/ upnpcp/ not i fy/ event B ock 1
2.54.176.148 | srael 147.237.77. 234 |hal ag. i df . i | ?4? rz'?su;?d23;7:‘;:‘;:;2‘:@%&5?; fr;i . Bl ock 1
85.64.191.13 | srael 147.237.72. 166 |aka. i df . i | mn;é” i?ﬁﬁ;ngmfgmm in None 1
64. 19. 78. 242 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.13.12. 144 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
217.69. 136. 210 :32::1”' on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/navy/ htm/mainfs. asp Bl ock 1
149. 88. 251. 237 |l srael 147. 237.72. 166 |aka. i df . i | (SSSLSLL_h gﬁﬁ'_&ﬁi‘g&;ﬁnﬁ O?féi’;gq\%a“m None 1
40.77.167.39  |Uited Sates  [147.237.77. 216 |dover. i df .i e e ey df adover . asp Bl ock 1
109. 253. 141. 241 |1 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs DoS At ack None 1
70.39.157.199 [lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
207.46.13. 24 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/mai n/gyus/ general . aspx B ock 1
180. 76. 15. 135  |China 147.237.72. 156 |anan. i df . i | Lhaut hori zed LR Access to list.ips.gov.il/list5 htm Bl ock 1
31.168. 24. 42 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized LRL Access from 31.168. 24. 42 B ock 1
91.193.51.38 [ srael 147.237.77. 234 |hal ag. i df . i | ?4? r2'33”t7§dzglﬂ‘;ggzsfﬁaﬁlﬁﬁj 1‘?; . Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
46.19. 86. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
173.254.55.58 |Uhited Sates 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 1
80. 246. 139. 206 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
2.52.41.179 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df . i |/ hi mush/ sit e/ he/ hi nush. asp B ock 1
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