01-17-2016-13:04:08 to 01-17-2016-14:04:08

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

M nobi le.idf.il

M tikshuv.idf.il

M refuah.idf.il

[ ishurimaka.idf.i

Wiawidf.il
navy.idf.il

M hinush. i df . il

Nunber
(6]
At acks

Top Tar get

M 167. 114. 156. 16
202. 3. 255. 143

I 46. 19. 86. 167
2.54.15.7

M 212. 199. 34. 114

M 2.54.55.90

I 46. 19. 86. 238

M 46. 19. 86. 252
41.33.231.90

W 192. 118. 27. 253

Top Attackers



01-17-2016-13:04:08 to 01-17-2016-14:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
2.54.175. 175 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 7

176. 13. 23. 39 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

109. 64. 68. 161 | srael 147.237.72. 166 aka.idf.il Bl ock Wdp Al Nets drop 3
84.95.252. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
89.248.174. 4 Net her | ands 147.237. 76. 197 e. hinush.idf.il B ock Np Al _Net drop 1

193.41. 247. 4 Rormani a 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry [Ste

Signature

202.3.255.143 |147.237.77.216|French Polynesia |dover.idf.il |GPL SCAN nmap TCP 128
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
80. 246. 136. 105 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 60 |147.237.76.30 |israel hi nush. i df .i 1 ET OCB Large anount of TCP ZeroWndow - Possibl e N ller2 Chos 1
at t ack
46.19.86.150  [147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
37.26.148.205 |(147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
185. 130. 5. 234 |147.237. 8. 46 e.chinuch.idf.i|ET SCAN Potential SSH Scan 1
149. 88. 164. 148 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.172. 188. 141 |147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP Distributed Portscan 1
80. 246. 133. 213 |147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
46.161.40.120 |147.237.0.35 ?égj:ﬂm akas.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.142. 200. 186 |147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
192.118.73.36 |147.237.77.216 I srael dover.idf.il |portscan: TCP Distributed Portscan 1
185. 120. 126. 40 |147. 237.77. 216 dover.idf.il |portscan: TCP D stributed Portscan 1
98. 119. 105. 221 [147. 237. 76. 200 |Lhi ted S ates eitan aka.idf.i|ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
212.199. 34. 114 |Israel 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 65
202. 3. 255. 143 ;r)le;rfgsia 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
46.19.86.252  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
2.54.55.90 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 18
192. 118. 27. 253 |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreaning Engine: TCP Invalid i i ssi
46.19.85.154  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion drop 15
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.113  |Israel 147.237.77. 243 |nobile. i f . 9 =g Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
46.19. 85. 41 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 62 I 'srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber noni t or 13
176.13. 18. 16 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaning Engine: TCP Invalid i i ssi
109. 253. 210. 2221 srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion drop 13
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.69. 163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.47.6 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 207 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
194. 90. 252. 194 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi
2.54.175.175  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dropped.
2. 54, 55. 90 I srael 147.237.77. 216 |dover.idf .il SYN Attack rej ect 12
80. 246. 133. 60 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
109. 66. 144. 181 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 10
Sreanming Engine: TCP Invalid i i SSi
46.19.86.195  |israel 147.237.77. 243 |nobi l e, i df . 9 =g Invalid segnent retransmssion. dr op 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 86. 36 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
79.178.219. 232 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINACK retransmt with different Jophiior o
w ndow scal e
80. 246.133. 60 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 9
79.178.219.232 [lIsrael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
46.19. 85. 41 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192.118. 27. 253 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 8
2.54.55.90 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber alert 7
85. 65. 51. 96 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 7
2.54.55.90 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54.55. 90 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 7
46.19. 86. 23 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46.117.242.25 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 118 I srael 147. 237. 77. 216 [dover. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
66.249.65.16  |Lhited Sates |147.237.0.19 |nacimatal.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246.136. 73 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 42 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.117.242.25 |israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 118 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
46.19. 86. 218 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
. . SYNVACK retransmt with different .
85. 65. 51. 96 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal e noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.179. 168. 245 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 118 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 70 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
109. 67. 146.35  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.229.56 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 118 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
C e SWNretransnmit wth different .
62.219. 130. 240 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 167 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 136
2.54.15.7 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 88
46.19. 86. 238 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 36
2.54.15.7 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 31
46. 19. 85. 236 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 29
2.54. 46. 199 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 22
216. 35. 195. 247 gﬁ;ttg: 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/mai n/ gi yus/ general . aspx Bl ock 14
176.13.17. 24 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 11
46.19.86.113  |Israel 147.237.77. 243 |nobi | e. i df . i | mﬂf ?Lf?ﬁs\;cﬂaiic%gn(;gazx:f;md n Bock |11
46.19. 86. 185 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 7
46.19. 86. 252 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 7
46. 19. 86. 177 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
46. 19. 85. 154 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 5
212. 150. 215. 2541 srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 212. 150. 215. 254 B ock 4
46. 19. 86. 113 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
109. 253. 210. 222/l sr ael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 4
212.179. 185. 157l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 4
2.54.175. 175 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 4
37.26.148.145 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19. 85. 29 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 86. 242 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
82.166. 240. 204 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
2.54.50. 98 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ $$$&787$$$ B ock 3
176.13.18. 16 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
176. 13. 6. 199 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 85. 204 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 216. 207 |l sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19. 86. 165 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | Oistributed Unauthorized URL Access on v aka. i df . i/ $$$8282$$$ B ock 3
212.150. 215. 254l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/ 9/ B ock 2
87.69.32. 22 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46. 19. 86. 195 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
80. 246. 139. 140 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
46.19. 85. 34 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
79.181.56.191 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 2
46. 19. 85. 200 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13. 2. 20 I srael 147.237.77.243|nobi l e. i df . i | Ostributed Whaut hori zed URL Access on nobi | e. i df.il/nekudot /i ndex Bl ock 2
212.150.215.8 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized LRL Access from 212. 150. 215. 8 B ock 2
204.13.200. 200 [J11€ 147.237.77. 216 |dover i df .i| [ S!T1DUeC lfggggégg?ﬁe%ﬁ??:pﬁn Bock |2
80.246.136.73 |[Israel 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response CGode B ock 2
109. 253. 220. 99 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.178.219.232 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
220. 181. 132. 216|Chi na 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock 1
46. 19. 85. 160 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Uhaut hori zed URL Access to
i T T T e i e b R
aa_i eeng07gs79p8hqg
109. 66. 144. 181 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
54.173.223.170 g];::: 147.237.77. 216 |dover. i df .i | D stributed Suspicious Response Code Bl ock 1
2.54.47.6 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
85. 250. 227. 249 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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