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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3007
79.178. 96. 246 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 6
79.179.198. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 3
79.176. 58. 53 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 64. 151. 140 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 3

66. 240. 236. 119 Lhited Sates 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
176.13. 14. 111 | srael 147.237.0.19 nadi matal .idf.il |DOSS SSL-d ear Text dr op 1
173.195.0. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
71.6.158. 166 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Up Al Nets dr op 1

80. 246. 130. 172 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
173.195. 0. 22 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
173.195. 0. 23 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 110
66. 249. 75. 201 147. 237. 76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 32
212.179. 49. 226 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 234 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
109. 66. 138. 222 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79. 176. 80. 36 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
31.168. 114. 144 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.204. 36 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
149. 88. 228. 88 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 168. 170 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.12.173 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
212.179.225.7 | srael 147.237.72. 167 |ishuri maka. i df . i [dr op Frst packet isn't SN drop 49
2.52.6.177 I srael 147, 237.76. 200 [ei tan aka i o i1 || SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 48
Ret ransn ssi on Packet dropped.
62.0.73. 164 I'srael 147, 237.76. 200 [ei tan aka.ior. i1 [ SAM NG Engine: TP Invalid invalid segnent retransnissi on, drop 45
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
202. 3. 255. 143 ;e;‘rfgsia 147.237.77. 216 |dover.i of . i | drop First packet isnt SWN drop 33
109. 66. 200. 130 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 32
109. 66. 200. 130 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 32
109. 66. 200. 130 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 32
109. 66. 200. 130 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid AGK nunber aert 32
37.26.148.182 |Israel 147.237. 77, 243 bl e i o 11 | €M NG Engine: TCP Invalid - finvalid segnent retransnissi on. drop 24
Ret ransni ssi on Packet dr opped.
80.246.136.74 |Israel 147.237. 72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
46.19. 85.18 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 16
62.0.224. 129 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 14
2.54.172. 106 I srael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
2.54.172. 106 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
2.54.172. 106 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 9
2.54.172. 106 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d sequence nunber noni t or 9
2.54.172.106 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber aert 8
192. 118. 27. 253 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.10. 116 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.52.44. 84 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
84.109. 75. 13 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence noni t or 7
62.0.224.129 | srael 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 6
192.118. 27. 253 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
84.108.65.118 |[lIsrael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 33 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
87.68.247.95  |israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransn ssi on Packet dropped.
79.180. 69. 168  |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.182.148. 146 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 195. 219|1 srael 147. 237, 72. 167 |i shurimaka i of i || S NG Engine: TCP | nvalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
77.125.105. 125 |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 6
Ret ransnm ssi on Packet dropped.
2.52.180.53 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
46.19.85.237  |israel 147.237.77. 243 |rvi e i1 | AMNG Engine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret ransn ssi on Packet dropped.
2.52.185. 230 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
192. 118. 27. 253 |l srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Invalid AGK nunber aert 6
84.108.65.118 [lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 33 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
41.33.232.66 Egypt 147.237.77. 216 |[dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 85. 80 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 213 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192.117. 167.66 |lsrael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
37.26.146.159 |lsrael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
146. 185.61. 46 |l srael 147.237.77. 170 |naarachot . idf .il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
79. 181. 56. 28 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.186. 119 I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
84.109. 75. 13 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
212.179. 228. 162|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
109. 66. 200. 130 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.54. 40. 26 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 154
176.13.14. 147 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 72
176.13.14. 111  |israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 69
176.13.0. 84 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 34
176.13.14.111 [Israel 147.237.0.19 |nadi matal .idf.il B‘;."g_'ylflﬂe Sane Response (ode (404) in Session from Bl ock 30
2.54.172.12 I srael 147.237.72. 167 i shuri maka. i df . i[1°0 M"Y of the Sane Response Code (404) in Session from Bl ock 24
2.54.172. 12
216. 35.195. 247 |Lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Method HEAD for wau aka. i df . i/ mai n/ gi yus/ general . aspx B ock 12
46.19. 85. 124 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
109. 253. 199. 175|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
212.76.99.238 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 212. 76. 99. 238 B ock 7
194. 50. 175. 183 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 6
84.109. 127. 178 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.52.39 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
37.26.148.182 [Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 4
2.54.27.175 I srael 147.237.0.34 |tikshuv.idf.il ;’og 4'.\?7* 1°7f5the Sane Response Code (404) in Session from Bl ock 4
64.79.85.205  |[lhited Sates  [147.237.76.31 |nakchal .idf.il giﬁ;ﬁr éfzeldl /Lg‘ng‘ﬁsorg’ doo. gt/ doc._mur . asp Bl ock 4
46. 19. 86. 114 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.139. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 92 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 192. 59 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13. 8. 130 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
46.19. 85. 237 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 195. 235|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
194. 50. 175. 183 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ U B ock 3
176. 13. 14. 60 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
146.185.61. 46 |lIsrael 147.237.77. 170 |n@ar achot . i df . i | |Mil tiple Wnhauthorized URL Access from 146. 185. 61. 46 B ock 3
46.19. 86. 191 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
147.236.34. 135 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Gde Character in WRL Bl ock 2
95. 86. 66. 250 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 95. 86. 66. 250 B ock 2
46.19. 86. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
41. 141. 209. 145 |Mor occo 147.237.77.74 |lawidf.il Dstributed PHP Attenpt Bl ock 2
176.13.13.53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 20 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.9. 140 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.17. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.29. 130 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 45 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
176.13. 6. 199 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
79.182.148. 146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None 1
217. 69. 136. 203 :Zg::t”i on 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to ww i df . il/bamahane B ock 1
195. 154. 194. 111|France 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wwu i df.i|/wp-1ogin. php B ock
2.54.13.136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
66.249.78.254 I srael 147. 237.72. 166 |aka. i df . i | mngk“;izfar.?rf;:jr mzq‘;;u‘;?;iegeri;.aspx None 1
52. 33. 66. 29 Uited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |FRance 147.237.77.216|dover.idf .i | www i df . i |/ hebrew or gani zat i on/ bdt z/ kkkkkkk=b51a7c9bkkkkkkk_b5 |B ock 1
la7c9b
40.77.167.85 United Sates 147.237.76.31 [nakchal . i df . il mu;;?r:;lzﬁddfﬁ /tcnﬁsatteg/shar ed/ user cont r ol s/ navnenu/ Bl ock !
2.54.181.133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
82.102.136.66 Israel 147.237.76.42 [refuah.idf.il oo buted Whashort zed éﬂj‘aﬁcii on Bl ock 1
77.127.85.155 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
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