01-17-2016-11:04:00 to 01-17-2016-12:04:00

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

20004

1, 600"

1, 200+"

800+"
Nunber

At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M nobi le.idf.il

M i shurimaka.idf.i

M anan.idf.il

Meitan aka. idf.il

M refuah.idf.il
atal.idf.il

M nat pash. i df . i |

1, 5004

Nunber
(6]

At acks

Top Attackers

M 167. 114. 156. 16
37.26. 149. 170
W 176.13.9.173
2.54.52.39
l 202. 3. 255. 143
M 2.52.153. 48
[ 37.142. 64. 102
M 2.54. 42. 165
46. 19. 85. 89
M 46. 19. 86. 220




01-17-2016-11:04:00 to 01-17-2016-12:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3284
212.179.8.20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 10
84.109. 13. 208 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
47.32.30.199 Canada 147.237. 76. 39 nobi le.neitav.idf.il |Block Udp All Nets drop 2
222.174.5. 17 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under _Attack Con Htp drop 2
146. 185. 239. 100 Russi an Federation 147.237.77. 233 atal.idf.il bl ock-sp-traf1 drop 1
71.6.165. 200 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock_UWp Al _Nets drop 1
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets dr op 1
85.203.17.170 Net her | ands 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 1
24.19.110. 22 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |B ock UWdp All Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
199. 255. 214. 83 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 1
115. 239. 228. 10 Chi na 147.237.0. 35 akavs. idf.il Frk_Under Attack _Con Htp drop 1
171.41.52. 48 Chi na 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
115. 239. 228. 10 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLM Under Attack Con Htp drop 1

58. 153. 169. 134 Hong Kong 147.237.76. 201 e atal .idf.il B ock_Udp Al Nets drop 1
188.138. 1. 218 Cer many 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1

85. 203. 17. 44 Net her | ands 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address Devi ce Action |Oount

198. 20. 69. 75 Lhited Sates 147.237.77. 179 e.nazi.idf.il |13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
202. 3. 255. 143 147.237.77.216 French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 147
193. 104. 41. 54 147.237.0.35 Ml dova, Republic of akaws. i df i | ET SCAN Potential SSH Scan 1
176. 13. 13. 146 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
79.177.43. 35 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 127 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212. 25. 84. 200 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
198. 20. 69. 75 147.237.77. 179 Lhited Sates e.nazi.idf.il ET DRCP DBshi el d B ock Listed Source 1
182. 18. 160. 216 147.237.0.19 Indi a nedi matal .idf.il ET SCAN Potential SSH Scan 1
94. 230. 93. 162 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237. 76. 199 Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
213.57.118.66 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 35 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. . 36
Ret ransni ssi on Packet dropped.
202. 3. 255. 143 g)le;rf:sia 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 35
46. 19. 85. 46 I srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Inval i d ACK nunber nonitor (27
176.13.17. 4 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |26
Sreaning Engine: TCP Invalid i i ssi
87.68.35.215  |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.
2.52.153. 48 I srael 147.237.0.19 |[nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.54.2.223 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 85. 250 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor  [16
Sreanming Engine: TCP Invalid i i ssi
157.55.39.60  |United Sates [147.237.76.200 |ei tan. aka.idf.il 9 =g Invalid segnent retransmssion. g 14
Ret ransni ssi on Packet dropped.
64.19. 78. 243 Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 13
46. 19. 86. 152 | srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaning Engine: TCP Invalid i i ssi
207.46.13.24  |Uited Sates [147.237.76.200eitan. aka idf.il 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.129.110  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.238  |israel 147. 237. 72. 167 |i shuri maka. i df .i 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13. 2. 20 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. . 12
Ret ransni ssi on Packet dropped.
46.19. 85. 118 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni tor |11
Sreamng Engine: TCP Invalid i i ssi
40.77.167.52  |uwited Sates |147.237.76.200 |eitan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
40.77.167.18  |wited Sates [147.237.76.200eitan. aka idf.il 9 =g Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dropped.
46.19. 85. 178 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 190 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
85. 130. 219. 124 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or
o SYN+ACXK retransmt wth .
82. 80. 196. 44 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence different v ndow scal e monitor |7
2.54.172. 106 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.2.191 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.180.18.198 |l srael 147.237.72.166 |aka i of .i | Bad TCP sequence Invalid ACK nunber nonitor (6
212.179. 216.99 |[Israel 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
37.26.149.170 | srael 147.237.0.19  |nadi matal i of .| 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.126  |israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
109. 160. 199. 46 |1 srael 147. 237.77. 226 "‘:’I“"‘Cha”atz'aka' Mt ldrop Frst packet isn't SN drop 6
195.182. 33.5 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.52.153. 48 | srael 147.237.0.19 |madimatal .idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.26.147.206 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 21 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d ACK nunber monitor |6
46.19. 85. 178 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor (6
46. 19. 86. 192 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19. 85. 119 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
2.52.153.48 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor (6
195.182.33.5 I srael 147.237.72. 166 |aka.i df il Bad TCP sequence Inval i d ACK nunber alert 6
2.52.153.48 I srael 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Inval i d ACK nunber monitor (6
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i sSi
188. 120. 152. 228|i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 48 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 48 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
2.52.153. 48 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
109. 253. 136. 93 I srael 147.237.76.42 |refuah.id.il Bad TCP sequence SNretransmt wih different | oyvor |5
w ndow scal e
94.230. 86.197 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.9.173 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 164
37.26.149.170 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 134
2.54.52.39 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 127
37.26.149.170 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 114
37.142.64.102  |israel 147.237.72.166 |aka. i df . i | ;‘;?lhg'ye flége Sane Response Qode (403) in Session from Bl ock 91
46. 19. 85. 89 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 72
2.54.42.165 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 70
2.54.52.39 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 66
2.52.153. 48 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 54
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 52
37.26.149.170 |israel 147.237.0.19 |nadimatal .idf. i ;(7’?2'\:”13'4;2;8‘3 Sane Response Qode (403) in Session from B ock 51
176.13.9.173 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 45
2.54.157. 193 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 35
176. 13. 20. 91 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 26
176.13.13.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 16
109. 253. 201. 230]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 16
2.54.42.165 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 16
46. 19. 86. 100 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 14
176.13.10. 223  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 9
109. 253.192. 24 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
46. 19. 86. 35 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 7
46.19. 86. 242 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
87.68. 35.215 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
62.0.34. 177 I srael 147.237.72. 166 |aka. i df . i | Dstributed Waut horized Method for Known URL on waw aka. i df.il/ B ock 5
2.54.173.55 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
2.54.44.18 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192.115.252.2 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 192, 115. 252, 2 B ock 3
46.19. 86. 35 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 213. 1121 srael 147.237.72. 166 |aka. i df . i | \;P:\rwarat;erl d??‘:/ﬂiyn/\';:ﬁaﬁpeg'i et o zard st ep3. aspx None 3
176. 13. 6. 250 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
2.54.184. 187 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
37.26.148.131 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
62.0.34. 177 I srael 147.237.72.166 |aka. i df . i | m ;;:‘ftdf‘_ji w;”;f;r;rz‘;i/:ﬂ‘egcﬁess on Bl ock 3
79. 180. 48. 94 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il11egal Byte de Character in URL Bl ock 2
176.13. 2. 20 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 2
81. 218. 241. 25 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 81. 218. 241. 25 B ock 2
176.13.6. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
216. 35.195. 247 |Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for v aka. i df . il/mai n/ gi yus/ general . aspx |B ock 2
77.127.165.77 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.19. 86. 173 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
2.52.188.73 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
46.121. 247. 221 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
2.54.188. 106 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.109. 242. 142 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/sip_storage B ock 1
212.29.203.226 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte QGode Character in LR from212.29. 203, 226 B ock 1
46.19. 86. 71 I srael 147.237.77. 176 |nat pash. i df . i|  |Uhauthorized URL Access to wmn cogat . idf.il/894-ar Bl ock 1
149. 78. 161. 202 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.52.154. 187 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
66. 249. 93. 35 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter 861 in wwy aka.idf.il/main/giyus/| ogin. aspx None 1
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