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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3003
2.54.12.185 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 21
93.172.62. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 10
80. 246. 137. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
46.19. 85. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
81.218. 165. 186 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
84.109. 13. 208 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
123. 151. 42. 61 Chi na 147. 237. 76. 202 e halag.idf.il Block Udp All Nets Con Linit dr op 1
212.179. 134. 18 I srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 1
123. 151. 42. 61 Chi na 147.237.76. 199 e.nakchal .idf.il |Bock Wp Al Nets Gon Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 132
63. 141. 227. 98 147. 237. 76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 175 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
216.72. 40. 185 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 120. 126. 29 147.237.72. 166 aka.idf.il portscan: TGP D stributed Portscan 1
120. 194. 193. 15 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 78. 160 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
46. 19. 86. 135 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
5.144.55.91 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
217.132.63.78 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
176.13.22. 181 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
84. 228. 154. 152 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

81.218.197.49 |[Israel 147. 237. 76. 200 [ei tan. aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 57
82.166.81.221 |Israel 147.237.77. 234 |hal ag. i o . i Bad TCP sequence mdgir:::]rit wth different moni tor |43
202. 3. 255. 143 ';)lemh. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37
ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 98 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 25
46.19.86.98  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Vﬁﬁggg"ﬂsm wehdifferent | onitor |21
62. 0. 200. 163 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 18
46. 19. 85. 148 I sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invali d ACK nunber noni t or 16
2.54.173. 96 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
77.126.60.144  |[israel 147. 237.77. 216 |dover i df . Bad TCP sequence mﬁ;‘;f‘sm wthdifferent | onitor |12
82.166.77.241 |lIsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 12
2.54. 40. 225 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  imvalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dr opped.
141.0.12.21 Nor way 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
80. 246. 136. 135 |l srael 147. 237 72. 167 |t shuri maka i o | | S2M NG ENgine: TCP Invalid — invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
37.26.149.211 [Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 8
147.235. 8. 77 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 7
82.102. 169. 113 |l srael 147.237.77.234 |hal ag.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 26 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.43.31 I'srael 147, 237, 72. 167 |i shuri maka i o 1| | @M NG Bngine: TCP Invalid invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 142 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber alert
2.52.42.211 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 142 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or
212.179.134. 18 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.148  |israel 147237, 77, 243 mwbi e ior. i1 | €M NG Bngine: TCP Invalid invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
62.219. 129. 129 |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
46. 19. 85. 142 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
84.228.24.36  |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 92 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
109. 67. 120. 131 | srael 147. 237, 76. 200 [ei tan aka i o i1 | €3M NG Engine: TCP Invalid — finvalid segnent retransissi on. drop 6
Ret r ansni ssi on Packet dropped.
2.52.42.126 I'srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid  invalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 142 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 92 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.9.59 I srael 147. 237. 72. 156 |anan. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.12.185 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 92 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 5
94.230.86.227 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.173.96 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 92 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.54,173. 96 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 5
2.54.173. 96 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d sequence nunier noni t or 5
93.172.62. 75 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 5
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 5
93.172.62. 75 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
192. 114. 105. 254 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
2.52.42.211 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
85. 130. 226. 205 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
2.54.12.185 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80.246.136.79 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 64
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 49
46.19. 86. 220 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 49
46. 19. 85. 148 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 34
80.246.136.79 | srael 147.237.0.19 |nadimatal.idf.il ;8?2'\‘;&6?)'130; ;ge Sane Response Qode (404) in Session from Bl ock 25
176.13.23. 12 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 11
81.218.241.25 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 81.218.241. 25 B ock

109. 160. 211. 243]I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 109. 160. 211. 243 B ock 8
46. 19. 86. 165 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
79.182. 100. 209 I srael 147.237.0.34 |tikshuv.idf.il ;géll\fg.lyloo(f). tzgg Sane Response (bde (404) in Session from B ock 7
109. 253. 209. 189]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
81.218.116. 129 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. idf.il/ Bl ock 6
109. 253. 159. 224 /1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 141. 140|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46. 19. 86. 100 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
109. 253. 145. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
147. 236. 232. 24 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3
176.13.9.173 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
46. 19. 85. 94 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 157. 161 ]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.125.107. 121 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
46. 19. 86. 242 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.246.139.39 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 6. 216 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
213.151.52.134 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
79.179.140.22 |[israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 79. 179. 140. 22 B ock 2
109. 253. 146. 64 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
82. 166. 2. 56 I srael 147.237.77. 170 |ma@ar achot . i df . i | [Distributed Wnhaut horized HITP Mt hod B ock 2
79.180.26.40 | srael 147.237.72. 166 |aka. i df . i | \;?War:;:ri (Efidl ?‘r:aﬁln\fs(’;;t];f;‘f Oirgot password, aspx None 2
46. 19. 86. 39 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 197 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
81.218.116. 129 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/ 1/ B ock 2
62.219.44.190 [Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed LRL Access on www aka. i df .i |/ mai n/ B ock 2
2.54.42. 66 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
50. 62. 161. 193 Lhited Sates |147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 1
46.19. 86. 105 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. htm B ock 1
109. 186. 172. 168]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 246. 136. 202 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
192.118.10.10 |Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 192.118. 10. 10 B ock 1
176.13.20.27  [Israel 147.237.76.42 |refuah.idf.il  [ramer Tybe M olat! fggﬂﬁ?&‘;ﬁr‘;ﬂx&wm der 13t xt Last hare i Bock |1
45.125.193. 99 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 1
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df .il Dstri buted H‘;;t;;’gggeﬂeﬁv’;cf:pfn Bock |1
62.219. 195. 254 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
82.166.81.221 |[Israel 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 82.166. 81. 221 B ock 1
81.214.230.156 [Turkey 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
204.13.200.200 |United Sates (147.237. 77. 216 |dover . i df .i | D stri bt oc lfsgfggggg?ﬁeﬁvﬁf?;pﬁn B ock 1
80.246.136.48 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185. 120. 126. 59 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
46.19. 86. 24 | srael 147.237.72.166 |aka. i df . i | S8 Untraceabl e (nnection - Frotocol violation None 1

(SSL_CONN CLI ENT_HELLO)
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