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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address |Site

|Signature |Device Action [Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under _Attack _Con Htp drop 2
89.248.174. 4 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

103. 21. 58. 191 Indi a 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1




01-17-2016-09:04:05 to 01-17-2016-10:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

202. 3. 255. 143 147.237.77. 216 French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 169
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 64. 254 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
87. 68. 48. 60 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
63. 141. 227. 98 147.237.77. 227 Lhited Sates e. hanaz. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46.117.15. 13 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
103. 21. 58. 191 147.237.77. 233 I ndi a atal.idf.il QA Injection - Select From 1
63. 141. 227. 98 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 155 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 61. 117 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 159. 100 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
162. 222. 185. 165 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SWNretransmt wth different

85. 65. 47. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |66
w ndow scal e

202. 3. 255.143  |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

62. 0. 200. 163 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 36

46. 19. 85. 88 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |18

46. 19. 86. 151 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreamng Engi ne: TCP i i ssi

212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: 7 Invalid segnent retransmssion. | 14
Inval i d Retransmi ssi on Packet dr opped.

93.173.252.99 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 14

46. 19. 86. 10 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |14

46. 19. 86. 10 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 13
S reaning Engi ne: TCP i i ssi

80.246.139. 61 | srael 147. 237. 72. 167 | shuri maka. i df . i mng tngine. 1 Invalid segment retransmssion. | 12
Inval i d Retransnission Packet dropped.

reamng Engi ne: T i i ssi

46.19. 86. 49 I'sr ael 147.237.72. 167 | shurimaka idr i1 | €amng Engi ne: TCP Invalid segnent retransmssion. |q ., 12
Inval i d Retransmission Packet dropped.

176.13.15.223 [ srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence SNretransmt wth different o0 fqg

w ndow scal e

46.19. 86. 44 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |10

46. 19. 85. 224 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber nonitor |10

151. 252. 97. 197 g";'cisgi'géa” Territory 47 237.77. 216 |dover. i of il drop First packet ism't SWN drop 8

46. 19. 86. 51 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |7

o SYN+ACK retransmt wth .

46. 19. 86. 10 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence different vi ndow scal & monitor |7

217.194. 207. 24 |Israel 147.237.72. 156 |anan. i df i SYN Attack SYN -> SYN-ACK -> Tineout |reject

93.115.95.201 |Anonynous Proxy [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engi ne: TCP i i ssi

5.22.135. 31 I'srael 147. 237. 72. 166 |aka. i f . i1 mng tngine: 7 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

37.26.149.171 |[Israel 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

62. 90. 96. 102 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 245 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or
S reamng Engi ne: TCP i i ssi

37.46.39.219  |Israel 147.237. 77. 243 |nobi L e. i f . mng tngine: Invalid segnent retransmssion. | 6
I nval i d Retransmission Packet dr opped.

79.178.254. 4 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 6

2.54.172. 106 I srael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

217.194.207. 24 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 6

213.8.204.5 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 6

77.126.166. 113 |lsrael 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP i i ssi

149.88.11.110 |l srael 147. 237. 72. 166 |aka. i f . i1 mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

79.178.254. 4 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber roni t or

213.8.204.5 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i ssi

109. 253. 145. 41 |1 srael 147. 237.77. 243 |mobi l e. i f . | mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engi ne: TCP i i ssi

2.54.152.148  |Israel 147. 237. 72. 167 |i shuri maka. i df . i | mng Engine: Invalid segnent retransmssion. | 6
Inval i d Retransmi ssi on Packet dr opped.

79.178. 254. 4 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect

105. 102. 183. 255|A geria 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject
S reamng Engi ne: TCP i i ssi

46.19.85.139  |israel 147.237. 77. 243 |nobi L e. i f . mng tngine: 1 Invalid segnent retransmssion. | 6
I nval i d Retransmission Packet dr opped.

46.121.73.198 |Israel 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 5

46.19.85.221  |Israel 147. 237.77. 226 Wi"IWCha"atZ' aka. 1l |oyN At tack SYN -> SYN-ACK -> RST rej ect 5

41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant dF:’t;ed tohandie comnection | oo |5

46. 19. 85. 227 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber nonitor |5

2.54. 60. 10 I srael 147.237. 77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

37.26.147.142 |Israel 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> Tineout |reject 4

80.179.114.11 |l srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4

46. 19. 85. 224 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engi ne: TCP i i ssi

131.253.25.176 |Wited Sates 147.237.72. 166 |aka. i df . mng Engine: Invalid segnent retransmssion. | 4
Inval i d Retransmi ssi on Packet dr opped.

37.26.147.226 |lsrael 147.237.0.19 |madimatal .idf.il Bad TCP sequence aert

37.26.147.226 |lIsrael 147.237.0.19 |[nadimatal.idf.il Bad TCP sequence noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 387
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 296
37.26.147.226 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
37.26.147.226 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 96
46. 19. 86. 89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
46. 19. 86. 89 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 48
46.19. 85. 196 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 41
176. 13. 8. 106 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 31
46.19. 85. 200 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.52.153. 48 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 12
109. 253. 195. 134]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
147.236.238. 20 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock 7
147. 236.238. 20 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/ 4/ B ock 5
147. 236. 238. 20 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 147. 236. 238. 20 B ock 4
176.13.11. 15 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 140. 193]l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
46.19. 85. 34 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 188 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 145. 41 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
46.19. 86. 39 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.94.62.138 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84.94. 62. 138 Bl ock 3
66.249.78.121 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i |Uhaut hori zed URL Access to chinuch. aka. i df.il/404. htm B ock 2
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover. i df . | D stri buted 1?;;};;;;;?&%\/??5&“ Bl ock 2
41.130.60. 224 |Egypt 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on ww idf.il/arr/ Bl ock 2
46.19. 86. 170 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 238 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 117 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 128. 56 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194.79 |Uhited Sates  [147. 237. 77. 216 |dover. i df . | e L1 1155, 23650 el dover. aue Bl ock 2
62.219.44.190 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on vww aka. i df . il/main/ B ock 2
84.94.62.138  [Israel 147.237.76.86 |navy.idf.il m“;:f;_'izdef‘_jiﬁi gigfgfaég (i1 s/ 6 si 263380 1796, pq Bl ock 2
80. 246. 136. 228 |[lIsrael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 135. 209]l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.19.121.27 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
109. 67. 111. 203 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
85.25.103.12  |Germany 147.237.77. 216 |dover . i df . | w1 1155, 2461 el dover. aue Bl ock 1
60. 248. 162. 179 |Tai van 147.237.77. 216 [dover . i df . i | D stri butec ll‘f;;_t;g;gfﬁeﬁvﬁfzspzn Bl ock 1
2.54.43.26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
71.204.146.106 |lhited Sates |147.237.76.42 |refuah.idf.il 104? ;'35917;_(14;;“;225?8 dL/‘TLe :e‘ice;z on Bl ock 1
213.8.204.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

184. 168. 200. 187 |United Sates |147.237.77.74 |lawidf.il D stributed Unauthori zed LRL Access on v | aw i df.il/xmrpc. php B ock
93.174.90.30  [Netherlands  [147.237.77. 216 |dover . i df .i | D stri butec ll‘f;;_t;gé;gf’ﬁeﬁvﬁ‘??;pzn Bl ock 1
66.102.8.243  |United Sates |147.237.77. 216 |dover . i df .i | bt o f/dng:;“;htoé} tzggpltg‘egcﬁ(f::pa‘;’; asp Bl ock 1
50.62.176.234 |nited Sates |147.237.77.176|nat pash.idf.il PHP At enpt B ock 1
176. 13. 4. 142 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80. 246. 139. 247 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuwt aka. idf.il/main/ Bl ock 1
2.52.12. 156 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
80.178.98.144 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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