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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3374
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 419
134.191. 232. 70 | srael 147. 237. 76. 42 refuah.idf.il JIMPurple Gon Limt Htp drop 87
134.191. 232. 70 | srael 147.237.76. 42 refuah.idf.il JLMPurple Gon Linit_Tcp drop 37
109. 67.127. 174 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
185. 130. 5. 228 147.237. 76. 148 ggcenter.aka.idf.il |B ock Udp Al _Nets drop 1
156. 201. 94. 22 147.237.76. 176 test.ncore.idf.il Bl ock_UWp Al _Nets drop 1

88. 254. 254. 3 Tur key 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1
156. 201. 94. 22 147.237.76. 177 ncore.idf.il B ock Up Al Nets drop 1
89.248.174. 4 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
146. 185. 239. 100 Russi an Federation 147.237.77.176 nat pash. i df .| bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|
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Attacker Address
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At acker
Gountry

Signature

202.3.255.143 |147.237.77. 216 |French Pol ynesi a |[dover.idf.il GPL SCAN nmap TCP 194
87.69.74.9 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
14.17. 69. 169 147.237.0. 200 |China mdu.idf il ET SCAN Potential SSH Scan 1
14.17.69. 169 147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
218.246. 0. 97 147.237.76. 44 |Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
158.255.2.12  |147.237.8.24 23::;'}0'1 elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
101, 108. 105. 2071147, 237 77. 74 |hai 1 and Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 64. 62. 155 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
14. 17. 69. 169 147.237.0.35 |China akaws. i df i ET SCAN Potential SSH Scan 1
2.52.151. 24 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
218. 246. 0. 97 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.235.98. 139 |147.237.72. 166 | srael aka. idf.il portscan: TCP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
105. 226. 112. 224|147.237.0.16  |South Africa ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
85.130.135.50 I srael 147.237.72. 167 | shwrimaka iar.i1 | 2M NG Engine: TCP Invalid |invlid segnent retransnission. | 60
Ret r ansni ssi on Packet dr opped.
81. 218. 241. 25 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 40
202. 3. 255. 143 :)le;f:sia 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
148. 177. 129. 212|Eur ope 147. 237.77. 226 ‘_":’fmhamz'aka' Mt ldrop First packet isn't SWN drop 24
79.183.113.170 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence mdﬁvr:g;nlt vith different monitor |24
82. 166. 53. 161 | srael 147.237. 72. 167 |i shuri maka.idf .il Bad TCP sequence Inval i d sequence nunier noni t or 24
46. 19. 86. 210 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 22
185. 89. 217. 226 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (21
185. 89. 217. 233 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [19
85. 130. 223. 100 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |18
185. 89. 217. 230 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [15
85. 130. 223. 100 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 14
46.19. 86. 233 | srael 147.237.72. 167 |i shurimaka.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 14
46. 19. 85. 254 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 13
185. 89. 217. 228 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [13
109. 253. 215. 149I srael 147.237.77. 233 |atal i df .1 Bad TCP sequence mdﬁr:é‘aslnlt wWth dfferent monitor |12
82. 166. 140. 117 |Israel 147.237. 72,167 i shurimaka ich. i1 | Sam g Enginer TQP Invalid |invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i f .| Streaning Engine: TCP Invalid invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 227 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
185. 89. 217. 231 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |12
185. 89. 217. 232 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
185. 89. 217. 229 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 11
185. 89. 217. 225 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |9
185. 89. 217. 235 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (8
85.130.135.50 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor (8
46. 19. 85. 208 I srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
72.9.148.10 Lited Sates [147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 7
72.9.148.10  |UWnited Sates (147.237.77.74 |lawidi.il Bad TCP sequence mﬁﬂrs\:;ﬁ':c;gth moni tor |7
85.130. 135.50 |Israel 147.237. 77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 170 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert
84.109.82.211 |Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
149.88.12.13  [Israel 147.237.72. 167 | shwrimaka iar. i1 | 2M NG Engine: TCP Invalid |invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dr opped.
46.19.86.165  |Israel 147.237.0.19 |madimatal .idf.il Streaning Engine: TCP Invalid invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dr opped.
109. 66. 19. 201 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 170 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
185. 89. 217. 234 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
84.108. 219. 183 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
85. 130. 135. 50 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor 6
46.19. 85. 114 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 16 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
93.157.84.34 | srael 147.237.72. 167 |i shuri maka. i df .il drop First packet isn't SN drop 6
37.142.188. 242 |l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 86. 143 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (6
46.19. 85. 114 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 114 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 5
2.52.43.129 | srael 147.237.72. 166 |aka.i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 114 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.86.139  |Israel 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number monitor |5
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A tacker
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Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 137. 97 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 192
46.19. 85. 12 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 175
46.19. 85. 12 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 139
37.26.147.233 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 99
46. 19. 86. 44 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 93
46.19. 86. 165 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 86
37.26.147.233 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 71
46. 19. 86. 165 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 67
46.19. 85. 33 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 58
46. 19. 86. 44 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 48
46. 19. 85. 149 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 43
37.26.146.203 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 39
80. 246. 136. 191 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 39
46.19. 85. 12 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 37
109. 253. 137. 97 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 35
46. 19. 86. 215 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 35
81.218.241.25 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/$$$&282$$$ B ock 22
109. 253. 143. 233]I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 16
109. 253. 145. 177|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 9
109. 253.131. 73 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
109. 253. 215. 149]I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 6
5.102. 193. 87 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 3
2.52.153. 48 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.0. 175 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
37.26.146.227 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 3
37.26.146.247 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19. 86. 116 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
46. 19. 86. 20 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
204.13.200. 200 [United Sates [147.237. 77. 216 |dover . i df . | D stri butec lffgfggzgfﬂeﬁvgfzsp;” Bock |2
176. 13. 16. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
72.9.148.10  |United Sates[147.237.76.86 [navy.idf.il m“tngs;' B e 0/ navy. aspx. aspx Bock |2
149. 78. 23. 72 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from149.78.23.72 Bl ock 2
2.52.140. 16 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
82.166.190.11 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc B ock 1
46.19. 85. 215 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
204.13.200. 200 [United Sates|147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:2&;;?%%&?21;” Hock |1
40.77. 167. 96 Lhited Sates|147.237.0. 16 ;Tyl_ IKOSher -kravi.id Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
184. 105. 247. 196|Lhited Sates|147.237. 72. 166 [aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
77.247.181.165 |Netherlands |147.237.77.216|dover. i df .i| D stri butec lffgfggggg?ﬂeﬁvgfzspzn Bock |1
66.102. 9. 101 Uhited Sates|147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to www i df.il/1294-en/ v i df.il/english Bl ock 1
Unhaut hori zed URL Access to
213, 151. 36. 134 I srael 147.237.76.42 |refuah.idf.il e ﬁi‘k";‘]tx"’t‘)'t!f‘fdfié é llgf:éshieé ;S::‘;‘kjfggff?ffﬁg?;gﬁ‘gig ia?fq?}:;onbe Bock |1
g6r ddoj 0zl ogbagal f vydghveca
107.178.194.83 |Wited Sates[147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:2&;;?%%&?21;” Hock |1
80. 246. 136. 198 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19. 85. 55 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 1
192.115.94.2  |israel 147.237.77. 234 |hal ag. i df . i | mﬁtog?rs't.zig aﬁ.f‘;ﬁsf/;%_storagem s/ 4/ 2054, Bock |1
66.249.78.9 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docl.. in ww aka.idf.il/nain/giyus/ general . aspx None 1
149. 202. 74. 134 |Ger many 147.237.77.216|dover.i df .i | Distributed Unaut hori zed URL Access on v i df.il/anan B ock 1
46.121.220.119 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/main/ B ock 1
207.46.13.24  |Uhited Sates|147.237. 72. 166 |aka. i df .i | shaut hor | 2ed |L/j?>_or/icaiems's|uti?m tenpl t o5/ v behazdas. or g Bock |1
85.64.241.130 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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