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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3117

46. 19. 85. 20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

162. 248. 100. 195 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1

162. 248. 100. 195 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 340
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185. 130. 5. 234 147.237.0. 17 m ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
158. 255. 2. 12 147. 237.76. 30 Russi an Federation hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 147.237.77.170 Indi a maar achot . i df . i | ET SCAN NVAP -f -sS 1
80. 246. 130. 160 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 77. 205 Chi na prisha idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 234 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.76. 34 yohal an. i df . il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
182. 72. 109. 162 147.237. 76. 201 Indi a eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 196. 49. 101 147.237.77. 170 Indi a naar achot . i df . i | ET SCAN NMAP -sS wi ndow 2048 1
85.17.249. 176 147.237.77. 216 Net her | ands dover.idf.il ET DO5 SSL Bonb DoS Attenpt 1
185. 130. 5. 234 147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237. 76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.72. 156 anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46.19. 86. 153 | srael 147.237.72. 167 |i shurimaka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 72
202. 3. 255. 143 ;r)le;rfgsia 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 26 I srael 147.237.72. 156 |anan.i df .i Bad TCP sequence Invali d ACK nunber nonitor |16
197. 248. 120. 246|Kenya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
172.58.24.144 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
85.130. 242. 193 |[Israel 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 8
85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
37.142.188. 242 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19. 85. 126 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |6
2.54.171.169  |israel 147. 237.72. 166 |aka i of . i Stream ng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval id Retransnm ssion Packet dropped.
79.182.112. 129 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Invalid segnent retransmssion. g 6
Inval id Retransm ssion Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.54.140.107  |israel 147.237.72. 167 |i shuri maka. i df . i | Stiream ng Engine: TGP Invalid segnent retransmssion. g 6
Inval id Retransm ssion Packet dr opped.
2.54.8.197 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82.166. 140. 117 [l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
91.200. 12. 143  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
2.54.13.1 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192.115.252.2 |israel 147. 237.72. 166 |aka. i of .11 Siream ng Engine: TGP Invalid segnent retransmssion. g 4
Inval id Retransnm ssion Packet dropped.
109. 253.203. 25 |Israel 147.237.77. 243 |robi L e. i of . i1 Strean ng Engine: TCP Invalid segnent retransmssion. g 4
Inval id Retransm ssion Packet dropped.
54.244.22.103 |lhited Sates [147.237.77. 176 |nat pash.idf.il drop First packet isn't SYN drop 4
91. 200. 12. 143  |Wkrai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
46. 19. 85. 234 I sr ael 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence Invali d ACK nunber alert 4
46. 19. 85. 126 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[nonitor |4
62.219.118.52 | srael 147. 237.72. 166 |aka. i f .11 Sireamng Engine: TGP Invalid segnent retransmssion. g 3
Inval id Retransnm ssion Packet dropped.
2.52.43.104 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.43.104 I srael 147.237.72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
81.218.193. 154 | srael 147.237.72. 166 |aka.i df . Stream ng Engi ne: TGP Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dr opped.
31.168. 115. 189 |Israel 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. g 3
Inval id Retransnm ssion Packet dropped.
2.54.8.16 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.54.43. 147 I srael 147. 237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dropped.
37.26.147.162  |israel 147. 237. 77. 243 |nobi l e.i df . i | Siream ng Engine: TGP Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dropped.
141.8.142. 1 gz::;”i o 147. 237. 76. 200 |ei tan. aka. i df .| IS:“r/;alrr; nlgatErrg:snneil.ss-li-i :;‘éi'eitd ;eg;sgj. retransmssion. -y 3
87.68.158.48  |Israel 147. 237.72. 166 |aka. i of .11 Siream ng Engine: TGP Invalid segnent retransmssion. g 3
Inval id Retransm ssion Packet dropped.
46.19.86.201  |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. g 3
Inval i d Retransm ssion Packet dropped.
84.108. 164. 162 |lIsrael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
5.29.54.94 I 'srael 147.237.0.19 [nadi matal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 234 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
85. 76. 34. 103 F nl and 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19.85.8 I 'srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
2.52.43. 104 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
37.142.188.242 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
5.22.130.71 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
85.17.249.176 |Netherlands  |147.237.0.17 ][“Inly kosher-kravi.1dloq Enforcenent Mol ation &fﬂ?;‘éﬁist)?&h;fnigt?mls rej ect 2
93.172.163. 197 |Israel 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
2.52.43.104 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 158. 131 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Too Miny of the Sane Response Code (404) B ock 297
109. 253. 158. 131/l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 148
176. 13. 14. 60 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 113
2.54.144. 82 I srael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock 59
46. 19. 85. 149 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 38
109. 253. 158. 131 ]I srael 147.237.0.19 |madimatal .idf.il |Distributed Too Many of the Sane Response Code (403) B ock 29
109. 64. 18. 108 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 29
2.54.144. 82 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 11
109. 253. 210. 170]I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 10
84.228.147. 168 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 9
109. 253. 130. 1911 sr ael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 6
109. 253. 135. 209]l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 6
176.13.8.53 I srael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock 6
46. 19. 85. 104 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
176.13. 11. 99 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
84.109. 9. 159 I srael 147.237.0.19 |madimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
2.54.178.122 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
2.54.9.172 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
91.135.102. 161 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
82.166.190.11 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/scripts/css3pie. htc B ock 2
176. 13. 2. 232 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
109. 64. 18. 108 |l srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 2
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 2
89.139.20.215 |Israel 147. 237.77. 243 |nobi | e. i df . i | pben :?rc;fzf‘lj / gegpgfﬁsem‘;esn <t e | ddooument </ 1071 Bl ock 2
66. 249. 64. 243 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
46.19. 86. 179 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
107.178.194.79 |United States |147. 237. 7. 216 |dover . i df . | 111 1155, 25656 nel dover. s Bock |1
87.69.34.139  |israel 147.237.72. 166 |aka. i df . i | mb;aﬁf ﬁ"ff;";ﬂl ; 53;72?\: (e); haf]‘;f‘;‘r’rl‘ iagm(/ search B ock 1
5.196.72.199  [France 147.237.77. 216 |dover . i df .i | b stri bt oc 1?;;};;&;;?&%&??:&” Hock |1
204.13.200. 200 [Uhited Sates [147. 237. 77. 216 dover. i df . i | D stri utec ll‘f;;_t;ggsg?ﬂeﬁvi‘f?ssp;” Bl ock 1
68.180.230.29 |lhited Sates [147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ati on PageNumin waw cogat . i df . i1/901-ar/ cogat . aspx |B ock 1
117.203.79. 166 |India 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
Unaut hori zed URL Access to
66.249.64. 3 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i 1/ usef ul i nf ormat i on/ news/ pages/ kenessi kun2010ar bel . as  |B ock 1
pX
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂ?‘_ltzgc;r_i7zfdlggfgf§ssffotrﬂ o asp! shovi or um asp Bl ock 1
46.121.92. 46 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178.194.87 |Wited Sates [147. 237. 7. 216 |dover . i df . i | D stri buted lLf:;_tggggfﬂe/u:(‘N/:;‘ffssp;” Bl ock 1
87.69.37.2 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.64. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
207.46.13.147 |United Sates [147.237. 77. 216 |dover . i df . i | oz A’Aicéefj At_oé‘f‘f’:’gi_‘jg'ii A"_1;3§A1ESA3;E’ hef dover. aspxA— g oek 1
2.52.183.87 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39.243 |Wnited Sates [147.237.76.86 [navy.idf.il g;j;_tihdir_'ifffemﬁ afgsc/?;ggl ser cont ol s header upper/ Bl ock 1
60.58.178.57  |Uited Sates [147.237.0.15  |kosher-kravi . i df . i[ M "orized WL feess o pper Bl ock 1
66.249.64.230 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
93.172.163.197 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paranet er anp; docld in v aka. i df.il/patzar/klali/default.asp [None 1
109. 253. 159. 244]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
62.0.16.54 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
87.69.110.118 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
40.77.167. 18 Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/mai n/ gi yus/ hone/ pni ot . aspx |B ock 1
212.199. 169. 156|I srael 147.237.76.86 |navy.idf.il m”;;?;.'izd?iﬁi i;e;sa;; {11 65/ 6/ s 263380/ 1806, pa Bl ock 1
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