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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

Device Action |[Count

|Target Address |Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
185. 130. 5. 228 147.237.76. 34 yohal an.idf.il ock_Udp All _Nets drop 1
197. 157. 244. 243 Sonal i a 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 1
88. 250. 122. 39 Tur key 147.237.76. 34 yohal an. i df .i | Block Udp All Nets dr op 1
191. 209. 127. 76 Bazil 147.237.76. 34 yohal an.idf.il Bl ock Udp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter. aka. idf.il ock Wp Al _Nets drop 1
162. 248. 100. 195 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 1
191. 209. 127. 76 Brazil 147.237. 76. 38 e.eneitav.idf.il ock_Udp All _Nets drop 1
191. 209. 127. 76 Bazil 147.237.76. 148 gogcenter.aka.idf.il |Block Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action |Count
82. 165. 24. 123 Ger many 147.237.77.233 atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
97. 88. 205. 32 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 1
184.106. 114. 136 Lhited Sates 147.237.77.233 atal .idf.il |5670: HTTP. SQ Injection (SALECT) B ock 1
213. 246. 49. 97 France 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df .il GPL SCAN nmap TCP 521
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.246.49. 97 |147.237.77.74 |France lawidf.il SQ Injection - Select From 3
184. 106. 114. 136(147. 237. 77. 233 |Whited Sates |atal .idf.il S Injection - Select Fom 3
97. 88. 205. 32 147.237.77.74 |Wited Sates [lawidf.il S Injection - Select From 3
82.165.24. 123  |147.237. 77. 233 |Ger many atal.idf.il SQ Injection - Select From 3
218. 246. 0. 97 147.237.76. 34 |[China yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
197. 157. 244. 243|147. 237. 77. 170 |Somal i a naar achot . i df .i | ET SCAN Potential SSH Scan 1
197. 157. 244. 243|147. 237. 72. 167 |[Somal i a i shurimaka.idf.il ET SCAN Potential SSH Scan 1
190. 104. 245. 181(147. 237. 76. 38 |Argentina eeneitav.idf.il ET K}N\I Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
63.141.227.98 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.72. 14 |[China dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
197. 157. 244, 243|147. 237. 76. 177 |Somal i a ncore.idf.il ET SCAN Potential SSH Scan 1
186. 116. 46. 127 [147.237.0.34 |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104. 236. 70. 230 [147.237.0.16 ny- kosher - kravi . i df . i | SERVER APACE Apache med_ssl non-SSL connection to SSL port 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |[Ste Signature z\tliif)?]
202. 3. 255.143 |Fench Polynesia [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 37
46. 19. 85. 254 I srael 147.237.72. 167 |ishwimaka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 27
46. 19. 86. 151 I 'srael 147.237.72. 167 |ishurimaka idf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
82.166.190.11 |Israel 147. 237. 72. 166 [aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8
138. 134. 102. 15 |l srael 147.237.72. 167 |ishurimaka. idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.116.229. 104 |israel 147. 237, 72. 167 |i shurimaka i of i1 || €A NG Engine: TQP I nvalid Jinvalid segnent retransissi on. drop 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
2.54.140. 94 | srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
199.30.25.178 |lnited Sates 147. 237 76. 200 |ei tan aka ich.i1 | €A NG Engine: TCP | nvalid finvlid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf .il dr op SAMrule drop 4
212.76.127.122 |l srael 147.237.77.74 |lawidf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
66.87.121.105 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
130.193.37.16  |Russian Federation [147.237.0.34  [tikshuv.idf.il Streamng Engine: TCP Invalid finvalid segrent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.54.30. 168 I'srael 147. 237.72. 166 |aka i df .i Streaning Bngine: TCP Invalid finvalid segnent retransmission |, 3
Ret r ansni ssi on Packet dropped.
80. 246. 136. 205 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
2.54.132.169 [ srael 147. 237.72. 166 |aka. i df .| Sreamng Engine: TCP Invalld fimvalid segren retramsmssion | o 3
Ret r ansni ssi on Packet dr opped.
66.87.121.105 [lnited Sates 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 241 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 2
2.52.178.81 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
80. 246. 137. 107 |l srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
201.200.84.10 |Qosta Rca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
73.197.169.49 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.54. 54,133 I srael 147.237.0.34 |tikshuv.idf.il Veéb Server Enf or cerent Veb Servers S ow HITP Denial of | oo 2
Mol ation Service
176.13.20.65 | srael 147. 237. 77. 243 |nobi l e.i df . i1 Streaming Engi ne: TCP Invalid |imvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
27.46.137.51 Chi na 147.237.0.33 [idf.il dr op drop 1
128.232.110. 28 |United Kingdom |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
80. 246. 136. 205 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
46. 19. 86. 238 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
184.105. 139. 76 |Wnited Sates 147.237.77. 178 |e.matpash.idf.il  |Geo-1 ocati on enf or cement i}f’olrggi:]f” I nbound drop 1
2.54.138. 68 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
95.38. 61. 109 L;ZEH:??C 147. 237.77. 216 |dover. i . | Bad TCP sequence Inval i d AGK nunber moni tor |1
37.26.148.145 |Israel 147.237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert 1
218.22.211.69 |China 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 100|tnited Sates 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 130. 191 |l srael 147.237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert 1
70.27.253.219 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 241 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |1
37.26.148.145 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
130. 193. 50. 33  |Russi an Federation|[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46.117.217. 166 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 70 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 139. 114|Whited Sates 147.237.77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent Sf]?:rggiinfn I nbound drop 1
5.29.52. 175 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
109. 253. 130. 191 |l sr ael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
46.117.217.166 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 182 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.6.91 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 362
79.182.178.181 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 189
2.54.6.91 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
2.54.6.91 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (403) B ock 77
79.182.178. 181 |israel 147.237.0.19 |nadi matal .idf.il Too Miny of the Sane Response (bde (404) in Session from g 65
79.182.178.181
46. 19. 86. 93 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 51
70.182. 178. 181 |1 srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Gode (403) in Session from B ock 20
79.182.178.181
176. 13. 14. 60 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176. 13. 20. 65 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.54.144. 82 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
109. 253. 132. 96 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
2.52.2.84 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
} . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
ny-kosher-kravi . idf. [ss untraceabl e Gnnection - Protocol violation
104. 236. 70. 230 147.237.0. 16 > (SSL.CONN QLI ENT FELLO) None 1
. . Unknown Paraneter docl.. in
66.249.78.146 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx None 1
50. 62. 176. 53 Lhited Sates 147.237.77.74 [lawidf.il PHP At t enpt Bl ock
184. 168. 200. 168|Lhited Sates 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock
: . . D stributed Lhauthorized URL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover. i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
66.249. 64. 234 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/894-he/ atal . aspx |B ock 1
37.26.148.145 |[Israel 147.237.72. 166 [aka. i df . i | Redundant HTTP Headers Referer Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.79 |[Wited Sates  [147.237.77.216|dover.idf . il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
66.249.78.246 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
50. 62. 176. 53 Lhited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
184.168.200. 168|Uited Sates  [147.237.77.74 |lawidf.il Distributed thauthorized URL Access on B ock 1
wan | aw i df. i |/ xmrpc. php
157. 55. 39. 60 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 157. 55. 39. 60 Bl ock 1
212.179.61.123 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
66.249.64.238 |israel 147.237.77. 216 |dover . i df . i | tnauthor | zed URL Access to B ock 1
wa i df . i |/ hi nush/ si t e/ he/ hi nush. asp
176. 13. 20. 65 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
. . . DO stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates  [147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . D stributed Lhauthorized URL Access on
77.247.181. 162 |Netherl ands 147.237.77.216|dover. i df . i | v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
58.153.211.34 |Hong Kong 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to /1381-16313- he/ dover . aspx Bl ock
185.32.179.54 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None
. . D stributed Lhauthorized URL Access on
171. 25. 193. 132 |Sweden 147.237.77.216|dover. i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
80. 246. 136. 198 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
213. 8. 204. 55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 64. 243  [Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/newsit Bl ock 1
50. 62. 161. 11 Lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 1
184. 168. 200. 144|lnited Sates 147.237.77. 216 |dover . i df . i | PHP Attenpt Bl ock 1
: . . D stributed Lhauthori zed URL Access on
107.178.194.83 [Wnited Sates  [147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
79.177.38. 16 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df i/ mai n/ B ock
66.147.244.94 |Lnited Sates 147.237.77.74 [lawidf.il Distributed PHP Attenpt Bl ock 1
. . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . D stributed Lhauthorized URL Access on
176. 10. 104. 243 |Saitzerl and 147.237.77.216|dover. i df . i | v i dff . i | / 1133- 22638- he/ dover . aspx. B ock 1
. . DO stributed Unaut hori zed URL Access on
93.174.90.30  [Netherl ands 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
217. 69. 136. 208 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wawidf.il/navy B ock 1
66.249.73.147 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
50.62.161.11  |Wited Sates  |147.237.77.74 |lawidf.il Distributed Lhaut hori zed UR. Access on B ock 1
wan aw i df . i |/ xnbrpe. php
184. 168. 200. 144 |Uhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
66.147. 244,94 |Uited Sates  |147.237.77.74 [lawidf.il Distributed Lhaut hori zed UR. Access on Bl ock 1
waw | aw i df . i |/ xnbrpc. php
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