01-17-2016-05:04:02 to 01-17-2016-06:04:02

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |
1, 600"
1,200 M dover. idf.il
1 M aka.idf.il
800+ M mobile.idf.il
. M nat pash. i df . i |
Nunmber 400+ B refuah.idf.il
thcks - M nadi matal .idf.il
Mlawidf.il
M ny-kosher-kravi.idf.il
ncore.idf.il
Widf.il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
202. 3. 255. 143

I 41.33.231.90
112. 198. 75. 193

N”'éber M 2.54.6.82
Attacks M 121. 201. 61. 10

[ 195. 34. 150. 18
B 183. 60. 48. 25

172. 4. 49. 86
66. 249, 78. 146
F @ S ¢ e & » K
& " 9 B A
S & A
N A S

Top Attackers



01-17-2016-05:04:02 to 01-17-2016-06:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3006
162. 248. 100. 195 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1
37.8.88.135 Pal estinian Territory, Gccupied |147.237.77.216 dover.idf.il SYN H ood out of context dr op 1
162. 248. 100. 195 Lhited Sates 147.237.76.199 e.nakchal .idf.il B ock Np Al Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
162. 248. 100. 195 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |Bock Np Al Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

151. 80. 31. 147 Italy 147.237.77. 74 lawidf.il 228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

A tacker

Target Address ountry Signature
202.3.255.143 |147.237.77. 216 gf;f:sia dover i df .il GPL SCAN nmap TCP 516
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.67.26. 252 (147.237.76. 177 |Rrazil ncore.idf.il ET SCAN NVAP -f -sS 1
121. 201. 61. 10 [147.237.77. 234 |Chi na hal ag. i df.il ET SCAN Potential SSH Scan 1
121.201. 61. 10 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
121.201. 61. 10 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
121.201. 61. 10 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
109. 251. 56. 171 |147. 237.76. 39 |krai ne nobi | . mei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60. 48.25  |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
62.8.70. 247 147.237.76.30 |kenya himsh i df i | ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183.60.48.25  [147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
52.29.45.241 [147.237.77.233|lnited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.67.26. 252 (147.237.76. 177 |Rrazil ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
121.201. 61. 10 [147.237.77. 243|Chi na nobi | e. i df.il ET SCAN Potential SSH Scan 1
121.201. 61. 10 [147.237.77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
121.201. 61. 10 [147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
121.201. 61. 10 [147.237.77.170|Chi na maar achot . i df .i | ET SCAN Potential SSH Scan 1
117 100. 132, 15 |147. 237 8.27  |hi na o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183.60. 48.25 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 173 |147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60. 48.25 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 [147.237.76. 176|Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
R R SWNretransnmit wth different .

112.198. 75. 193 |Phili ppi nes 147.237.72. 166 |aka.i df .i1 Bad TCP sequence wi ndow scal e nonitor |26

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
Sreamng Engi ne: TCP i i ssi

2.54.6.82 I srael 147. 237.77. 243 |nobi l e. i f . i mng Engine: 1 Invalid segnent retransmssion. | 18
Inval i d Retransnission Packet dr opped.

s . Fail ed to handl e connection .
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant data monitor |5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
204.13.200.200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
172. 4. 49. 86 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection  Jopnitor |4
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i1 dr op First packet isn't SYN drop 4
64.246.187.42 |Uited Sates 147. 237. 77. 176 |mat pash. i df . i | Header Rejection r‘ia?:u;g ection partern found |opnivor |4
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant g;;ed to hand e comnection | oo s

S ream ng Engi ne: TCP i i ssi
66.249.78.146 |United Qates 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. | . 4
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
89. 138. 201. 230 |Israel 147.237.77. 243 |nobil e.i of . mNng Engine: 1 Invalid segnent retransmssion. | 4
Inval i d Retransmnission Packet dr opped.
St reanmi ng Engi ne: TCP i i ssi
141.8.184.5 Russian Federation |147.237.72.166 |aka idf.il mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransmissi on Packet dropped.
S reamng Engi ne: TCP i i ssi
2.54. 30, 168 I'sr ael 147.237.72. 166 |aka.i df . mng tngine. 1 Invalid segnent retransmssion. |q ., 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
217.132.31.67 |Israel 147.237.72. 166 |aka.i df . i1 mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
2.54.178. 38 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
195. 154. 200. 47 |France 147.237.0.33  |idf.il drop drop 2
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
184. 105. 139. 126|Uhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
149. 210. 158. 71 [Net her| ands 147. 237. 77. 176 |at pash. i df . | Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection  Jpnitor |1
74.82.47.35 Lited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Pal estinian Territoryj . . -
37.8.88.135 Qecupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
172.56.40.220 |Lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 70 |Wnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
184. 105. 139. 126|Whited Sates 147. 237.77. 227 |e. hanaz. i df .1 Geo- 1 ocation enforcenent | 0;!ocation inbound drop 1
enf or cenent
157. 55. 39. 60 Lhited Sates 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 1
74.82.47.52 Lhited Sates 147.237.0.16 rl’"kOSher'kraV"'df' SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.8.88. 135 glcissi':('ja” Tertitoy 147 237.77. 216 |dover. i of . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
172.56.40.220 |Lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |1
216.218.206.80 [Lhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 240|Wited Sates 147.237.8.14 |e.orchot.idf.il Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
e . Geo- | ocati on i nbound
85. 25. 43. 94 Ger many 147.237.77. 121 |e.navy.idf.il Geo- | ocati on enf or cenment enf or cenent drop 1
149. 78. 215. 137 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
216.218. 206. 114|lhited Sates 147.237.0.33  [idf.il drop drop
2.54.178.38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
184. 105. 247. 251 |wnited Sates 147.237.76. 196 |e. sviva i df .l Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
184. 105. 139. 108|Uhited Sates 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
149. 78. 215. 137 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
74.82.47.12 Lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- 1 ocation enforcenent  |0;!ocation inbound drop 1
enf or cenent
192.185.4.39  |Wited Sates 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection  Jpnitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 66. 3. 192 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 4
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 2
] . - O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216 (dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. B ock 2
; . . O stributed Whaut horized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 2
- - . Mil tiple Wnhtraceabl e SS. Sessi ons from 112. 198. 75. 193 (Pr ot ocol
112.198. 75. 193 |Phili ppi nes 147.237.72. 166 |aka. i df . i | viol ation (SSL GONN APPLI CATI ON DATA EXCHANGE)) None 1
- . Unhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ edi r yonan/ enl ar ge. asp B ock 1
40.77.167. 52 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 40.77. 167. 52 B ock
157.55.39. 143 |Uited Sates [147.237.72.166aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ B ock
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/newsitel english B ock 1
Unaut hori zed URL Access to
66. 249. 69. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i mages/ si debar/ bul | et pur pl e [B ock 1
.gf
’ . . Unaut hori zed URL Access to
208.184.112.74 [Wited Sates |147.237.77.216 (dover.idf.il v i dff i |/ 1133- 22461 hel dover . aspx. Bl ock 1
- - - S Lhtraceabl e Gonnection - Protocol violation
112. 198. 75. 193 |Phili ppi nes 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
’ . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9641- he/ r ef uah. aspx Bl ock 1
40.77.167.52 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to ww aka. i df.il/main/rabanut/ 62312 B ock
184. 168. 200. 165|Uhited Sates [147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock
] . . D stributed Uhauthorized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i | / 1133 22461- hel dover . aspx. B ock 1
- . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
130. 193. 51. 51 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | SS9 Untraceabl e Gonnection - sigal gs DoS Attack None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.224 |Uhited States |147.237.76.31 |nakchal .idf.il v nakhal i df i1/ 1117- hef nakhal . aspx B ock 1
62.210.84.121 |France 147.237.77. 170 |maar achot . i df . i | PHP At t enpt B ock 1
184. 168. 200. 165|Lhited Sates [147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww nag.idf.il/xnrpc. php B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None
141.8.132. 3 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: sigal gs oS Attack None 1
74.82.47.3 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
62.210.84.121 |France 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed LRL Access to maarachot . idf.il/wp-1ogin. php B ock 1
207.46. 13. 24 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed UR. Access to waw aka.idf.il/tenpl ates/inner.asp B ock 1
66.249.78.213 |[Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
157. 55. 39. 60 Lhited Sates |147.237.72.166 |aka. i df .il Lhaut hori zed URL Access to waw aka.idf.il/main/rabanut/62312 B ock 1
. ny- kosher - kravi . i df .
74.82.47. 4 Lhited Sates 147.237.0. 16 0 Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
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