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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
178. 214.90. 120 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 6585
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 3377
0.0.0.0 147.237.77.216 dover.idf.il |DC5- Tool - Swit chbl adG dest - r eset 740
8. 37.224. 135 Anonynous Proxy 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 55
66. 249. 64. 238 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 33
178. 214.90. 120 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 14
66. 249. 89. 119 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 10
83. 137. 1. 200 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 8
91.108. 167. 53 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYNHood out of context drop 7
66. 249. 64. 243 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 6
107.178.194. 79 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 5
8.37.70. 77 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 5
104. 131. 240. 186 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 5
178. 255. 215. 87 France 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e dr op 4
178.214.90. 120 Pal estinian Territory, Gccupied |147.237.77.216 dover.idf.il |SYN Hood del ete reset drop 4
207. 46. 13. 147 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 3
157.55. 39. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 3
199. 30. 24. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 2
178. 255. 215. 87 France 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
159. 8. 83. 228 Net her | ands 147.237.77. 216 dover.idf.il |F Dover Unhder Attack Con Htp drop 2
96. 56. 10. 27 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
45. 35. 64. 142 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2

8. 37.224.135 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2
157. 55. 39. 155 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il |SYNHood out of context drop 2
162. 248. 100. 195 Lhited Sates 147.237.76. 177 ncore.idf.il [Bock Np Al Net drop 1
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1
91.108. 167. 53 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 1
199. 30. 24. 112 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 1
157.55. 2. 177 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood del ete reset dr op 1
207. 46. 13. 147 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1
157.55. 2. 177 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood out of context drop 1
162. 248. 100. 195 Lhited Sates 147.237.76. 42 refuah.idf.il |Block Np All Net drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 86 navy.idf.il |B ock UWp Al Nets drop 1
183. 20. 216. 73 Chi na 147.237.76. 196 e.svivaidf.illB ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
62.210. 225. 135 France 147.237.77. 74 lawidf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
98.19.222. 133 Lhited Sates 147.237.77.74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1

162. 210. 196. 100 Lhited Sates 147.237.72. 166 aka.idf.il |Cl000106: HTTP. najestic bot B ock 1
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|Top Attackers In ID|

‘ Target Address

A tacker
Gountry

Signature

98.19.222. 133 |147.237.77.74 |Uited Sates |[lawidf.il A Injection - Select From
62. 210. 225. 135 [147. 237. 77. 74 |France lawidf.il SQ Injection - Select From
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

159. 203. 103. 36

147.237.0.16

Lhited Sates

ny- kosher-kravi .idf.il

SERVER APACHE Apache nod_ssl
deni al of service attenpt

non- SSL connection to SSL port
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|Top Attackers In FW |

Target Address ‘S’te ‘Signature

‘Attacker Qountry

178. 214. 90. 120 Z‘Z]Cisgiig;an Territory. 1147, 237.77. 216 |dover.idf. il |drop Frst packet isn't SWN drop 5529
159. 8. 83. 228 Net her | ands 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 348
54.244.22.103 |lhited Sates 147.237.0.34 [tikshuw.idf.il |dr op First packet isn't SN drop 90
178. 214. 90. 120 ?Cis;ii:(iian Territory. 1147, 237. 77. 216 [dover. idf i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 44
202. 3. 255. 143 |Fench Pol ynesi a 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 37
159.8.83.228  |Nether! ands 147.237.77. 216 |dover i1 |2/ €M NG Engine: TCP Invalid Jinvalid segnent retransnission. | 36
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
8.37.224.135 |Anonynous Proxy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 29
149. 78. 198. 160 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
149. 78. 198. 160 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 10
24.47.130.40 |wnited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 8
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
96. 56. 10. 27 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
37.174.17.171 |France 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 6
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
72.9.148.10  |Wited Sates 147.237.77. 216 |dover.icf i1 |Bad TCP sequence ﬁﬁﬁ;ﬂ?&;g&gth monitor |5
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout aert 4
54.72.73.168 |lreland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il  [Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
128.242.249. 13 |Lhited S ates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3
157.55.39. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
204. 13. 200. 200 |Whited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
54, 72.0.55 I'rel and 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
185. 120. 125. 56 147. 23777, 243 |noti 1 e i o1 | ! @M NG Engine: TGP Ivalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.117 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid Jinvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
157.55.39.171 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
54.72.0.55 I'rel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
207.46.13.58 |lnited Sates 147.237.77. 243 |rvi e i1 | S NG Engine: TP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
207.46.13.147 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
91.108. 167.53 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 2
8.37.224.135 |Anonynous Proxy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
54.244.22.103 |wited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
199. 30. 24. 112 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
75.126.221.55 |lLhited Sates 147.237.77. 216 |dover.idf.il (Bl ock HTTP Non Conpl i ant Failed to hand e connection data [nonitor |2
54.72.73.168 |Ireland 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 2
45. 35. 64. 142 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.38  |tited Sates 147. 237. 76. 198 |e. yohal an.i df .i|Geo- | ocat i on enf or cenent Sﬁ?&ggi:}f” I nbound drop 1
216. 218. 206. 96 |Lhited Sates 147.237.77. 234 |halag.idf.il |SYN Atack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 89. 119 |l srael 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
157.55.2.177 |lhited Sates 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
159. 8. 83. 228 Net her | ands 147.237.77. 216 |dover . i df .i | Aut onat ed Mul nerabi l ity Scanni ng B ock 18
184. 168. 200. 165|Uited Sates  |147.237.77.74 |lawidf.il Distributed Lhaut horized URL Access on B ock 1
wan | aw i df. i1/ xnbrpc. php
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216 |dover. i df .| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
50. 62. 161. 53 Lhited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xmrpc. php B ock 1
: . . Unaut hori zed URL Access to
207. 46.13. 24 Lhited Sates  [147.237.72. 166 |aka. i df .i | Wi aka, i df i1/ i 1V gi yus/ waw navy. i df i | B ock 1
: . . D stributed Unhauthori zed URL Access on
184.168.200. 49 |lhited Sates [147.237.72.166|aka.idf.il v aka. i df .i 1/ xni £ pe. php B ock 1
m ny- kosher - kravi . i _ ,
66. 249. 78. 80 | srael 147.237.0. 17 df il Mitiple Illegal Parameter Encoding from66.249. 78. 80 None 1
. . URL is Above Root Directory
37.48.80.101 Net her| ands 147.237.77. 216 dover . i df . i1 v idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
. . D stributed Uhaut hori zed URL Access on
185. 65. 135. 227 |Sweden 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
: . . ; Unaut hori zed URL Access to
157.55.39.120 |thited Sates [147.237.0.34 |tikshuv.idf.il tikshuv. i of i 1/si tel si pstoragelfil es/ & 69778.xI s/ B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 1
} . . Uhaut hori zed URL Access to
207. 46. 13. 36 Lhited Sates |147.237.77.74 |lawidf.il vw | aw i o i |/si p storage fil es/ & 638, pf B ock 1
184. 168. 200. 129|Uhited Sates  |147.237.72.166|aka. i df . il PHP At t enpt B ock 1
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Whauthori zed URL Access on 147. 237. 72. 166/ Bl ock
40.77.167.18 Lhited Sates |147.237.72.166|aka. i df .i | Mil tipl e Uhaut horized URL Access from 40.77.167. 18 B ock
. . D stributed Uhaut hori zed URL Access on
198.51.75.165 |Canada 147.237.77. 216 |dover . i df . i | w1 1] 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.69.2 | sr ael 147.237.72. 166 aka. i df . i 147. 237. 72. 166/ mai n/ sachar/ r esour ces/ i nages/ | ogo. j pg Bl ock !
217. 69. 136. 208 F“Sf;;”i on 147.237.77. 216 |dover. i df .| | Lhaut hori zed URL Access to wawidf.il/ B ock 1
184. 168. 200. 129|United Sates  [147.237.72.166|aka.idf .il Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
66.249.78.234 [Israel 147.237.72. 166 [aka. i df . i | D stributed Whauthori zed URL Access on 147. 237. 72. 166/ Bl ock 1
Unaut hori zed URL Access to
40.77.167. 25 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il ww kosher -kravi . i df.il/tenpl at es/ shared/ user control s/ navnenu/ |Bl ock 1
undef i ned
. . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216 |dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
' ny-kosher-kravi .idf.i |SS tntraceabl e Gnnection - Protocol violation
159. 203. 103. 36 |lLhited Sates 147.237.0. 16 | (SSL_OONN_CLI ENT_HELLO) None 1
66.249.75.127 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt Bl ock
184. 168. 200. 165|Lhited Sates 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |UWited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
50. 62. 161. 53 Lhited Sates 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
} . . D stributed Uhauthori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 |dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
184.168.200. 49 |lhited Sates |147.237.72.166|aka.idf.il Dstributed PHP Attenpt Bl ock 1
m ny- kosher - kravi . i i i
66.249.78.80 | srael 147.237.0. 17 ny lllegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx

01-17-2016-04:04:08 to 01-17-2016-05:04:08




