01-17-2016-03:04:05 to 01-17-2016-04:04:05

@
1"PT SwNn ()

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
4, 000-
3, 000 M dover.idf.il
W oaka.idf.il
- M aman.idf.il
2, 000- Watal.idf.il
Number | M navy.idf.il
Att(z\cks 1, 0007 M nobile.idf.il
I nakchal .idf.il
M nadi matal .idf.i
nat pash. i df . il
HWiawidf.il

Top Tar get

[Top Attackers |

2. 800+

Nunber -

(@]
At acks 7007

© ©" A . N . Q
Q,fb N Q/\ ' <°f» (1/'\' > "‘Sb (Lb‘ ,\f], "bb‘
YA ) N N &
o P ® v N

Top Attackers

Il 159. 8. 83. 228
167. 114. 156. 16
¥ 209. 107. 196. 89
105. 105. 7. 20
Il 36. 218. 62. 237
M 202. 3. 255. 143
I 41.33.231.90
Il 66. 249. 64. 233
54.72.73.168
M 195. 34. 150. 18




01-17-2016-03:04:05 to 01-17-2016-04:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3007
105. 105. 7. 20 Ageria 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 18
66. 249. 64. 233 | srael 147.237.77.216 dover.idf.il SYN Hood out of context drop 11
86. 218. 62. 237 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
86. 218. 62. 237 Fance 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
159. 8. 83. 228 Net her | ands 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 4

66. 249. 64. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
201. 230. 158. 34 Peru 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
201. 230. 158. 34 Peru 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
69.171. 230. 118 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
201. 230. 158. 34 Peru 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 1
69.171.230. 118 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

91. 200. 12. 143 Lkrai ne 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 228 147.237.76. 198 e.yohal an.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count

159. 8. 83. 228 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2767

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 296

209.107.196.89 [United Sates 147. 237.72. 166 |aka i f . i Bad TCP sequence SNretransmt with i fferent moni tor  |101

W ndow scal e
; . . SYNretransnit wth different .

209. 107.196.89 |lLhited Sates 147.237.72. 156 |anan.idf . il Bad TCP sequence vi ndow scal e noni t or 99

202. 3. 255.143 |Fench Polynesia [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 38

41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 36

105. 105. 7. 20 Ageria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28

86. 218. 62. 237 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18

159. 8. 83. 228 Net her | ands 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 6

92.134.152. 139 |Fance 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5

91.200.12. 143 |Wkraine 147.237.76.31 |nakchal .idf.il |drop SAMrul e drop 4

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
Sreanming Engine: TGP Invalid i i sSi

159.8.83.228  |Nether! ands 147. 237. 77. 216 |dover . i df .i 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

212.143.142.56 |Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 4

176. 13. 22. 64 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |4

105. 105. 7. 20 Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3

2.52.151. 44 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 3
Sreaming Engine: TCP Invalid i i ssi

46.19.86.125  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.

91.200.12. 143 |Wkraine 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop

54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

105. 105. 7. 20 Ageria 147.237. 77. 216 |dover.idf.il drop drop
Sreanming Engine: TCP Invalid i i SSi

141.8.132.112 |Russian Federation |147. 237. 72. 166 |aka.i df .1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

Iran, Islamc R . .
77.77.76.3 Republ i ¢ of 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
181.229.113.4 |Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
5. 144. 131. 170 IF;;IEH:??C 147.237.77. 216 |dover.icf.il  [Bad TCP sequence Inval i d AGK nunber alert 2
54.72.73. 168 Irel and 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |2

Sreaming Engine: TCP Invalid i i ssi
176.13.17.183 [israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dr opped.

Iran, Islanic . . . .
5.144.131. 170 Republ i ¢ of 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
75.126.221.55 |Lhited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor
176. 13. 22. 64 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber aert
86.218.62.237 |France 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
77.77.76.3 'F;;‘EBI :i'ﬁ"‘c 147. 237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber aert 2
54.244.22.103 |whited Sates 147.237.77. 176 [matpash.idf.il  |drop First packet isn't SN drop 2

sl Lhexpect ed post SYN packet - RST
86.218.62.237 |France 147. 237. 77. 216 |dover.i df .i | drop or SYN expect ed drop 2
69.171. 230. 118 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
184. 105. 139. 103|Lhited Sates 147.237.77. 121 |e. navy.idf il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
32.214.23.160 [lLited Sates 147.237. 77. 216 [dover. i df i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
66.249. 64. 233  |Israel 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
46. 19. 85. 97 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
157.55.39. 155 |Uited Sates 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
220.181. 108. 120|Chi na 147.237.76.86 |navy.idf.il drop First packet isn't SWN drop 1
69.171.230. 118 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 1
192.118. 12. 102 |l srael 147.237. 72. 167 |i shuri maka. i of . i [dr op First packet isn't SYN drop 1
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
167.114. 156. 16 [Canada 147. 237.77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
32.214.23.160 |lhited Sates 147. 237. 77. 216 |dover i df . i Bad TCP sequence SINWAK retransmt with different | opivor |1
W ndow scal e
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
105. 105. 7. 20 Ageria 147.237.77.216|dover. i df .i | Parareter Type M ol ati on PageNumin v i df .il/1380- he/ dover. aspx |Bl ock 6
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ati on PageNumin waw i df . il/1362- he/ dover. aspx |B ock 6
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | Paranet er Type Mol ati on PageNumin vww i df . i|/1381- he/ dover. aspx [Bl ock 5
105. 105. 7. 20 Ageria 147.237.77.216|dover. i df .i | Parareter Type M ol ati on PageNumin v i df .il/1779-he/ dover. aspx |Bl ock 5
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ati on PageNumin waw i df.il/1133- he/ dover. aspx |B ock 4
. . . Unaut hori zed URL Access to
176.13.17.183 |lsrael 147.237.77. 243 [nobi | e. 1 df . i | nubi | e.i df .i |/ cat egoryt enpl ates/ i st chi | ddocunent s/ 1152 Bock 3
37.19.121.27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.idf .i | Paraneter Type Mol ati on PageNumin vww i df . i|/1379- he/ dover. aspx [Bl ock 3
105. 105. 7. 20 Ageria 147.237.77. 216 |dover . i df .i | Paranet er Type M ol ati on PageNumin vww i df . i|/1806- he/ dover. aspx [B ock 2
105. 105. 7. 20 Ageria 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df . i|/1824- he/ dover. aspx |B ock 2
37.142.190. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
105. 105. 7. 20 Ageria 147.237.77. 216 |dover . i df .i | Paraneter Type M ol ati on PageNumin vww i df . i|/1785- he/ dover. aspx [B ock 1
86.218.62.237 |France 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
176. 13. 0. 108 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 1
40.77.167.18 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from40.77.167. 18 B ock 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1837-he/ dover . aspx
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover . i df .i | ct1 00$Cont ent P acekbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i |/ 1379- he/ dover . aspx
209.107.196.89 [lLnited Sates [147.237.72.166|aka.idf.il Too Many Qookies in a Request - 224 cooki es B ock 1
. . O stributed Unaut hori zed URL Access on
142.4.213.25  [Canada 147.237.77. 216 (dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter anp; docid in
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ rai v i yus/ general . aspx None 1
2.54.0.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i | /1781-he/ dover . aspx
104. 131. 147. 112|Wnited Sates |147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wwwu i df.il/newsitel hebrew mai n. asp B ock 1
wwv. chanmat z. aka. i d Unaut hori zed URL Access to
40.77.167. 18 Lhited Sates [147.237.77.226|, . ’ ’ v chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navrrenu/ und |Bl ock 1
f.il ef i ned
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct 1 00$Cont ent P acekbl der 15ucAr ti cl eLobbyCont rol $dat epi cker in B ock 1
waw i df . i | /1842-he/ dover . aspx
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent Pl aceHbl der 1$ucArti ¢l eLobbyont r ol $dat epi cker in B ock 1
waw i df . i | /1380- he/ dover . aspx
157. 55. 39. 30 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Unknown Parangeter hc_|location in
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai v/ gj yus/ general . aspx None 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent Pl aceHbl der 1$ucArti ¢l eLobbyont r ol $dat epi cker in B ock 1
waw i df . i | /1785- he/ dover . aspx
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - . Unaut hori zed URL Access to
105.105.7. 20 Ageria 147.237.77. 216 [dover . i df . i | wan i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover . i df . i | ct100$ont ent Pl acetbl der 1$ucArt i cl eLobbyont r ol $dat epi cker in B ock 1
waw i df . i | /1381-he/ dover . aspx
] . . Unaut hori zed URL Access to
157. 55. 39. 50 Wited Sates [147.237.77.233|atal .idf.il 147. 237.77. 2331 si p. st or age/ fi | es/ 7/ 2227. | pa B ock 1
. . . D stributed Lhaut hori zed URL Access on
66.249.79.234 |Israel 147.237.0.34 |tikshuv.idf.il vaww ti kshuv. i o i 1/ i/ gi yus/ gi yus/ gener al . aspx Bl ock 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acekbl der 1SucArti cl eLobbyCont rol $dat epi cker in B ock 1
waw i df . i |/1806- he/ dover . aspx
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df . i | ct 1 00$Cont ent P acekbl der 1SucAr ti cl eLobbyCont rol $dat epi cker in B ock 1
waw i df . i1/1133-he/ dover . aspx
] . . O stributed Uhaut hori zed URL Access on
208.184.112. 74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover . i df .i | ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i |/ 1779- hel dover . aspx
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df . i|/1781- he/ dover. aspx [Bl ock 1
159. 8. 83. 228 Netherlands |147.237.77.216|dover.idf.il Aut onat ed Ml nerabi lity Scanni ng B ock
84.228. 201. 4 I srael 147.237.72.166 |aka. i df . il Whaut hori zed LRL Access to ww aka. i df . il/natash B ock
- . D stributed Lhaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent Pl aceHbl der 1$ucArti ¢l eLobbyont r ol $dat epi cker in B ock 1
waw i df . i | /1824- he/ dover . aspx
Paraneter Type Mol ation
105. 105. 7. 20 Ageria 147.237.77. 216 |dover.i df .i | ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
waw i df . i |/ 1362- he/ dover . aspx
209.107.196.89 |[Lnited Sates [147.237.72.156 |anan.idf.il Too Many Qookies in a Request - 224 cooki es B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover.i df .i | Uhaut hori zed LR Access to wawidf.il/ israel defence force site B ock 1
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