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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Udp All Nets drop 1

104. 255. 70. 247 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-17-2016-02:04:02 to 01-17-2016-03:04:02

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

84.228.175.151 |Israel 147.237.0.34 [tikshuv.idf.il S dro| 90
Ret r ansni ssi on Packet dropped. P
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 41 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 54
Ret r ansmi ssi on Packet dr opped.

202. 3. 255. 143  |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

162. 192. 233. 119|thited Sates 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid i i SSi

66.249.75.101 |Uhited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

37. 46. 39. 102 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid ' i ssi

79.177.49.93  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5

195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Sreamng Engine: TCP Invalid i i ssi

79.179.1. 24 I srael 147. 237. 77. 243 |nobi | e.i df .i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi

79.182. 125. 248 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.127.215. 184 | srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi

79.176.189. 197 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.

2.52.151.44 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi

130.193.51.91 |Russian Federation  |147. 237.76. 200 |ei tan. aka i df. il 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.

46. 19. 85. 250 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi

176.13.0.154 [ srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.

72.252.202.42  |Janai ca 147.237.77. 216 |dover. i df .i Header Rejection ?eqeadueser e ection pattern found It oitor |2

54.67.97. 27 Lhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |2

5.29.127.12 I srael 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 2

91.200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

212.106. 76. 223 g‘ilcisgi':('ja” Tertitory.la 47, 237. 77. 216 [dover. i . i1 SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1

149. 88. 224. 123 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1

46. 19. 85. 250 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

5.22.135.227 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |1

93.172.179.160 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1

195. 28. 180. 101 |l srael 147.237.72. 166 |aka.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1

128.232.110.28 |United Ki ngdom 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1

220. 181. 108. 185|Chi na 147.237.72. 156 |anan.i df .i | dr op First packet isn't SYN drop 1

162. 216. 46. 148 |lnited Sates 147.237.0.33 [idf.il drop drop 1

37.26.146. 153 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber moni tor |1

128.232.110. 28 |United Ki ngdom 147.237.76.200 |eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 1

220. 181. 108. 185|Chi na 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 1

87.68. 66. 143 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber monitor |1

72.69.128.184 |Lhited Sates 147. 237. 76. 147 [chi nuch. aka. i of . i 1|Bad TCP sequence Invalid ACK nunber alert 1

2.54.149. 114 I srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

72.69.128.184 |lLhited Sates 147.237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 67 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
87. 68. 66. 143 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
46.19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
] . . O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |[Uhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
40. 77. 167. 62 Lhited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
207. 46. 13. 24 Lhited Sates |147.237.72.166|aka.idf .il Mil ti pl e Unaut horized URL Access from 207.46. 13. 24 B ock 1
] . . Distributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
72.252.202. 42 |Janai ca 147.237.77.216|dover . i df . i Ermail collector robots 14 B ock 1
wwv. chamat z. aka. i d |uhaut hori zed URL Access to
46.163.68.109  (Germany 147.237.77. 226 f.il wwv chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock 1
. . O stributed Uhaut hori zed URL Access on
193.90.12.90  [Norvay 147.237.77. 216|dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
66.249.78.230 |[Israel 147.237.77.243|mobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 1
. . Unaut hori zed Met hod CPTIONS for
41.250.47.29 Morocco 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
] . . Distributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . O stributed Unaut hori zed URL Access on
150. 70. 173. 40  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
72.252.202. 42 |Janmi ca 147.237.77.216|dover . i df . il eMi | Hoar di ng B ock 1
. . Distributed Lhaut hori zed URL Access on
65. 39. 211. 80 Canada 147.237.76.42 |refuah.idf.il refua. atal i df.i1/bl og vp-adnir B ock 1
. m ny- kosher - kr avi . i .
198. 20. 69. 78 Lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
] . . Unaut hori zed URL Access to
104. 131. 221. 134|UWnited Sates [147.237.77.216|dover.idf.il vow i df i1/t enpl at es/ t enpl at econt ol s/ newsf | ash i ynet . co. | | B ock 1
; ; ; Unaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8920- he/ r ef uah. aspx Bl ock 1
212.97.132.209 |Denmark 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf. il /ol d/ wp-adm n/ B ock 1
. . Unhaut hori zed URL Access to
150. 70.173.40  |Japan 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
77.247.181.163 [Netherlands |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 64. 70 I srael 147.237.76.200|ei tan. aka. i df . il Uhknown Paraneter tab in ww eitan. aka. idf.il/938-en/eitan. aspx [None 1
. . S Untraceabl e Gonnection - Protocol violation
31.172.179.226 |Pol and 147.237.77. 216 |dover.i df.i |l (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
68. 180. 230. 224 [Lnited Sates |147.237.76.31 |nakchal .idf.il Whaut hori zed UR. Access to Bl ock 1
waw nakhal . i df.il/consol e/ core/ doc_ngr/ doc _ngr. asp
216.239.136.20 |[Lhited Sates [147.237.77.170|naarachot.idf.il Lhaut hori zed URL Access to maarachot.idf.il/bl og/wp- adnin/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
173.201.216.78 |Wited Sates [147.237.76.42 [refuah.idf.il refua. atal i df.il/wywp-adnir B ock 1
. . O stributed Uhaut hori zed URL Access on
85.25.103.119  |Ger many 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . - Unknown Paraneter &ortDir in
66.249.64.80  [Israel 147.237.76. 200 (ei tan. aka. i df . i | vuww ei tan. aka. i df . i 1/ 938- enV ei t an, aspx None 1
Unaut hori zed URL Access to
40.77.167. 20 Uhited Sates [147.237.77.170|maar achot . i df . il maar achot . i df . i |/ pdf/files/2/112922. pdf A—AYA—A A—a€?A—4, |B ock 1
¢A—a€™A_a€¢A—Aa
’ . . Unaut hori zed URL Access to
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i dff . i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
69.194.230.99 |[hited Sates [147.237.77.170|naarachot.idf.il Lhaut hori zed URL Access to maarachot. i df . il /wp/ wo-admin/ B ock 1
46.19.86. 73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
185. 32.179. 216 |l srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None
. . Distributed Lhaut hori zed URL Access on
85.25.103.119  |Ger many 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.120 [ srael 147.237.0.34 |tikshuv.idf.il thaut hori zed LRL Access to B ock 1
wan ti kshuv. i df . i |/ mai n/ gi yus/ gi yus/ gener al . aspx
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