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01-17-2016-01:04:09 to 01-17-2016-02:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3010
79.183. 168. 79 | srael 147.237.77. 74 lawidf.il B ock_Udp All _Nets dr op 3

66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1

185. 130. 5. 231 147. 237.76. 197 e hinush.idf.il |Bock Wp All Nets drop 1




01-17-2016-01:04:09 to 01-17-2016-02:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
5.29.118. 157 I srael 147.237.0.19 nadimatal .idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000106: HITP. maj estic bot B ock 1
82.32.184.18 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



01-17-2016-01:04:09 to 01-17-2016-02:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engi ne: TCP i i
66.249. 64.250 |Wnited Sates [147.237.77.234|halag.idf. il M NG ENQINE. 1L I nval i d segnent retransmssi on. Packet drop 14
I nval i d Retransmi ssi on|dropped.
S reanming Engi ne: TCP i i ssi
185.3.144.42  |israel 147.237.72. 166 |aka.i df .l M Ng tngine. L7 finvalid segnent retransmission. Packet drop 12
I nval i d Retransmi ssi on|dropped.
73.1.42. 67 Lited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 8
141. 0. 15. 30 Eur ope 147.237.77. 226 "‘:‘"IW chanatz. aka. 1df | N At t ack SYN -> SYN-ACK -> RST reject |7
S reanmi ng Engi ne: TCP i i ssi
66.249.64.70  |Wnited Sates [147.237.76.200|eitan akaidf. il M NG ENQINE. 1L i nval i d segnent retransnissi on. Packet drop 6
I nval i d Retransnissi on|dropped.
149. 78. 215. 253 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
79.181.1.14 I srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber aert
79.181. 1. 14 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
oo Bl ock HTTP Non . )
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |5
Conpl i ant
5.22.130. 166 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 212 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. L Bl ock HTTP Non _ _
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
reamng Engi ne: T i i ssi
84.228.175. 151 |Israel 147.237.72. 166 |aka.i df . i Stream ng Engine: TCP|imvalid segnent retransnission. Packet drop 3
I nval i d Retransmi ssi on|dropped.
S reanmi ng Engi ne: TCP i i ssi
79.181.203. 204 |israel 147.237.72. 166 |aka.i df . M NG ENQINE. 1L i nval i d segnent retransnissi on. Packet drop 3
I nval i d Retransnissi on|dropped.
Russi an . . Streaming Engi ne: TCP|invalid segnent retransmission. Packet
130. 193. 37. 16 : 147.237.0.34 |tikshuv.idf.il . . drop 3
Federat i on I nval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
87.68.68.173  |Israel 147.237.72. 166 |aka.i df . i mng Engi ne. 1L i nval id segnent retransmission. Packet drop 3
I nval i d Retransmi ssi on|dropped.
S reanmi ng Engi ne: TCP i i ssi
31.210.181. 184 |israel 147.237.72. 166 |aka.i df . M NG ENQINE. 1L i nval id segnent retransnissi on. Packet drop 3
I nval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
109. 67. 175. 251 |Israel 147.237.72. 166 |aka.i df . i1 M NG ENQINe: L7 finvalid segnent retransmission. Packet drop 3
I nval i d Retransnissi on|dropped.
Sreaning Engi ne: TCP i i ssi
77.127.110.65 |israel 147.237.0.34  |tikshuv.idf.il mng Engi ne. 111 nval id segnent retransnission. Packet drop 3
I nval i d Retransmi ssi on|dropped.
S reanmi ng Engi ne: TCP i i ssi
37.26.147.173 |israel 147.237.72. 166 |aka.i df . M NG ENQINE- 1L i nval i d segnent retransnissi on. Packet drop 3
I nval i d Retransnissi on|dropped.
46.19. 85. 212 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber alert
79.182.55. 55 | srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engi ne: TCP i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka idf.il mng Engine. 111 nval id segnent retransmission. Packet drop 2
I nval i d Retransmi ssi on|dropped.
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf.il drop SAMrule drop 2
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
46. 19. 85. 196 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber nmonitor |2
Non- conpl i ant TCP packets com ng from
Sreamng Engi ne: TCP i i
37.26.149.220 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g mitiple external sources were detected Tis 1
anonal y detected nay result frompotentia network
configuration probl em
128. 232. 110. 28 E?;5§0n1 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
70.199.101. 218 |lhited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 R‘SIS::I”im 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout reject |1
149.78.180.79 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
Bl ock HTTP Non
8.37.227.70 ANONYMDUS 1y 17 537 77. 216 |dover. i df i . Response out of state monitor |1
Pr oxy Conpl i ant
104. 209. 188. 207 [t ted Sates |147.237.77. 226 |1} chanatz. aka. 1df || notant Messenger s gtpaf hessenger pattern found, application: | ooyor |y
185.3.147.210 |Israel 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
5.22.134. 222 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or
195. 62. 53. 168 RJSf;:I”ion 147.237.72.167 |ishwrimaka.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout reject |1
46. 19. 85. 212 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
o Geo- | ocati on S
188.138.1.218 |Ger many 147.237.76. 201 |e.atal .idf.il Geo-1 ocati on i nbound enf or cenent drop 1

enf or cenent




01-17-2016-01:04:09 to 01-17-2016-02:04:09

A tacker

Attacker Address count ry Target Address [Ste Signature

130. 193. 51. 91 :(sj:::tnion 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

5.22.134.231 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber noni t or

46. 120.200.55 [l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

162. 216. 46. 2 Lhited Sates [147.237.0.200 |rdu.idf.il drop drop

128. 232. 110. 28 Ei”";gegom 147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

37.0.56. 125 Sntzerland  |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect

79.183.186.95 |[lIsrael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect

i . Bl ock HTTP Non ) ) )

69. 30. 244. 53 Lhited Sates |147.237.77.216 |dover.idf.il . Fail ed to handl e connection data noni t or
Conpl i ant

193. 90. 12. 86 Nor way 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect




01-17-2016-01:04:09 to 01-17-2016-02:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.118. 157 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 311
5.29.118. 157 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 107
5.29.118. 157 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 98
84.228.175. 151 [Israel 147.237.72. 156 |arman. i df . i | Distributed Unaut horized HTTP Met hod Bl ock 20
84.109.163.39 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66.249. 64. 233 B ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates  |147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
89.138.118.60 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
176. 13. 8. 203 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
84.109.70.217 |[lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
. - SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 78.158 [l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
41. 250. 47. 29 Mbr occo 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . S Untraceabl e Gonnection - Protocol violation
95. 86. 71. 173 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN CLI ENT CERTI FI CATE REQUEST) None 1
] - . Paraneter Type M ol ati on PageNumin
68.180.230. 167 |thited States  |147.237.76.31 |nakchal .idf.il nakhal .i df .11/ 1117- hel nakhal . aspx B ock 1
212.227.116.35 |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-admin/ B ock 1
. ny- kosher-kravi . i df . i .
52.90.165. 137 |Whited Sates 147.237.0. 16 | SSL Uht raceabl e Gonnection - Uhsupported A pher None 1
. . Unaut hori zed URL Access to
176. 53. 63. 50 Tur key 147.237.76.42 |refuah.idf.il refua. atal .idf i |/wor dpr ess/ vp- adhi B ock 1
. - Unhaut hori zed URL Access to
66. 249.78. 234 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
46.19.86. 73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95. 86. 71. 173 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
69. 30. 244. 53 Lhited Sates  [147.237.77.216|dover.idf.il DO stributed Suspicious Response Qode B ock 1
213.136.70.175 |Ger many 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . i df . il/wp-admin/ B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il wwwy. i df . i1 /1133-19710- he/ kkkkkkk=8888f 958kkkkkkk _8888f 9|B ock 1
58
. - Uhknown Paraneter hc_l ocation in
66. 249. 78. 254 I srael 147.237.72.166|aka. i df . i | whw aka. i df . i | / i v/ i yus/ gener al . aspx None 1
] . . D stributed Lhaut hori zed URL Access on
204.85.191.30 |[Wited Sates  |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
46.252.147.123 |[itay 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua.atal .idf.il/wp/ wp-admn/ B ock 1
69. 30. 244. 53 Lhited Sates |147.237.77.233|atal .idf.il O stributed Suspicious Response Code B ock 1
. . O stributed Unaut hori zed URL Access on
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
217. 69. 136. 208 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to i df.il/atal 1/i zkor/ mai n. asp B ock 1
182. 253. 224. 1101 ndonesi a 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnin/ B ock 1
www. chanmat z. aka. i d _ o
66. 249. 79. 14 | srael 147.237.77. 226 fil Unaut hori zed URL Access to www chanat z. aka. i df . i |/404. aspx B ock 1
207. 46. 13. 24 Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to ww aka. i df.il/main/giyus/ge...04 |B ock 1
50.62.177.130 |Wiited Sates 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/test/wp-adnin/ B ock 1
79.181.1.14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. - D stributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ Showf or Um asp B ock 1
; . . Unhaut hori zed URL Access to
40.77.167.52 United Sates 147.237.72.166 [aka. i df . i | waw, aka. i df . i |/ mai n/ rabanut / waw r abanut - downl oads. webs. com Bl ock !
. . D stributed Lhaut hori zed URL Access on
185. 100. 85. 190 147.237.77. 216 (dover. i df .i| v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
Anonynous . . D stributed Lhaut hori zed URL Access on
93.115.95.206 |5 o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.229.173 |lnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . DO stributed Unaut hori zed URL Access on
208.184.112.74 |hited Sates  [147.237.77.216|dover.idf. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
-kosher-kravi . idf.i i i
5290 165. 137 Uited Sates 147. 237. 0. 16 ny Mil tiple Lhtraceabl e SS. Sessi ons from 52. 90. 165. 137 None 1
| (Uhsupported A pher)
2.52.40. 143 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136-he/ at al . aspx |B ock 1
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