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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DO& Tool - Swi t chbl adG dest - r eset 3235
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 362
104.131.221.134 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
185. 130. 5. 224 147.237.76. 34 yohal an.idf.il|B ock_Udp Al Nets drop 1
185. 130. 5. 224 147.237.76. 42 refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
37.26.149.220 | srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Inval i d segnent retransmssi on. drop 204
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125.98.67  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 nval i d segnent retransmssi on. drop 78
Ret r ansni ssi on Packet dr opped.
202.3. 255,143 |7 ench. 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 38
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 3.147.227  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |21
89. 206. 52. 99 Pol and 147. 237. 77. 216 |dover . i of . i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreamng Engine: TCP Invalid i i ssi
31.168.217. 136 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Vb Server Enforcenent HTTP Deni
207.241.231. 229|Wnited Sates |147.237.72. 166 |aka idf.il _ Veb Servers S ow Cenial - of rej ect 10
Mol ation Servi ce
Sreamng Engine: TCP Invalid i i ssi
46.19.85.212  |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
37.26.149.195 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168.20.50  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
185. 120. 126. 37 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
77.125. 98. 67 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaning Engine: TGP Invalid i i ssi
109. 64.28.241 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.176. 130. 127 |Israel 147. 237. 77. 216 |dover . i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i SSi
66.249.65.16  |Uited Sates |147.237.0.19 |nadimatal .idf.il 9 =g Invalid segent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.229.144. 131 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
94.230.86. 201 |Israel 147. 237. 77. 216 |dover . i f . i | Bad TCP sequence I'nval i d ACK nunber noni t or
41. 33. 232. 66 Egypt 147.237.77. 216 [dover. i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaming Engine: TGP Invalid i i sSi
199.30.16. 167 |Wited Sates |147.237.76. 200 |ei tan. aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
5.22.135. 39 I sr ael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence I'nvalid ACK nunber nonitor |4
54.244.22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 4
212.179.212.25 |lsrael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 86. 108 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
reaming BEngine: TCP Invali i i sSi
2.54.154.216  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 143. 219 | srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
75.126.221.55 |Lhited Sates [147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Fail ed to handl e connection data monitor |3
Sreaning Engine: TGP Invalid i i ssi
212.179. 212. 25 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.182.48.127 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
212.179.212.25 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op First packet isn't SWN drop 3
Sreamng Engine: TCP Invalid i i ssi
79.176.58.215 |Israel 147.237.72. 166 |aka. i df . 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
185.3.147.154 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 219. 11 | srael 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 vl i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.57.174 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
212.179.212.25 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi
79.181.36.216 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
54.162.16.100 [Uhited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |2
37.26.148.161 |Israel 147.237.0.19 |[nadimatal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
54.162.16.100 [Uhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data monitor |2
94.230. 86. 134 |l srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 2
77.125. 98. 67 I sr ael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
185.3.147.154 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
Czech R - TLS Servers Gpher Suites Mulnerabilit] .
50.7.213.42 Repub i ¢ 147.237.76.31 |nakchal .idf.il SS. Enforcenent M ol ation Seanni ng Tool rej ect 2
149. 78.198. 160 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.102. 253. 95 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
208.115.113.93 |Wited Sates |147.237.77.234|halag.idf.il 9 =9 nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
185. 3. 146. 195 |l srael 147.237.72. 166 |aka. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 2
46.117.132.89 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.142.68.5 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 250
37.142.68.5 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 125
84.109.50.135 [Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 107
84.109.50.135 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 99
176.13.21. 83 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |70
84.228.175. 151 |Israel 147.237.72. 156 |anman. i df . i | D stributed Unaut hori zed HTTP Met hod Bock |38
37.142.68.5 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 21
176.13.21. 83 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 13
84.109.50.135 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 8
109. 64.19. 218 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 4
109. 253. 145. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |4
109. 64. 19. 218  |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) B ock 4
46. 19. 86. 75 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
79.181.143.219 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |[3
109. 253. 141. 36 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 3
79.177.36.187 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response ode B ock 2
94.230. 86.134 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
37.239. 8. 105 Irag 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 2
. . DO stributed Unaut hori zed URL Access on
5.29.234.219 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ mai 1V gi yus/ cont rol S/ at udal A Bock |2
109. 64. 19. 218 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 2
109.64.19.218 |Israel  [147.237.0.19 [madi matal .idf. | [F2raneter Type Molation ctl 003 et acetbl derdStxtSreet in Bock |2
nadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
84.109. 154. 237 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |2
46.19. 85. 25 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | |Unauthorized URL Access to wwu chi nuch. aka. i df.il/404. htm Bock |2
66.249. 64. 233 |l srael 147.237.77. 216 |dover. i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 2
5. 28. 144. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
213. 8. 204. 32 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
37.26.149.242 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |2
185. 3. 147. 227  |Israel 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
109. 253. 219. 11 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 64. 240 |l srael 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on 147.237.77. 216/ Bock |1
www. chamat z. aka. |waut horized URL Access to
66.249.79. 17 | srael 147.237.77. 226 idf.il v chanat z. aka. i df . i | /tenpl at es/ general / gener al . aspx Bl ock 1
176.13.16.205 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 65. 166. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |1
136.243.48.86 |Germany [147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/shared usercontrol s/ header upper/ |B ock 1
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
40.77.167.7 g;g: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
Lhited . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 |dover. i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
37.26.148.161 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 1
69. 30. 244. 53 g‘;ttees 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
Gooki e Tanpering on cooki e Logi n: Expected
KA AR KA AR A AR A A AR A AR A A AR A AR A I AR A AR A I AR kA A Ak Ak kA hkhkhkhkhhkhkhkhhkhkhkhkhkhkhhkhkhhkhkhhhhkxkx
176.13.21. 83 I srael 147.237.0.19 |nadimatal .idf.i| [rxxxxxxxx hserved None 1
KA AR KA AR A AR A AR A AR A A AR A AR A I AR A AR A I AR kA Ak Ak h Ak hkhkhkhkhhkhkhhkhkhkhhkhkhhkhkhhhhhhhkxkx
*kkk
46.117.183.201 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
85. 81. 50. 82 Denmark [147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock
2.52.150. 137 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 |dover. i df .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bock |1
79.181.175.105 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157. 55. 39. 155 g‘;ttee: 147.237.77. 216 |dover. i df . il Unaut hori zed LRL Access to waw i df.il/aman Bock |1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp B ock 1
40.77.167. 12 g"alt:g 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ Bock |1
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