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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 20
71.6.135.131 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
142.54. 160. 210 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl drop 1

45.32. 183. 57 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Gount ry

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret ransm ssi on

Packet dropped.

85. 130. 140. 60 |l srael 147.237. 72. 167 |i shuri maka. i df . i > dro 60
Ret r ansnm ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi

37.26.149.220 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 nvalid segnent retransmssi on. drop 54
Ret r ansn ssi on Packet dropped.

202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

195. 239. 16. 40 ?éj:;:t”ion 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor  [26

195. 239. 16. 53 :ZZ:I’}OH 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [menitor  [26

2.52.168. 4 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24

109. 65. 194. 70 |l srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 19

e SYNretransmit wth different .
84. 228. 208. 104 |1 srael 147.237.77. 233 |atal .idf.il Bad TCP sequence v ndow scal e noni t or 16
reaming BEngine: TCP Invali i i ssi

31.168.66.62 |Israel 147.237.72. 166 |aka i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnission drop 15
Ret ransnm ssi on Packet dropped.

37.26.149.220 |Israel 147.237.8.45 [e.eitanidf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 14

149. 88. 152. 146 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14

85. 130. 216. 188 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12

85. 130. 216. 188 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 12

85. 130. 216. 188 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12

185. 120. 126. 29 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi

66.249.75.101 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansn ssi on Packet dropped.

46. 19. 86. 51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or

149. 88. 152. 146 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunier noni t or
Sreaming Engine: TGP Invalid i i ssi

79.182.177.25 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

2.54.24.163  |Israel 147.237.77. 243\t e i1 | &M NG Engine: TQP Invalid |invalid segnent retransnission dr op 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.174.157 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 66. 52. 130 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

5.22.135.245 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.

79.182.172. 11 |[Israel 147.237. 72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

46.19.85.231 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.

79.182.172. 11 |[Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber noni t or 6

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 5

213.8.204.32 |israel 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

185.3.144.69 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 5

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data roni t or 4
Sreanming Engine: TCP Invalid i i ssi

199.30.24.108 |Whited Sates |147.237.76. 200 [eitan. aka i df .il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

87.69.149.197 |Israel 147.237.76.86 |navy.idf. il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

199.30.24.207 |Whited Sates |147.237.76. 200 [eitan. aka i df .il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

213.8.204.3  |Israel 147.237.77. 243 |mubile.i o .11 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.

149. 88. 152. 146 |l srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect

87.69. 195. 213 [Israel 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

46.117.73.150 [Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

79.181.49.223 [Israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185.3.144.69  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.

149. 88. 152. 146 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert

46.19. 85. 24 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence I'nval i d ACK nunier noni t or
Sreaming Engine: TGP Invalid i i sSi

37.26.149. 216 |Israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

185. 32. 179. 122 [l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

213.57.204.89 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYNACK -> Ti meout rej ect

46.117.73.150 |Israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

77.125.2.245 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.

37.26.149.220 |[Israel 147.237.8.45 |eeitan.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

79.182.145.21 |israel 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 64.19. 218 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 747
149.78.146. 24 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 450
109. 64.19. 218 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 310
176.13. 21. 83 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 138
176.13.21. 83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 135
46.19. 85. 238 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 124
149.78.146.24 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 107
109. 64. 19. 218 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
149.78.146.24  |Israel 147.237.0.19 |nadi matal .idf.il B‘;_'\g?yl fé_ ;26 Sane Response Code (403) in Session from Bock |70
109. 66. 3. 192 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Gode B ock 64
46.19.85.238  |israel 147.237.0.19 |nadimatal .idf.il lg?lz?%’;_ogséhe Sane Response Qode (404) in Session from Bock |35
79.177.233.35 |Israel 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 14
79.177.171.83  |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
176.13.21.134 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 176.13.21. 134 B ock 5
109. 253. 209. 83 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 5
2.54.174. 157 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 4
176.13.17. 115 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
5.29.218. 25 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
31.44.141.128 |israel 147.237.76.42 |refuah.idf.il m“:e?%;;egj .ﬁ.ﬁ?:iss_stt%rage/fiIes/0/2940.pdf- Bock |3
31. 168. 66. 62 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/natash B ock
109. 253. 212. 190|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
79.179.210. 139 [israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock
204.13.200.200 |Wited Sates |147.237.77. 216 |dover. i df . w11 1155, 25461 nel dover. s Bock |2
82. 80. 154. 28 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
5.29.93.171 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock
204.13.200.200 [United Sates [147.237.77.216 |dover . i df . i | D stri bt ec 1?;;};;&;;?&%&??:&” Bock |2
176.13.17. 127 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock
37.26.147.190 [Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
185. 65. 135. 227 [Sueden 147.237. 77. 216 [dover . i df . i | D stri bt ec 1?;;}:;&;;?&%\/’??;}2” Bock |2
66. 249. 64. 233 |Israel 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 66.249. 64. 233 B ock 2
66. 249. 64. 233 |lIsrael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/ print_bottom asp Bl ock 2
37.26.149.216 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i|/mai n/kapat z/ undef i ned B ock 2
217.132.117.56 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
100.67.15.76  |Israel 147.237.72.166 |aka. i df . i | (Si_SLuj tégiﬁiblispﬁngi?: SZ;DZ(T%E;’!C:'L\?\EIE; on None 1
79.182.172.11 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
69. 30. 244. 53 Lhited Sates |147.237.77.170|maarachot . idf.il| |Dstributed Suspicious Response Code B ock 1
Russi an _ ) LhaL{t hor'i zed URL Access to . .

188. 143. 232. 21 Federati on 147.237.77.216|dover.idf . il WA i df . i |/ tenpl at es/ newsf | ash/ newsf | ash. i n. aspx/ t enpl at es/ sendt of ri end/ |Bl ock 1

sendt of ri end. aspx
109. 67. 15. 76 I srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nare B ock 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover. i df .i | D stri buted ff;é”;;;geﬂe%fe‘icf;p;” Bock |1
46. 19. 85. 238 | srael 147.237.0.19 |nadimatal .idf.il[Too Many 404: Response Code per Session B ock 1
172. 82.128. 18 147.237.77. 216 |dover.idf.il eMai | Hoar di ng B ock 1
84.111.84.196 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 67. 15. 76 I 'srael 147.237.72. 166 |aka. i df . i | Mal formed HTTP Header Line 3 Bl ock 1
212. 143. 134. 129|i srael 147.237.72.166 |aka. i df . i | m”;’k“;izfar_?:ﬁ:jrnf‘r";;;m;tr;scn ot resour . axd None 1
66. 249. 64. 238 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/nevsite/ Bl ock
37.142.64.101 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157. 55. 39. 98 Lhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter docid in ww aka. idf.il/giyus/ganda/ defaul t. asp None 1

Unaut hori zed URL Access to
95. 86. 68. 231 I srael 147.237.76.86 |navy.idf.il W navy. i df . i 1/1150- he/ navy. aspx&a=u&ed=0ahukew kpi b1n6_kahvgl |[B ock 1

hi khel abwgqf ggamay&usg=af gj cnf p18nvxt j f 6r vj cpzl kxpw- f 8kea
79.183. 206. 197 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
5.29. 52. 169 I srael 147.237.72. 167 |i shuri maka. i df . i|juntraceabl e SSL Sessi ons: (pen Mbde None 1
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