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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3000
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3
202.112.51. 96 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
180. 212. 223. 35 Chi na 147.237.76. 199 e.nakchal .idf.il Bl ock_Udp Al _Nets drop 1
66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
202.112. 51. 96 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
180. 212. 223. 35 Chi na 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
45. 32. 183. 57 147.237. 76. 148 gacent er. aka. i df .i | B ock Np Al Net drop 1
202.112.51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 dr op 1
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
66. 249. 93. 180 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
223.114. 38. 89 Chi na 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
202.112.51. 96 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
180. 212. 223. 35 Chi na 147.237.76. 197 e. hinush.idf.il ock_Udp All _Nets drop 1
45, 32, 183. 57 147.237.76. 198 e.yohal an.idf.il B ock Np All Net drop 1
202.112.51. 96 Chi na 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
142. 54. 160. 212 Lhited Sates 147.237.77. 226 Wi chanat z. aka. i df . il |bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237. 76. 30 hi nush. i df . i | bl ock-sp-traf 1 drop 1
180. 212. 223. 35 Chi na 147.237.76. 198 e.yohal an.idf.il ock_Udp All _Nets drop 1
46. 166. 188. 68 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np All Net drop 1
202.112.51. 96 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
45. 32. 183. 57 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|
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Attacker Address
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

37.26.149.220 |Israel 147.237.76. 200 |ei tan. aka.i df .i | o dro 96
Ret r ansmi ssi on Packet dr opped. P
Sreaning Engine: TCP Invalid i i ssi

46.19. 85. 14 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 90
Ret ransmi ssi on Packet dr opped.

85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 42

85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 40

202.3.255.143 |7 ench. 147.237. 77. 216 |dover. i df .i drop First packet isn't SIN drop 38

Pol ynesi a
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 36
85. 130. 242. 193 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 36
reamng BEngine: TCP Invali i i ssi

85. 130. 251. 207 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.

R SWNretransnmit wth different .
37.142.205.55 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal nonitor |23
46.19. 86. 108 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 23

. . SWNretransmit wth different
37.142.205.55 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e alert 19

Sreaning Engine: TGP Invalid i i sSi
66.249. 64. 250 |lnited Sates |147.237.77. 234 |nal ag.idf.il 9 =g Invalid segnent retransmssion. |, 14
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
79.183.70. 9 I'srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
46.120.129. 110 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dr opped.
46.19. 85. 69 I srael 147.237.0.16 lnly kosher-kravi. idf- |oyN At t ack SYN -> SYN-ACK -> RST rej ect 10
41.238.217. 108 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning BEngine: TQP Invalid i i SSi
84.228. 202. 248 |l srael 147. 237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.142.64.102 |israel 147. 237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TCP Invalid i i SSi
176.13.23.169 |l srael 147.237.77. 243 |nobi l e i df .1 9 =g Inval id segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
37.26.149.220 |l srael 147.237.8.45 |eeitan.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
5.102.254.179 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
5.29.131. 215 I srael 147.237.72. 167 |i shuri maka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
31. 154. 166. 200 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
41.238.217. 108 |Egypt 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
84.109. 152. 170 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
79.176.120. 251 |israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
41.238.217.108 |Egypt 147.237.77. 216 |dover. i df .i | drop First packet isn't SWN drop
194. 90. 198. 147 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or
Sreaning Engine: TQP Invalid i i Ssi
79.181.225.84 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.20.91  |israel 147.237.77. 243 |nobi le. i o . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
185. 120. 126. 12 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
2.52.39.7 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
2.52. 150. 240 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
176.13. 8. 245 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 5
46.19. 85. 69 I srael 147.237.0.16 i”I’"kOSher'kraV"'df' Bad TCP sequence Inval i d ACK nunber moni tor |5
41.33.232.66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
154. 103. 114. 218|Sudan 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaning Engine: TQP Invalid i i Ssi
46.120. 219. 148 |Israel 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dr opped.
41.238.190.53 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200. 12. 143  |lkrai ne 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 4
41.238.190.53 |Egypt 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
54.244,22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i sSi
199.30.25.226 |Wited Sates [147.237.76.200 |eitan. aka idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
91.200.12. 143  |krai ne 147.237.77. 216 |dover. i df .i | drop SAMrul e drop 4
85. 130. 242. 193 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor (4
94.230.86.231 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
85. 130. 242. 193 |Israel 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
213.57.189.32 |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence nonitor (4
41.238.217. 108 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
85.250.213.75 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 157
37.26.149.179 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 110
85.250.213.75 |l srael 147.237.0.19 |nadimatal .idf.il Too Meny of the Sane Response Code (403) in Session from g o |7y
85. 250. 213. 75
37.26.149.179 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 71
46.19. 85. 238 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 42
46. 19. 86. 10 I srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Qode B ock 6
m ny- kosher - kr avi . i _ .
77.127.78.98 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from77.127.78.98 None 5
46.116. 168. 141 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 5
95. 86. 80. 56 I srael 147. 237.72. 166 |aka. i df . i | Milti pl e thauthorized Mthod for Known URL from Bock |4
95. 86. 80. 56
104. 131. 221. 134wnited Sates 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df.il/894-ar B ock
37.26.149.179 |Israel 147.237.0.19 |nadi matal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock
. . . Unaut hori zed URL Access to
46. 19. 86. 229 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
176.13.23.169 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 3
5.28.188.9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
176.13.21.134 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 176.13. 21. 134 B ock 3
93.172.37.61 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
84.108.166.77 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
77.127.61. 88 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
46.120.129. 110 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 3
84.228.202. 248 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
37.142.64.102 |[Israel 147.237.77. 243 |nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 2
176. 13. 20. 91 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
85. 64. 96. 55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
79.183.147. 112 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
46. 19. 86. 133 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
176.13.21. 134 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
80. 246. 136. 228 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
Pal esti ni an . . . . . . .
46. 18. 18. 203 Territory, Ceeupi ed 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list20050529. ht m B ock 1
202.112.51.96 [China 147.237.0.19 |madi matal .idf.il Unaut hori zed URL Access to waw ebay. comi B ock 1
76.103.147.77 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Unknown HTTP Request Met hod Accept: in URL text/htm B ock 1
5.102. 254.179 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
173.252. 80. 115 |Uhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
95. 35. 142, 148 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
- . Unaut hori zed URL Access to
66.249.78.146 [l srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ val t amd asp/ per sonal ent r ance. asp B ock 1
’ . . D stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
’ . - Unaut hori zed URL Access to
69. 58.178. 59 Lhited Sates 147.237.77.216|dover. i df . il W i df . i | / shar ed/ user cont r ol s/ header upper / B ock 1
. . D stributed Uhauthorized URL Access on
5.28.156. 61 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed! reset . css B ock 1
109. 253. 220. 33 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . O stributed Whaut horized URL Access on
66. 230. 230. 230 [Uhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
87. 69. 215. 29 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
- . Unaut hori zed Met hod HEAD for
82.166.228.10 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ra/ def aul t. asp B ock 1
207.46.13.3 Uhited Sates 147.237.72. 166 |aka. i df . i | Wnauthori zed URL Access to . B ock 1
viwe aka. i df . i |/ mai n/regi strationw zard/ regi ster. aspx
77.126.171.125 [Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
37.26.147.175 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
. . . Unaut hori zed Met hod HEAD for
66.249.83. 183 I srael 147.237.76. 147 |chi nuch. aka. i df . i waw chi nuch. aka. i df . i | /894- he/ chi nuch. aspx None !
209.40.95.254 [lnited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawi i df.il/894-en/idf gdover.aspx |Bl ock 1
Unknown Par anet er
85. 64. 22. 51 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . O stributed Whaut horized URL Access on
37.142.205.55 |Israel 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
195. 154. 227. 118|France 147.237.77.216|dover. i df . il Dstributed Il1egal HITP \ersion B ock 1
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