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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3429
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3228
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
202.112.51. 96 Chi na 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl drop 1

46. 166. 188. 68 Net her | ands 147. 237. 76. 202 e.halag.idf.il B ock Np Al _Net drop 1
202.112. 51. 96 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-traf 1l drop 1
202.112. 51. 96 Chi na 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forvard 1
202.112. 51. 96 Chi na 147.237.77.170 naar achot . i df . il bl ock-sp-traf 1 drop 1
142. 54. 160. 214 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reamng Engi ne: TCP Invali i i ssi
37.26.149.148 | srael 147. 237.76. 200 [ei tan aka i of i1 | €AM NG Engine: TCP Invalid — finvalid segnent retransnissi on. drop 36
Ret r ansni ssi on Packet dr opped.
s SWNretransnmit wth different
84.111.168.82 |Israel 147. 237. 77. 216 |dover.i df .i| Bad TCP sequence wi ndow scal e aert 23
84.111.168.82 [Israel 147.237.77. 216 |dover.icf.il  [Bad TOP sequence SN retransmt with different monitor 23
w ndow scal e
C e SWNretransnmit wth different .
77.126.169. 139 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 22
reamng Engi ne: TCP Invali i i ssi
37.26.149.187 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 137. 110 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =g Invalid segnent retransmssion drop 15
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
85.130. 234. 252 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 15
Ret r ansni ssi on Packet dropped.
46. 19. 85. 85 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
Sreanming Engine: TCP Invalid i i ssi
109. 67. 112. 100 |Israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.220 | srael 147. 237. 76. 200 |6 tan. aka. i of . | 9 =g Invalid segnent retransmssion. dr op 12
Ret r ansni ssi on Packet dropped.
66.102. 9. 81 Lhited Sates [147.237.77.233|atal .idf.il drop First packet isn't SN drop 10
197. 133. 139. 246 |Egypt 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 10
109. 186. 61. 139 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 10
85. 130. 249. 166 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
188. 120. 148. 242|! srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
85. 130. 249. 166 |l srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
84.228.175. 151 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
. . SN retransnmit wth different .
85. 250. 174.66 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 9
212.179. 219. 193l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
Sreanming Engine: TCP Invalid i i SSi
66.249.75.101 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
212.179. 219. 193]l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.117.212.155 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 169 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
46. 19. 85. 169 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
37.26.149.187 |lIsrael 147.237.72.166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 130. 249. 166 |l srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
79.179.124.31 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
212.199. 57. 200 |lsrael 147.237.72. 156 |anan. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
212.199.57. 200 |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SIHAK retransmt with different oo o
wi ndow scal e
149. 88. 164. 223 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
46.19.86.144  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.229.135.34 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
84.109. 152. 170 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
80. 246. 136. 232 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
84.228. 143. 215 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 5
109. 186. 61. 139 |l srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
176.13. 8. 245 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 186. 61. 139 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
85.130.246.49 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
109. 186. 61. 139 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 219 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.4.81 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
. . SYNVACK retransmt with different .
109. 186. 61. 139 |Israel 147.237.72. 166 |aka.i df.il Bad TCP sequence wi ndow scal e noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185.32.179.51 |Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 133
85.250.213.75 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 96
85.250.213.75 |[lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 84
185.32.179.51 |l srael 147.237.0.19 |madi matal .idf. [0 My of the Sane Response Code (404) in Session from B ock 35
185. 32.179. 51
95. 86. 80. 56 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 95. 86. 80. 56 B ock 26
46. 19. 86. 10 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 24
46.19. 86. 195 I srael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 18
192. 115. 177. 202|l srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 192. 115. 177. 202 B ock 10
. . . Unaut hori zed URL Access to

79.180. 183. 65 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1403 B ock 4
80.246.137.84 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Waut hori zed UR. Access on nobi | e.idf.il/nekudot/index |B ock 4
46. 19. 85. 207 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 4
109. 67.112. 100 |Israel 147.237.77.243|nobi l e. i df . i | Paranet er Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount B ock 4
80.178.157.42 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
176.13.21.191 |israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
87. 68. 156. 24 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2.54.9.203 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3

] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
46.121.69.249 |[Israel 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 46. 121. 69. 249 B ock
109. 253. 159. 23 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46.121.69.249 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock

; . . D stributed Lhaut horized URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
109. 67. 112. 100 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2

. . . Too Many of the Sane Response Code (404) in Session from
84.109. 104. 237 |Israel 147.237.0.34 |tikshuv.idf.il 84.109. 104. 237 B ock 2
. . . Unaut hori zed URL Access to
46. 19. 86. 249 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 2
79.180.183.65 |lsrael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut horized URL Access from 79. 180. 183. 65 B ock 2
188. 143. 232. 37 RJSf;;”i o 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 188. 143, 232, 37 B ock 2
84.108.41.137 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 86. 74 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149. 88. 164. 223 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.46.13.3 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka.idf.il/giyus/ ganda/ defaul t.asp None 1
31.13.113.83 Irel and 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249. 64.239 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
173. 252.120. 115|Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
] . Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)

84.111.168.82 |Israel 147.237.77.216|dover . i df . i from84. 111 168. 82 B ock 1
40.77.167. 52 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 40.77.167.52 B ock
80. 246. 136. 163 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1

] - - D stributed Lhaut hori zed URL Access on
208.184.112.74 |nited Sates 147.237.77.216|dover . i df . i Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
78.30.176. 105 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xnirpc. php B ock 1

; . . . |Unaut hori zed URL Access to
199. 115. 117. 118|wnited Sates 147.237.72.167|i shuri maka. i df . i 147 237 72. 167/ t herres] ol ast i xneo/ i 6. css B ock 1
5. 28. 165. 212 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95. 86. 95. 186 | srael 147.237.77.216|dover. i df .i |l Mil tipl e Unaut hori zed URL Access from 95. 86. 95. 186 B ock 1
66. 249. 64. 53 I srael 147.237.77. 170 |maar achot . i df . i | [Waut hori zed URL Access to 147.237.77. 170/ pdf/ fi| es/ 0/ 106180. pdf |B ock 1
84.108.184.84 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 108 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
149. 88. 195. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
37.26.149. 148 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter |ang in v eitan. aka.idf.il/1103-en/eitan aspx |None 1

] . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
207.46.13.3 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None
95. 86. 80. 56 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df .il/nain/giyus/ Bl ock 1
66.249.78.254 | srael 147.237.72. 166 |aka. i df . i | Wnknown Paranet er anp; doci d in None 1

wn aka. i df . i |/ nmai n/ gi yus/ general . aspx
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