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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - reset 3000
23.16.77.102 Canada 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets dr op 2
5.189. 169. 162 Ger many 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
142.54. 169. 164 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
45.32. 183. 57 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
5.189. 169. 162 Ger many 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
112.222.159. 198 Korea, Republic of 147.237.76. 198 e.yohal an.idf.il B ock_ Wp Al _Nets drop 1
5.189. 169. 162 Ger many 147.237.76. 201 e atal.idf.il B ock Np All _Net dr op 1
5.189. 169. 162 Ger nany 147.237.76. 38 e.eneitav.idf.il Bock Np Al Net drop 1
151. 80. 109. 172 Italy 147.237.76. 30 hi nush. i df . i | B ock_Udp Al Nets drop 1
45. 32. 183. 57 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
5.189. 169. 162 Ger many 147. 237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
5.189. 169. 162 Ger many 147. 237. 76. 202 e.halag.idf.il B ock Np All _Net dr op 1
5.189. 169. 162 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1
69. 9. 146. 192 Lhited Sates 147.237.76. 31 nakchal .i df .il B ock_Udp Al Nets dr op 1
5. 189. 169. 162 Ger nany 147. 237. 76. 196 e.svivaidf.il B ock Np Al _Net drop 1
142. 54. 169. 164 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 drop 1
5.189. 169. 162 Ger many 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
74.91. 28. 60 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
5.189. 169. 162 Ger nany 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
5. 79. 86. 129 Net her | ands 147.237.77.216 |dover.i df.i[3886: HITP. Qoss Ste Scripting in PCST Request B ock 1
197.0.148.107 |[Tunisia 147.237.77.216 |dover. i df.i[CL000205: HITP. Qpisrael 2015 - key words and groups B ock 1
149. 202. 47. 161 |Ger nany 147.237.72.166 |aka.idf.il |Cl000106: HITP. majestic bot Bl ock 1
197. 0. 40. 226 Tuni si a 147.237.77.216 |dover.i df.i[3886: HITP. Qoss Ste Scripting in PCST Request B ock 1
197.0.148.107 |[Tunisia 147.237.77.216 |dover.idf.i19813: HITP. WrdPress Thene Ovi Drectory Traversal Mulnerability B ock 1
197.0.148.107 [Tunisia 147.237.77.216 |dover.i df.i19863: HITP. WrdPress Revslider/ Showbiz PHP File Wl oad B ock 1
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|Top Attackers In ID|
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il B ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 27
Sreaning Engine: TCP Invalid i i ssi
85. 130. 226. 106 || srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.64.103.8  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssi on. drop 18
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.252  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
46.19. 86. 196 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d AK nunber noni t or 12
reanmn ine: TCP Invali i i ssi
79.181.142.97 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid invalid segnent retransissi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.177.164. 131 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
46.19.85.9 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
s SWNretransnmit wth different .
46.117.9.118 I sr ael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e noni t or 8
2.54.85. 42 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
2.54.47.86 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37. 46. 39. 104 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.138.59 I sr ael 147. 237.72. 167 |i shuri maka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
79.181.29.116  |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber noni t or 6
. . e SN retransnmit wth different .
2.52.138. 59 I srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence vi ndow scal e noni t or 6
46. 19. 86. 190 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 66. 210. 233 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
217.132.21.239 |Israel 147.237.77. 243 |t e iop. i | €AMNG Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
85.250.131. 72 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
5. 28. 156. 64 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 6
Ret ransni ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaming Engine: TGP Invalid i i ssi
132. 64.210. 193 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.120.17.107 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 45 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
85. 64. 148. 166 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
85.130.177.73 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.181. 252 I sr ael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
5. 28. 153. 86 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAK retransmt with different oo vor s
w ndow scal e
130.203.136. 75 |Uhited Sates |[147.237.72.166 [aka.idf.il dr op SAMrul e drop 4
84.228. 215. 105 |l srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
5.22.135.118 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
37. 46. 39. 104 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
reanmn ine: TCP Invali i i ssi
79.176.101. 166 |Israel 147.237.72. 166 |aka i df . Streaming Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 198. 148 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
31.210. 188. 108 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
84.109. 50. 32 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
109. 66. 166. 246 | srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.135. 29 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.94.147.152 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnssion. drop 3
Ret ransni ssi on Packet dropped.
149. 78. 187. 210 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
109.65.20.18  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 155|I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invali d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.179.10.183 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.98.84  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46.120.99.204  |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 65.171.37 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.14.197 |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.34.176 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 90
89.139.227.37 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 85
5.29.137. 156 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 79
89.139.227.37 [Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 57
46.117.219.179 |Israel 147.237.0.34 |tikshuv.idf.il Ig?l'\ﬁr.'yzf; tlgg Sane Response Qode (404) in Session from B ock 48
2.54.34.176 I srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 26
80. 246. 137. 153 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 16
109. 253. 209. 83 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
85.64.151. 138 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.182.197.84 | srael 147.237.76.42 |refuah.idf.il m:éf%g? alu_qf‘sft_hiolr/iszizc;:ﬁ‘ aggfﬁﬁses%/ 2040, pef - B ock 5
197. 0. 40. 226 Tuni si a 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 197. 0. 40. 226 B ock 4
149. 88. 58. 65 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 4
197. 0. 24. 189 Tuni si a 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 197.0.24. 189 B ock 4
5.79. 86. 129 Net herl ands  |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from5. 79. 86. 129 B ock 4
5. 102. 253. 90 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
197.0.148.107 |Tunisia 147.237.77.216|dover.idf.il PHP At t enpt B ock 3
84.108.166.77 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
77.125.112.185 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
46.19. 86. 29 I srael 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Code B ock 2
197.0.148.107 |Tunisia 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 197.0. 148. 107 B ock 2
85. 65. 113. 10 | sr ael 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 2
84.108. 146. 143 I srael 147.237. 72. 166 |aka. i df . i | Dstr) buted trau ';7;: iﬁg/mﬁv ::\f;sisdf‘_’?l Bock |2
89.138.65.130 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.182.197.84 [israel 147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 79. 182. 197. 84 B ock 2
109. 253. 223. 150|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.102. 253. 90 I srael 147.237.77.243|nobi l e.idf . il Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 2
46.19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.149. 147 |[israel 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
197. 0. 24. 189 Tuni si a 147.237.77.216|dover. i df .il D stributed Admn B ocking B ock 2
5. 254. 97. 103 Rormani a 147.237.77.216|dover.idf .il Ostributed Admin B ocki ng B ock 2
80.246.138.44 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.22.212 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.182.213.175 [Israel 147.237.72. 166 [aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 79. 182, 213. 175 B ock 2
5.254.97. 103 Rormani a 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df. il /admin/ B ock 2
79.182.171. 112 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTICNS for waw aka. idf.il/ B ock 1
208.184.112.74 |Uited Sates [147.237.77. 216|dover . idf il [0 ted 1%“;‘;};;:3;?&%\/2‘??222” Bock |1
37.142.64. 42 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
197. 0. 24. 189 Tuni si a 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw i df.il/english/wp-adnin B ock 1
5.79.86.129 Netherlands [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df .il/894-he/ B ock 1
87. 69. 180. 60 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
85.64.119.177 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.120.17.107 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
180.76.15.13  [China 147.237.76.42 [refuah.idf.il  |J5 Do hahorized éﬁj‘aﬁcg‘;‘:}i on HBock |1
149. 88. 58. 65 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
79.182.216. 166 |[lIsrael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
31.154. 153. 162 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
107.178.194.79 |Uited Sates [147.237.77.216|dover . idf il |0 o1 oS ff;;t;‘g;éfgeﬁ\gffsspzn Bock |1
79.178.102. 111 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
66. 249. 64. 243 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 243 B ock 1
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