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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3499
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 193
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
134. 147. 203. 115 Ger many 147. 237.76. 31 nakchal . i df il Block Np Al Net drop 2
134.147. 203. 115 Cer many 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 2
58.97.111.9 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
74.91. 28. 60 Lhited Sates 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl drop 1
185. 130. 5. 224 147.237.76. 38 eeneitav.idf.il B ock_Wp Al _Nets drop 1
58.97.111. 10 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

61. 182. 170. 38 Chi na 147.237.76. 148 gocenter.aka. idf.il |[JLMPurple Gon Linmt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
104. 45. 31. 87 Lhited Sates 147. 237.72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 1
122.112.77.58 Chi na 147.237.77.74 law idf.il [22280: HITP. Joonha Qbj ect Injection Vulnerability Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



01-16-2016-17:04:02 to 01-16-2016-18:04:02

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.214.243. 131 |Ger many 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 22
r in ine: TCP Invali i i Ssi
46.19.85.142  |israel 147. 237,77, 243 |t 1 e i 11 | €M NG Engi ne: TP alid Jinvalid segnent retransnission drop 15
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.75.201 |lWited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransnission. drop 12
Ret r ansmi ssi on Packet dropped.
46.19. 85. 143 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaning BEngine: TCP Invalid i i ssi
109.66.64.37  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansmi ssi on Packet dropped.
217.69.133. 226 |HSSIan 147. 237.72. 166 |akai df . i | dro SMrule dro 8
T ) Federation ) T ) P P
46. 19. 85. 219 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
5.102. 253. 55 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 219 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 7
85.130. 217. 100 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 143 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 7
85. 130. 217. 100 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaning BEngine: TCP Invalid i i ssi
185. 120, 125. 48 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansmi ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
79.178.132. 250 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnission. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
198.204.249. 34 |Wited Sates  |147.237.72. 166 |aka i df .i | 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
185. 120. 126. 78 147. 237.72. 166 |aka i df . i | Streaning Engine: TCP alid  |invalid segrent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
66.249.65.20  |United Sates |147.237.0.19 |nadi matal .idf.i 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 206. 253 |I srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.183.62.33  |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dropped.
5.102.253.102 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TCP Invalid i i ssi
217. 132. 146. 112|i srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
212.47.246.21 |Fance 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 16 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Russi an L Sreamng Engine: TP Invalid Invalid segnent retransnmssion.
188. 143. 232. 37 er ot on 147.237.76.86 |navy.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 4
85. 65. 136. 11 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 39 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
169. 0. 177. 135 147.237. 77. 216 |dover. i of .i | drop SAMrule drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nenitor |4
46. 19. 85. 16 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 4
130.203.136. 75 |Wnited Sates  [147.237.72. 166 |aka idf.il drop SAMrule drop 3
Sreaning BEngine: TCP Invalid i i ssi
109. 66.64.19 |l srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.217 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
84.228.70.198 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.54.4.109 I'srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.179.65.133  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.149.176 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
84.228.251.83 | srael 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.117  |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5. 102. 253. 65 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
98.252.51.195 |Lhited Sates  |147.237.77. 216 [dover.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 3
84.109. 115. 91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
188. 120. 148. 128/l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.182. 144. 248 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.123  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
185. 3. 147. 107  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 65. 172.40 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.142.152. 225 |lsrael 147.237.0.19 |madimatal .idf.il[Dstributed Too Miny of the Sane Response Code (404) B ock 453
46.19. 86. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 171
149.78.252.80 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 120
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
149.78.252.80 |lsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 105
37.142.152. 225 |lsrael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 83
79.178.132. 250 |israel 147.237.72. 167 |i shuri maka. i df . i ;g?lhgfylg ;28 Sane Response (bde (404) in Session from Bock |62
37.142.152.225 [israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 52
46.19. 86. 74 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Too Many of the Same Response Code (403) B ock 37
84.94.164.164 |[Israel 147.237.0.19 |nadi matal .idf.il|DOstributed Suspicious Response Code B ock 30
46.19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 6
149. 88. 8. 67 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 6
46. 19. 85. 142 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
144.76. 182. 149 |Ger nany 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwwuidf.il/tenpl ates/articl e/ watch B ock 3
2.54.5.5 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
79.182.137.174 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 251 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46. 19. 86. 97 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | muéggé'.zfﬁ.mfﬁ_cﬁ;gi/ £l s/ O i 2622040 3410, | . s Bock |3
46.19.85. 73 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
37.142.68.73 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.23.133 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
176. 13. 18. 52 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 2
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?’tzg(;r.if;dlég‘gxﬁsffotrz ol sl show or um asp Bock |1
216.218. 207. 138|Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock 1
37.26.148.144 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 64.174.69  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from 109. 64. 174. 69 B ock 1
109. 64.27. 220 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/giyus/ x’x8x' B ock 1
46.117.2.80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
188. 143. 232. 35 :Z:::t”i on 147.237.77. 176 |mat pash. i df . il  |Mitiple Wauthorized URL Access from 188.143. 232. 35 Bock |1
89. 138. 165. 211 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam B ock 1
149. 88. 112. 180 |Israel 147.237.77.216|dover . i df .i | Mil tipl e Lnhtraceabl e SSL Sessions from 149. 88. 112. 180 (Qpen Mde) None 1
109. 66. 103. 87 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.179. 10. 16 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.52.30.171 | srael 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessions: (pen Mbde None 1

Illegal Byte Code Character in Method \AQ[#7]]7[[#21]] A A/AYA

[[#23]] A>[ [ #20]] A?AGA:; AtA'gA A° AJA" AeAA— B
100.64.174.69  |Israel 147. 237.72. 166 |aka. i df . i | gFf[zillé]ﬁ:&%“)fA[ﬁlA%;(ﬁ HA/<[ E ﬁ?lﬂ] ]AEAAQ,/[*[ /;;ﬁg.géim A laock |1

RR[ [ #25] | E[ [ #12] ] KHNSX[ P) CsAVAYAE] AzAon Ay A [ #21] 1 A f [ [#18] 1 A

Az A
66.249. 64. 233 [Israel 147.237.77.216|dover. i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
204.13.200.200 |United Sates |147.237.77. 216|dover . i df . i | w111 1155, 25461 nel dover. s Bock |1
46. 19. 86. 164 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
176.13.20. 116 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
95. 86. 96. 213 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
85.64.120.121 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.19. 85. 120 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249. 93. 107 |Israel 147.237.77.216|dover. i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 1
217.69. 133. 225 gz::;”i on 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.149.167 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 1
109. 64.174.69  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 109. 64. 174. 69 B ock 1
109. 64. 174. 69 |l srael 147.237.72. 166 |aka. i df . i | Abnor mal |y Long Header Line request header nane B ock 1
46.120.91.231 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
188. 143. 232. 37 :Z:::t”i on 147.237.0.34 |tikshuv.idf.il Ml tipl e Uhaut horized URL Access from 188. 143. 232. 37 B ock 1
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