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I 37.26. 147. 145
109. 253. 212. 15

l 176.12. 160. 4

W 37. 142. 152. 225

[ 202. 3. 255. 143

M 41.33.231.90
87. 69. 60. 35

W 212. 143. 221. 67




01-16-2016-16:04:08 to 01-16-2016-17:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3009

115. 239. 228. 10 Chi na 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt _Htp dr op 3
134.147. 203. 115 Ger nany 147.237.76. 39 nobile.neitav.idf.il |Bock Np Al Net drop 2

58. 236. 28. 17 Korea, Republic of 147.237.76. 86 navy.idf.il B ock Udp Al Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

115. 239. 228. 10 Chi na 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2

45, 32.183. 57 147. 237. 76. 199 e.nakchal .idf.i| Bock Np Al Net drop 1

142.54. 169. 166 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 dr op 1

45, 32, 183. 57 147.237.76. 38 eengitav.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature /?ca\t”i (;i
109. 253. 212. 15 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |49
109. 253. 212. 15 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 46
202. 3. 255. 143  |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 37
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i | drop SAMrul e drop 34
212.143.221. 67 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d sequence nunber noni tor |12
S reaning Engi ne: TCP i i ssi
5.29. 61. 87 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 mng tngine. Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dr opped.
87. 69. 60. 35 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence nonitor |10
46.19. 86. 23 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |7
41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df .i Bl ock HTTP Non Conpl i ant dFZ]:Led to hand e comnection [ oo |6
S reamng Engi ne: TCP i i ssi
79.182.96.105 |l srael 147.237.77. 243 |mbi le.i o i1 mng tngine: 7 Inval i d segnent retransmssion. |, 6
I nval i d Retransmission Packet dropped.
178. 215. 216. 76 g‘ilcisgi':('ja” Tertitony, 47 237. 77. 176 |mat pash. i of . i drop First packet isn't SWN drop 6
S reaning Engi ne: TCP i i ssi
40.77.167.18  |thited Sates 147.237.72. 166 |aka.i df . i1 mng ngine. Invalid segnent retransmssion. |, 6
I nval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.181.60.61  |Israel 147. 237.77. 243 |mobi l e. i f . i mng tngine: 7 Invalid segrent retransmssion. |, 6
I nval i d Retransnission Packet dr opped.
87. 69. 60. 35 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
192.116. 177. 146 |1 srael 147.237.72. 167 |i shurimaka.idf .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.145. 92 I sr ael 147.237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
87.69. 60. 35 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
87. 69. 60. 35 I srael 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 5
87. 69. 60. 35 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
46. 19. 86. 44 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
203.171.41.47  |New Zeal and 147.237.77.233|atal .idf.il dr op SAMrul e drop 4
85. 64. 33. 194 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
130. 203.136.75 |[Lhited Sates 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df i Bl ock HTTP Non Conpl i ant Z‘:Iged to hande connection o pivor a4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 4
Sreamng Engi ne: TCP i i ssi
81.218.192. 206 |Israel 147.237.72. 166 |aka. i df . mng tngine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 65. 152. 222 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
5.102.254.232 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
98.252.51.195 |United Sates 147. 237. 77. 216 |dover i df i B ock HTTP Non Conpl i ant g:’tlaed to hande connection | opitor  [3
46. 19. 85. 242 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |3
S reamng Engi ne: TCP i i ssi
79.177.145. 186 |Israel 147.237.72. 166 |aka. i df . mng tngine: 7 Inval i d segnent retransmssion. |, 3
Inval i d Retransmission Packet dr opped.
Sreamng Engi ne: TCP i i ssi
46.19. 86. 44 I srael 147. 237, 77. 243 |nobi 1 e. i of . i mng tngine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
Sreamng Engi ne: TCP i i ssi
79.178.201.88 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i SSi
77.125.136.3  |israel 147.237.72. 166 |aka.i df . mng thgi ne. Invalid segnent retransmssion. fq ., 3
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
149.78.23.43  |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
I nval i d Retransnission Packet dr opped.
2.54.181. 136 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engi ne: TCP i i ssi
79.179.54.166 |Israel 147.237.72. 166 |aka. i df . mng Engine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
46.19. 85. 118 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |3
89.138.231.95 [ srael 147.237.0.16 |-Kosher-kravi.idh Hpay TP sequence SiNretransmt with different 1,00 |3
il W ndow scal e
Sreamng Engi ne: TCP i i ssi
77.125.164. 187 |Israel 147.237.72. 166 |aka. i df . mng tngine: 7 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
Sreamng Engi ne: TCP i i ssi
185. 120. 126. 48 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert
85. 64. 33. 194 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
162.209.124.35 |Wnited Sates 147. 237. 77. 216 |dover i df i B ock HTTP Non Conpl i ant g:’tlaed to hande connection | opitor |2
85. 250. 88. 81 I sr ael 147.237.72. 166 [aka. i of .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
S reamng Engi ne: TCP i i ssi
66.249. 78. 153  |Uhited Sates 147.237. 72. 166 |aka. i df . mng tngine: 7 Inval i d segnent retransmssion. |, 2
I nval i d Retransmission Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SN drop
104. 131. 221. 134|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 31 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 99
46.19. 85. 31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 93
37.26.147.145 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 86
176. 12. 160. 4 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 75
37.142.152. 225 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 55
37.26.147.145 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 42
79.176.118. 178 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 9
46.19. 85. 31 I srael 147.237.0.19 |madi matal .idf. |20 N of the Same Response Code (403) in Session from Bl ock 6
46. 19. 85. 31
37.142.152.225 |[Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 3
79.179.110.39 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 154. 69 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
5.29. 142. 33 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46. 19. 86. 218 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
] . . DO stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates 147.237.77.216|dover.i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 64. 243 |l srael 147.237.77. 216 |dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66.249. 64. 243 Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216(dover.idf.il v i df i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
79.177.153.186 |Israel 147.237.72.166 |aka. i df . i | Paraneter Fead Oy Molation in . None 2
ww aka. i df . i | / mai n/ sachar/regi strati onw zard/ regi st er. aspx
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover.i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
109. 186. 70. 118 |l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
. . Unhknown Paraneter hc_l ocation in
66. 249. 78. 146 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai rv har edi i gener al . aspx None 1
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover.i df .i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
46. 19. 86. 224 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 250. 88. 81 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
80.230.16. 172 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/894-he B ock 1
216.218. 207. 138|Lited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wan i df.il/1294-en/ wan i df.il/english B ock 1
77.127.254. 167 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
93.173.8.210 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64.233  |Israel 147.237.77. 216 |dover. i df .i | xmoafgft'xied UR. Access to www idf.il/1133-13437-hel dover. aspxx” gy oy 1
46. 19. 85. 120 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
83.166. 235. 5 RJSf;;”ion 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
31.210.187. 151 |[lsrael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/108834. pdf  |B ock 1
; ; ] DO stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216[dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . Unhaut hori zed URL Access to
66.249.78.199 |l srael 147.237.72. 166 |aka. i df . il aka. i df .i1/ni 1 ui r t enpl at es/ vawy behazdaa. or g B ock 1
46.121.211.27 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.68.248. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
80. 246. 136. 253 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
! . . Unhaut hori zed URL Access to ww aka. i df.il/main/gi yus/ A—a€A—
40.77.167.18 Lhited Sates 147.237.72. 166 |aka. i df . i | AVA—a. ¢ A_aEeA_ac? Bl ock 1
217.132. 134. 161l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
2.54.135. 69 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . D stributed Uhaut hori zed URL Access on
185. 100. 86. 100 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
94.159.178. 149 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
46. 19. 85. 225 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
83. 166. 235. 5 RJSf;:I”ion 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
79.179. 164. 183 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gius B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
’ . . DO stributed Uhauthori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df .| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
87.69.32.22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
66. 249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i|  |Unaut hori zed URL Access to wmw cogat.idf.il/894-ar B ock
82.81.68.180  |Israel 147.237.77. 243 |nobi l e. i f .| [authori zed LRL Access to B ock 1

nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1152
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