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01-16-2016-14:04:04 to 01-16-2016-15:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3
134.147. 203. 115 CGer many 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 2

74.91. 28. 58 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1

74.91. 28. 62 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

185. 130. 5. 224 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al _Nets drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1




01-16-2016-14:04:04 to 01-16-2016-15:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry arget Address |Site |Sgnature Devi ce Action |Count ‘
218.106.89.101 |China 147.237.77.216 |dover.idf.il|8479: HITP. Suspicious HITP Request B ock 2
60. 173. 236. 84 Chi na 147.237.77.216 |dover.i df.il|8479: HITP. Suspicious HITP Request B ock 2
122.112.77.58 Chi na 147.237.77.216 |dover.idf.il|22280: HITP. Joona Qoject Injection Wulnerability B ock 1
185. 130. 5. 207 147. 237.76. 86 navy. i df.il (20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
213.57.236.209 |Israel 147.237.72.166 |aka.idf.il ]13840: TLS QpenSSL Heartbeat Packet B ock 1




01-16-2016-14:04:04 to 01-16-2016-15:04:04

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



01-16-2016-14:04:04 to 01-16-2016-15:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address ‘Ste ‘Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
84.109.92.112 |israel 147.237.77. 234 |nalag.if i1 [Bad TCP sequence SN retransmt wih different monitor  [29
W ndow scal e
107. 167. 105. 103|lnited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 23
e SYNretransmit wth different
79.179.221. 208 |Israel 147.237.77.233atal .idf.il [Bad TCP sequence wi ndow scal e aert 18
79.179.221. 208 |Israel 147.237.77.233atdl .idf.il  [Bad TCP sequence SN retransmt with i fferent moni tor |18
w ndow scal e
46.19. 85. 14 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 17
94.159.224.83 | srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence SN retransnmt wih different monitor |14
W ndow scal e
o SWNretransnmit wth different
94.159. 224. 83 |Israel 147.237.76.42 [refuah.idf.il [Bad TCP sequence v ndow scal @ alert 13
reaming BEngi ne: TCP Invali i i SSi
79.181.133. 216 |Israel 147.237.72. 166 |aka ich. i1 || €2MNG Engine: TP Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
5.28.177.21 I srael 147.237.76.86 [navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
79.181.29.116 [Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
87.69. 32. 107 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 9
87.69. 32. 107 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id AGK nunber noni t or 9
46.19. 86. 211 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
46.19. 86. 211 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
51.39.165.250 |United Kingdom [147.237.77.176 |natpash.idf.il|dr op Frst packet isn't SYN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 6
reamn ine: TCP Invali i i SSi
79.179.50.231 |Israel 147.237.72. 166 |aka ich. i1 || €3 NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
e SWNretransmit wth different .
80. 246. 133. 180 |lIsrael 147.237.77. 234 |halag.idf.il [Bad TCP sequence wi ndow scal e noni t or 6
46.19. 85. 225 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TCP Invalid i i ssi
77.125.142. 166 I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46.19.86.211  |israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAXK retransmt with different 1 oonivor o
W ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
217. 132. 135. 246|l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 225 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid AGK nunber noni t or 6
46. 19. 86. 76 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence Inval id AGK nunber noni t or 6
217. 132. 135. 246|l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i SSi
79.183.55.40  |Israel 147.237.72. 166 |aka ich. i1 || 3MNG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
84.228.19.9 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
84.228.19.9 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 5
109. 160. 132. 79 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
91.200.12.136 |lkrai ne 147.237.76.31 |nakchal .idf.il|dr op SAMrul e drop 4
79.176.217. 117 [Israel 147.237.72. 156 |aman.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
217.69. 133. 226 |Russian Federation |147.237.72.166 |aka.idf.il dr op SAMrul e drop 4
5.29. 47. 94 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
130. 203.136. 75 |Lnited Sates 147.237.72. 166 |aka. i df i dr op SAMrul e drop 4
Iran, Islanmic ... |Sreaning Engine: TCP Invalid Invalid segnent retransnssion.
195. 146.61. 4 Republ i ¢ of 147.237.77. 243 |mobi le. i df . i | Ret 1 ansni ssi on Packet dr opped. drop 4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
37.46.39. 13 I srael 147.237.0.34 |tikshw.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TQP Invalid i i sSi
109. 64. 146, 192 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.154. 156. 117 | srael 147. 237.77. 243 |mubi le. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 211 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber aert 3
Sreaning Engine: TCP Invalid i i SSi
109. 64. 198. 198 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.164. 131 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.181.200.59 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 211 I srael 147.237.77.216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
77.126.69.65  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
109. 66. 119. 76 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3




01-16-2016-14:04:04 to 01-16-2016-15:04:04

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 96 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 43
176.13.1. 185 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 13
109. 64. 166. 20 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 9
208.115.113.88 |Lhited States 147.237.76.86 |navy.idf.il Ml tipl e Unhaut hori zed URL Access from 208. 115. 113. 88 Bl ock 6
2.54.173.55 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 4
178.137.85.67 |lkraine 147.237.77.74 [lawidf.il Mil ti pl e Unhaut hori zed URL Access from 178. 137. 85. 67 B ock 3
109. 253. 146. 55 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.54.187. 204 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
84.228.19.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
79.181.29.116 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200.200 [United Sates  [147.237.77.216|dover . i df . i | D stri but oc ;f:sufggzgfﬂeﬁ;feﬁc_f:pz” Bl ock 2
46.19. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 2
2.54.179. 144 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
217. 132. 135. 246|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
79.176.53.217 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
144.76. 182. 149 |Ger many 147.237.77.216|dover.i df .i | Mil ti pl e Uaut hori zed LRL Access from 144. 76. 182. 149 B ock 2
178.137.85.67 |lkraine 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
74.82.47. 4 Lhited Sates 147.237.0. 17 ;niTTI]/' kosher -kravi . id Unaut hori zed URL Access to 147.237.0.17/ B ock 1
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66. 119. 76 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
37.26.146.226 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka.idf.il/404.htm |B ock 1
84.109.92.112 [Israel 147.237.77. 234 |hal ag. i df . i | ﬁ?ﬁjtzggfi?fgmﬁmpgg:/fh;oe o/ bul 1 et L. gi Bl ock 1
79.180.35.48  |Israel 147.237.72. 166 |aka. i df . i | m”ai";‘?i gfa'ri"’;r;e;;;/ a&?ﬁgﬁmagxi : None 1
188.138.1.218 [Germany 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter pop in wwy aka. i df.il/nai n/ hone/ None

144.76. 182. 149 |Ger many 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df . il/1158- he/ 404. aspx B ock
107.178.194.87 |Uited Sates  [147.237.77.216 |dover. i df .il D stri but oc ;f:sufggzgfﬂeﬁ;feﬁc_f:pz” Bl ock 1
40.77.167. 62 Lhited Sates 147.237.76.31 |nakchal .idf.il D stributed Unaut horized URL Access on 147.237.76. 31/ B ock 1
2.52.145. 102 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
208.115.113.88 [lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/eitan/kishurin B ock 1
81.220. 95. 14 France 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
77.125.142.166 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
46.105.60.176 |France 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to ww i df .il/894-en/idf gdover. aspx |B ock 1
109. 228. 113. 106 147.237.77.216|dover . i df . i | Distributed PH> A tenpt B ock 1
37.142.64. 42 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
195. 146. 61. 5 IF;_SE'bl 1Stame 147, 237.77. 216 |dover . i df .1 | Wnaut hori zed LRL Access to waw i df.il/aman Bl ock 1
157.55.30.98  |lhited Sates  |147.237.72. 166 |aka. i df . i m“;‘:riidzf?l bg‘pfgtcfrsasg;?i P Bl ock 1
66.249. 78.254 I srael 147.237.72. 166 |aka. i df . i | mn;k“:izfar_?rf;:jr n/zq‘;u‘i;’;geri;‘ aspx None 1
107.178.194.87 |Wited Sates  [147. 237.77. 216 |dover . i df . | o 2o L e over. aspx. Bl ock 1
46.19.85.14  [israel 147.237.77.233|atal . i df .i | ?Euyg i7z7‘?d23?‘15’§f_eﬁes/ o aspx Bl ock 1
217.132.123.12 |israel 147.237.72. 166 |aka. i df . i | m“;grii;féflﬁ‘mﬁfgfxsffomml o at el A Bl ock 1
81. 220. 95. 14 France 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
178.137.85.67 |lkraine 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xnmrpc. php B ock 1
77.127.196. 170 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/ B ock 1
46.117.237.195 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
109. 228. 113. 106 147.237.77. 216 |dover . i df . i | Dstributed Wauthorized URL Access on waw i df .il/xmrpc. php |B ock 1
87. 69. 32. 107 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
37.142.190. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
79.181.201.219 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
157.55.39.102 |Whited Sates  |147.237.72.166|aka. i df .i| thauthorized LRL Access to B ock 1

waw aka. i df . i |/ mai n/ rabanut /61998
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