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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3092
222.186.21.181 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under At tack_Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
71.6.135.131 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
89. 248. 168. 218 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Np All_Net drop 1
66. 249. 93. 184 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
202. 3. 255. 143 ';)lemh. 147. 237.77. 216 |dover. i df . i | drop First packet isn't SWN drop 38
ynesi a

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

107.167. 108. 116|Uhited Sates [147.237.77. 216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23

216.75.214.5 Eur ope 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 19

2.54.178.129  [Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18

176.13.2.215 [ srael 147.237.77. 243 |rbi e i1 | €M NG Enginer TP Invalid  invalid segnent retransnissi on drop 18
Ret ransni ssi on Packet dr opped.

157.55.29.13  |Wited Sates |147.237.76. 200 |eitan akaicr i1 | CAM NG Engine: TP Invalid invalid segnent retransnission. |, o 14
Ret r ansni ssi on Packet dropped.

46. 19. 86. 80 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber noni t or 13

85. 65. 82. 183 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 13

79.177.61.160 |Israel 147, 237.76. 200 |eitan aka i i1 || SAM NG Enginer TP Invalid  invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.

46.19.85.244  |israel 147. 237.77. 216 |dover.i df .i| Bad TCP sequence I'nvalid ACK nunber alert 9

46.19. 85. 244 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9

94. 159. 211. 132 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

91.200.12. 143 |Wraine 147. 237. 77. 216 |dover.i df .l drop SAMrul e drop 8

149.88.22.158 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence Vﬂdgirsa:;nlt Wth different moni tor |8

46. 19. 85. 99 I srael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

2.54.178.129  [Israel 147. 237.72. 166 |aka.i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6

2.54.178. 129 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 6

2.54.178.129 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber noni t or 6

84.108. 194. 195 [l srael 147.237.72. 167 |i shurimaka. i df .i l|SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6

77.127.253.24 |Israel 147,237, 77. 243 |mbi e i1 | AM NG Enginer TP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.

2.54.178. 129 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 6

216.75.214.5  |Rurope 147.237.76.31 |nakchal .idf.il  [Bad TOP sequence Vﬂdgirsa:;nlt Wth different moni tor |5

41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor

109. 160. 207. 164| st ael 147.237.77. 176 |natpash.icf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect

37.26.147.212  |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

5.102.253.21  |Israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP I nvalid Jinvalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 4

169. 0. 177. 135 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 4

91.200.12. 141 |Wraine 147. 237. 77. 216 |dover.i df .l drop SAMrul e drop 4

130.203.136. 75 |Uhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 4

77.125.149.42 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid Jinvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.

109.64.25.98  |Israel 147. 237.72. 166 |aka i of . i Streamng Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

77.127.160. 200 |israel 147, 237. 76. 147 |chi nuch, aka i of. 1| | S NG Engi ne: TP Invalid  invalid segnent retransissi on. drop 3
Ret r ansni ssi on Packet dropped.

61.183. 148. 136 [Chi na 147.237.77. 176 |natpash.icf.il  |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 3

109. 64. 166.20 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dr opped.

61.183.148.136 |China 147.237.77. 176 |matpash.idf il [Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |3

80. 246. 139. 104 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 99 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or

185. 27. 105. 117 |l srael 147, 237.72. 166 |aka i of . i Streamng Bngine: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

2.54.29.193 I srael 147. 237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

46.19. 86. 76 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

79.181.29.116 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 2

219. 149, 55. 242 [Chi na 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 2

87.68.148.250 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

212.179.34. 154 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.

2.54.29.193 I srael 147. 237.72. 166 |aka.i of .i | SYN At t ack rej ect

5.29. 104. 68 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or

84.228.38.177 |lsrael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber alert 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
81.218.241.25 |lIsrael 147.237.77.216|dover . i df .i | Mil tiple Unauthorized LRL Access from 81.218.241. 25 Bl ock 8
176.13. 2. 215 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 7
82.81.160.227 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
212. 150. 200. 153]l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
149. 88.22. 158 |lsrael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 149. 88. 22. 158 B ock 3
149. 88.22. 158 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 149. 88.22. 158 B ock 3
149. 88. 22. 158 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 149. 88. 22. 158 Bl ock 3
149. 88.22. 158 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from 149. 88. 22. 158 B ock 3
109. 64. 166. 20 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
149. 88. 22. 158 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malfornmed HTTP Header Line from 149. 88.22. 158 Bl ock 2
149. 88.22. 158 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nare from 149. 88. 22. 158 B ock 2
149. 88.22. 158 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Header Val ue B ock 2
149. 88. 22. 158 |l srael 147.237.72. 166 |aka. i df . i | Miltiple NULL Character in Header Name from 149. 88. 22. 158 B ock 2
37.142.68. 88 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
149. 88.68. 119  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 2
149. 88.22. 158 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 149. 88. 22, 158 B ock 2
5.29.101. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
149. 88. 22. 158 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Abnornal |y Long Header Line from 149. 88. 22. 158 Bl ock 2
109. 253.195.8 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.26.149.173 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
216.75.214.5 Eur ope 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/sip_storage/fil es/8/1668.doc  |B ock 1
68. 180. 230. 224 ;q;::s 147.237.76.31 |nakchal .idf.il ma"nztki; T‘i'%ef .\flc;' fé;;’_”h;agaek'\ﬁ;'. ;spx Bl ock 1
46.117.18.234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
107. 178. 194. 83 |1 ' 147.237.77. 216 dover i f .i| [ S!T1DUeC 1?:;}:;;5?&%&??;{)2” Bock |1
2.54.4.145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;};;&;;?&%&??;&” Bock |1
79.181.29.116 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 g‘;tt:: 147.237.76.31 |nakchal .idf.il |illegd Bje Qde Character in Mthod Bock |1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par aret er 4d9c6f 40 i n waw aka. i df . i |/ mai n/ kapat z/ cont act us. aspx [None 1
149. 88.22. 158 |l srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
37.26.149.173 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
217.132.123.12 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/giyus/control s/atuda/ A B ock 1
176.13.13.248 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
84.183.233.51 |Ger nany 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wa i df.il/mazi'a=0 B ock 1
Lhi ted ) _ Unaut hor? zed_ LRL' Access to ' _ _
69.171.228.121 Sates 147.237.72. 166 |aka. i df . i | wan aka. i df.il/si p_st orage/ fil es/ 8/ 71568. pdf &isg=af qj cngOv8wdi zeonshg2 |B ock 1
3phko6xt nghow&si g2=qoyr yy9h2qg8_t n3zeogxva

149. 88.22. 158 |l srael 147.237.72. 166 |aka. i df . i | NULL Character in Method [[#14]]A?A¢> B ock
46.117.34.200 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None

107. 178. 194. 87 |1 ' 147.237.77. 216 dover i f .i| [ SIT1DUeC 1?:;}:;&;;?&%&??;{)2” Bock |1
2.54.43. 225 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;};;;;;?&%&??;&” Bock |1
79.181.29.116 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
169. 229. 3. 91 g‘;tt:: 147.237.76.42 |refuah.idf.il Abnormal |y Long Request et hod B ock 1
66.249.78.199 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.asp B ock 1
37.142. 64. 22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | Mil tipl e Wnaut hori zed URL Access from 178. 255. 215. 87 B ock 1
85. 64. 77. 144 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.125.12.130 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
149.88.22.158 |l srael 147. 237. 72. 166 |aka. i df . i | (Si_SLuj tégﬁ;ﬂﬁﬁ”gﬁ: SZ;DET"J;E?!C:'L\?\EIE; on None 1
46.120.140.58 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
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