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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3000
74.91. 28. 61 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 dr op 1

89. 248. 168. 218 Net her | ands 147.237.76. 38 eeneitav.idf.il Bl ock Udp Al Nets drop 1

106. 8. 19. 44 Chi na 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp Al _Nets drop 1

106. 8. 19. 44 Chi na 147. 237. 76. 148 gacenter.aka. i df.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 80 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |24
. . SYNretransmt wth different .
37.46. 46. 111 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 14
Sreaming Engine: TGP Invalid i i ssi
84.110.209.10 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
84.109. 39. 38 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 7
R SN retransnmit wth different .
85. 64. 50. 105 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal @ nonitor |7
217.69. 133. 226 | XSS! N 147. 237. 72. 166 |aka. i df .| dro SMrule dro 7
T ) Federation ) T ) P P
79.182.163. 176 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
149. 88.111. 46 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |Israel 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.54.133.170  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 17 I sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
5.102. 253. 17 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79.181.134.18 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
85. 250. 33. 205 I srael 147. 237. 77. 243 |mobi l e. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 25 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
79.182.163.176 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 138 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |6
84.109. 39. 38 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
Sreamng Engine: TCP Invalid i i ssi
157.55.39.229 |Wnited Sates |147.237.76.200 |ei tan. aka.idf. i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
84.111.120.9 [ srael 147.237.77. 226 '} chamatz.aka.1df |padq TGP sequence Inval i d ACK number moni tor |4
reanming BEngine: TCP Invali i i ssi
40.77.167.18  |UWited Sates |147.237.76.200|eitan aka idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.230 |Wited Sates  |147.237.76. 200 |eitan aka i df i1 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
130.203.136.75 [lhited Sates |147.237.72.166 [aka. idf.il drop SAMrul e drop 4
Sreaning Engine: TCP Invalid i i ssi
109. 253. 208. 1131 sr ael 147. 237.77. 243 |mobi l e o . i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
185.3.147.125 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
reanmn ine: TCP Invali i i ssi
2.54.59. 168 I srael 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.99.57  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
84. 229. 160. 108 |Israel 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.180  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
80. 246. 137. 171 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 226. 108 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
84.111.120.9  [israel 147.237.77. 226 [} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber alert 3
Sreaming Engine: TCP Invalid i i ssi
79.182. 205. 177 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
77.126.97.211  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
185. 3. 144. 98 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engine: TCP Invalid i i Ssi
79.181. 109. 190 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.55.215 | srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.176.27.104 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
176.13.13.139 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
84.228.54.121 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.173.106 | srael 147.237.77. 234 |hal ag. i f . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.35.205 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
162.247.72.201 |thited Sates |147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
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A tacker .
Attacker Address count ry Target Address |Ste Signature
Russi an . . ) .
141.8.132.78 Feder ati on 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi
185.3.147.14  [israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 249 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.177.96 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 126
46. 19. 85. 249 I srael 147.237.0.34 |tikshuv.idf.il |Too Many of the Same Response Code (404) in Session from46. 19. 85.249 |B ock 118
87.68.144.164 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 68
212. 150. 200. 153]l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 19
79.182.177.96 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 8
79.171.39. 4 LK*i"rfgegom 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 79.171.39. 4 B ock 5
109. 253. 218. 189l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
94.230.86.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 4
46.116. 189. 245 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
213.57.176.5 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54. 40. 63 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.240. 116 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
66.249. 64.233 |lIsrael 147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 66.249. 64. 233 Bl ock 2
- . . |Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Aty in
79.182.177.96  |[Israel 147.237.0.19 |nadimatal .idf.i madi matal i df i |/ 1088- hel ner et z. aspx B ock 2
72.9.148.10 Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to waww navy. i df .il/994-8613- he/ navy. aspx. aspx |B ock
213.57.226. 144 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock
79 183. 232187 |isradl 147. 237, 72. 166 |aka. i df . i | _LhknOV\n Par_amat_ er CFI 00$ct| 00$cphMai n$TochenP aceHol der $bt nAt udaPr i nt None 1
in ww aka.idf.il/nain/giyus/atuda/ asnacht a. aspx
2.54.30.5 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot /i ndex Bl ock 1
! . . Unknown HTTP Request Met hod [[#2]] A AEA-AVP?[ [ #19] ] AA?A™
169.229.3.91  |Uhited Sates |147.237.77.233|atal .idf.il [ [ #5] ] A-ARAsAcrkA; AckB6" =A2A, Ad A¥ASCA #8" A2 in URL Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 [lawforumidf.il|NULL Character in Method B ock 1
Unknown Par anet er
77.125.99. 57 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! aceHol der $passwor dUpdat e$t xt Passwor dRepe |None 1
at in vww aka.idf.il/nain/giyus/fag. aspx
. . . Uhaut hori zed URL Access to
61.183.148. 136 [China 147.237.77.176 [matt pash. i df . i | ww cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
213.57.226. 144 |[Israel 147.237.77.243|nobi l e.i df . i | Dstributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index B ock 1
37.26.146.204 |lsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None
. - Unhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | i i df . i 1/ newsi t e/ f r ench/ kkkkkkk=1ele3eaOkkkkkkk lele3ea0 Bl ock !
79.182.163.176 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
169. 229. 3. 91 Lhited Sates (147.237.77.74 [lawidf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
68.180.228.112 |lnited Sates [147.237.77. 216|dover.idf .il Paraneter Type Mol ation PageNumin waw i df . il/1115-ar/ dover. aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.166|aka. i df .i | Mal formed URL B ock 1
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1133-22638- he/ dover . aspx. B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [lLhited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173.161.52.213 |lhited Sates |147.237.77.74 |lawidf.il Enmail collector robots 14 B ock
84.94.176.188 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
! . . Illegal Byte (de Character in Qery Sring on {O a€2Qu [#23]] %
169.229.3.91  |wnited Sates |147.237.77.74 |lawidf.il [[#6]] AT [ [#27]] 65 (Avag) . 2 Bl ock 1
78.53.5.192 Ger many 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwy i df.il/1086-23082 -he / dover. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 64.106 | srael 147.237.76.31 |nakchal . idf i1 | i i i1 consol ef corel doc. nur / doc. . asp Bl ock !
144. 76. 182. 149 |Ger many 147.237.77.216|dover.i df.il Mil tipl e Unaut hori zed URL Access from 144. 76. 182. 149 B ock 1
37.46.46.111  |israel 147.237.77. 216 |dover . i df . i | Mitiple Fullwidth/Hl fw dth Lhi code Encoding on URJParaneter(+) from jg 1
37.46.46. 111
185. 3. 144. 98 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
; . Distributed Lhaut hori zed URL Access on
91.121.83.118 |France 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 166 |aka. i df .i | Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
68.180. 229. 173 |lhited Sates [147.237.72.166|aka. i df .i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 66. 110. 98 |l srael 147.237.77. 243 |mobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
2.54.133.170 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
173.161.52. 213 |lhited Sates |147.237.77.74 |lawidf.il eMi | Hoar di ng B ock 1
84.108.124.89 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il Mal formed LRL {O a€2Quw [ #23] ] x{ [#6] ] ATE[[#27] ] O (A¥aE! . x2 Bl ock 1
. - Unhaut hori zed URL Access to
144.76. 182. 149 |Ger many 147.237.77.216|dover. i df .l v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
94. 23. 12. 207 France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wordpress/ wo-admn/ B ock 1
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