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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3000

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 796

66. 249. 64. 171 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 384

66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 57
74.91. 28. 61 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|bl ock-sp-trafl drop 1

66. 249. 64. 181 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 1




01-16-2016-11:04:00 to 01-16-2016-12:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

86. 132. 209. 23 Lhited Ki ngdom 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
79.182.19.53  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 183
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.204  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 108
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.109.57.34  |israel 147.237.72. 167 |i shurimaka i ar i | ' SAM NG Engine: TCP Invalid invalid segnent retransnissi on, dr op 96
Ret ransnm ssi on Packet dropped.
54.244.22.103 |lhited Sates |[147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 72
202.3. 255,143 |7 ench. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 38
Pol ynesi a
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i sSi
77.125.13.47  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 21
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85.17 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. dr op 18
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
149.78.36.36  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
84.108. 3. 225 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
176.13.7.0 | srael 147.237.72. 166 |aka. i df . i dr op SAMrul e drop 10
Sreanming Engine: TCP Invalid i i Ssi
157.55.39.98  |wited Qates |147.237. 76. 200 |ei tan. aka.idf.il 9 =g nvalid segnent retransmssion. drop 10
Ret ransnmi ssi on Packet dropped.
138.134.192. 10 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
79.176.27.104 |lIsrael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
66.249.81.137 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8
54.244,22.103 |lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i sSi
66.249.78.170 |tited Sates |147.237.76.200 |eitan. akaidf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
85. 64. 62. 88 I'srael 147. 237. 72. 166 |aka i of . i 9 =g nval i d segrent retransmssi on. dr op 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 174 |Wited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
82. 145. 220. 225 |Europe 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
109. 253. 210. 250]l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 6
66.249.81.141 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
109. 253. 210. 250| srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.102. 254. 53 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 5
188. 120. 148. 133|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
85. 64. 36. 131 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
reaning BEngine: TCP Invali i i sSi
40.77.167.52  |Wited Sates |147. 237.76. 200 |eitan akaich. i1 || M NG Engine: TP Invalid invalid segnent retransnission drop 4
Ret ransnmi ssi on Packet dropped.
203.171.41.47 |New Zeal and |147.237.77.233|atal .idf.il drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
188. 120. 148. 143|lI srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
68.180.231.40 |lhited Sates |[147.237.77.74 [lawidf.il drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi
157.55.39.230 |Wited Sates |147.237.76.200 |eitan. aka. idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
130.203.136.75 |Wited Sates |147.237.72.166 |aka idf.il drop SAMrule drop 4
213.57.201. 64 |lsrael 147.237.77. 170 |mearachot. i df .il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
169. 0. 177. 135 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 4
84.111.126.10 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
199.30.24.119 |wited Sates [147.237.76. 200 [eitan aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
5.102. 254.212 |lsrael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
Sreanming Engine: TP Invalid i i ssi
109. 64.53. 251 |Israel 147. 237.77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.54.190.161 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.171  |israel 147.237.0.34  |tikshwv.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.177.8.162  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
109. 65. 202, 170 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
79.179.17.230 |israel 147.237.76.86 |navy.idf.il 9 =g nval i d segrent retransmssi on. dr op 3
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.183.11.224 |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
79.179.62.17  |israel 147. 237. 72. 166 |aka i of . i 9 =g nval i d segrent retransmssi on. dr op 3
Ret ransn ssi on Packet dropped.
94.230.86. 134 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
85. 64. 36. 131 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
2.52.60. 230 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 94
79.182.177.96 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 78
2.52.60. 230 I srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from |y oo\ 28
2.52. 60. 230
208.115.113.88 |Uhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Lhaut horized URL Access from 208. 115. 113. 88 B ock
109. 253. 204. 28 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
79.182.177.96 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock
. : : Unaut hori zed URL Access to
149. 78. 36. 36 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 4
85.250.77.129 [israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.176.101. 75 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.25.136 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
93.143.190.74 |Qoatia 147.237.77. 216 |dover.idf .il PHP At t enpt B ock 2
93.143.190.74 |Qoatia 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 2
213.57.231.21 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . - DO stributed Lhaut hori zed URL Access on
46.19. 85. 17 I srael 147.237.77. 243 |nobi l e. i df . i | mobi | .1 df i1/ nekudot /i ndex B ock 2
176.13.1.185 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
195. 154. 227. 118|France 147.237.77. 216 |dover.i df .i | Dstributed I11egal HITP \ersion B ock
185. 27. 105. 169 |l srael 147. 237.77. 243 |nobi | e. i df . i | Distributed hauthorized URL Access on Bl ock 1
nobi | e. i df . i1 /nekudot/i ndex
- . Unhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
2.54.188. 146 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock
79.178.50.188 [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None
] . . Unhaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates 147.237.77. 216 |dover . i df . i | Wi f i1/ p storagel il es/ 5/ si ze220x0/ 14805, | pg B ock 1
173.161.52.213 |Uited Sates 147.237.72. 166 [aka. i df . i | Enail collector robots 14 Bl ock 1
- - Unhaut hori zed URL Access to
46.163.68. 111  [Ger many 147.237.77.216|dover. i df . i | Wi i df i |/ shar edl user cont ol s/ header upper / B ock 1
109. 67. 159. 60 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
212.199. 107. 106l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
84.111.108.61 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Pal estini an Territor Unaut hori zed URL Access to
185.40.195.18 | o 147 237. 77. 176 | nat pash.idf.il wwn cogat . i df . i1/t enpl at es/ horepage/ www. yout ube. cond v/ 3 |Bl ock 1
P g51lei 5nuhg
. . Unaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
31.210. 189. 9 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 1
149. 78. 136. 147 | srael 147. 237.72. 166 |aka. i df . i | Ml tiple thraceapl e SSL Sessions from 149. 78. 136. 147 None 1
(Uhknown SSL Sessi on)
. - Unhaut hori zed URL Access to
79.178.145. 127 |Israel 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
’ . . DO stributed Uhauthori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
173.161.52. 213 |lhited Sates 147.237.72. 166 |aka. i df . i | eMi | Hoar di ng B ock 1
m ny- kosher - kravi . i i i
66. 249. 64. 149 |Israel 147.237.0.17 ny 'llegal Paraneter Encoding rnd in . None 1
df.il m ny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
2.52.60. 230 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
213. 8. 204. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
195. 154. 194. 111|France 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
] ; ; Paraneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover.idf . il v i df i 1/ 1362- he/ dover . aspx Bl ock 1
40.77.167. 14 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
] . . Unknown Paraneter catid in
157.55.39.230 |lited Sates 147.237.72. 166 |aka. i df . i | aka. i o i |/ mai 1V rabanut/ gener al . asp None 1
94.230.86.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
173.252.90. 235 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
66.249. 64.233 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 64. 233 B ock 1
i www. chanmat z. aka. i d )
141. 212.122. 177 |Whited Sates 147.237.77. 226 £l Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
. . Unaut hori zed URL Access to
87.68. 63. 57 I srael 147.237.77. 216 |dover. i df . il wiw i df i 1/1133- 12620- he/ dover . aspx<hr ><di v B ock 1
79.171.39. 4 Uhi ted Ki ngdom 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-admin/ B ock 1
195. 154. 194. 111|France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wwu nag.idf.il/wp-1ogin php  [B ock 1
www. chanat z. aka. i d
169. 229.3.91 Lhited Sates 147.237.77. 226 £l Illegal Byte Gode Character in Method B ock 1
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
208.115.113.88 |Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to www navy. i df.il/navy/ B ock 1
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