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M dover.idf.il
M nadimatal .idf.il
M aka.idf.il
M atal.idf.il
M navy.idf.il
Meitan aka.idf.il
I aman. i df . il
M tikshuv.idf.il

i shurimaka.idf.i
M nakchal .idf.il

M 167. 114. 156. 16
79.176. 53. 217
I 84.228.82.59
37.26.149. 152
l 202. 3. 255. 143
W 41.33.231.90
[ 5.28.155. 11
Il 79.182.19.53
77.127.133. 211
M 66. 249. 78. 130
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3211
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
113. 110. 78. 39 Chi na 147. 237.76. 34 yohal an. i df . i | Bl ock Udp All Nets drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 200 eitan aka.idf.il B ock Udp Al Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237. 72. 156 anan.idf.il bl ock-sp-traf1 drop 1
74.91. 28. 62 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1
162. 248. 100. 195 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np Al Net dr op 1
89. 248. 168. 218 Net her | ands 147.237. 76. 148 gocenter. aka. i df.il B ock Wp Al Nets drop 1
162. 248. 100. 195 Lhited Sates 147. 237.76. 201 eatal.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count
New Zeal and 147. 237.77. 233 atal .idf.il [12715 HITP. Bind SQ Injectionin R ock 4
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
202. 3. 255. 143 |French Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
o SWNretransmit wth different
84.228.82.59 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . alert 35
w ndow scal e
. . SN retransmt wth different .
84.228.82.59 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 35
Sreaming Engine: TGP Invalid i i ssi
77.127.133.211 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
41. 34. 63. 198 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi
66.249.78.130 |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85. 65. 12. 52 I'srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.19.53  |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
62.219.148. 115 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence SNTetransmt with different moni tor |7
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 174 |Wited Sates  |147.237.76. 200 |ei tan. aka.i df . il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.218.184.118 |Egypt 147.237.76.86 |[navy.idf.il drop Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
157.55.39.98  |Wited Sates  |147.237.76. 200 [eitan aka i df i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 5
. . SYNPAXK retransmt with different .
85. 64. 176. 95 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence i ndow scal e noni t or 5
79.177.165.53 |lIsrael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
130.203.136. 75 |Lhited Sates  |147.237.72.166 |aka.idf.il dr op SAMrul e drop 4
149.88.238.21 |Israel 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
217. 69. 133. 225 R‘SIS:;”i o 147. 237.72. 166 |aka.i f . i drop SAMrule dr op 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
217. 69. 133. 226 RJSIS::t”i o 147.237.72. 166 |aka i df .| drop SAMrule drop 3
Sreamng BEngine: TCP Invalid i i ssi
149.78.233.28 |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
192.99.41.231 |Wited Sates  |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data  [nonitor 3
Sreamng Engine: TCP Invalid i i ssi
79.177.57.105 |israel 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.10. 167 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 139. 235 |I srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
66. 249. 93. 67 Wited Sates |147.237.77.233|atal .idf.il drop First packet ismt SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
37.142.254.13  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.20.71  |Israel 147. 237. 76. 147 |chi nuch. aka. i df .1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
41.234. 115. 183 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.78.170 |United Sates  |147.237.76. 200 [ei tan. aka i df .11 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
41.234.115.183 |Egypt 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.148.245 |[lsrael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
128.232.110. 28 |United Ki ngdom|147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreamng Engine: TCP Invalid i i ssi
66.249.78.177 |Uited Sates  |147.237. 76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
91.200.12.141  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
169. 0. 177. 135 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop
41. 234, 115. 183 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaming Engine: TGP Invalid i i ssi
66.249.78.184 |lited Sates  |147.237.76.200 [eitan. aka. i df il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
91.200.12. 141 |Ukraine 147.237.77. 216 |dover.i df .i | drop SAMrule drop
45. 55. 53. 138 147.237.77. 176 |natpash.idf.il  |Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  [noni tor
136. 0. 99. 139 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
66.249.78. 144 |United Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
91.200.12.136 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
46.121.65.242 |israel 147. 237. 72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
213.57.231.59 | srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
82.166.20.192 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 181|Wited Sates  |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.176.53.217 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 134
79.176.53.217 |israel 147.237.0.19 |nadimatal .idf.i ;g?l'\%fysso.fzi;'e Same Response (bde (404) in Session from B ock 121
37.26.149.152 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 53
5.28.155. 11 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 18
93.173.235.21 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
185. 3. 147. 141 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
66. 249. 64. 238 |l srael 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut horized URL Access from 66. 249. 64. 238 B ock 3
185. 32. 179. 179 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 3
79.179. 101. 220 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 2
204.13.200.200 [United Sates [147.237.77.216 |dover. i df . il D stri uted 1%“;‘;};;;5?&%\/’2‘??222” Bock |2
176.13.1.76 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
204.13.200.200 |Uited Sates [147.237.77.216|dover . idf il |D o OHed 1Lf3"";_t£'§gi3;?geﬁ\gczsssp;” HBock |2
2.52.144. 242 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/error. htm B ock 2
178. 255. 215. 87 |France 147.237.77.216|dover. i df .il Mil tipl e Unhaut hori zed URL Access from 178.255. 215. 87 B ock 2
184. 105. 247. 195|Wnited Sates [147.237.72.166|aka. i df.i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.102. 9. 81 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
149. 78. 136. 147 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i I11egal HITP Version HITH B ock 1
37.142.196.69 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
178. 256. 215. 87 |France 147.237.77. 216 |dover . i df . i | mti hdofr_' iszlﬁé_pfggls; ch/ kkkkk=8163acf Tkkkkkkk_8163ac! 7 B ock 1
107.178.194.87 |Uited Sates [147.237.77.216 |dover. i df . il D stri utec H;;_t;g;g?ﬁe%f:f?;pzn Bock |1
84.228. 82. 59 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
5.79.100.236  [Netherlands |147.237.77. 216|dover idf . i1 | =t EISEE - Teeees on Bock |1
157.55.39.229 |lnited Sates [147.237.72.166|aka.idf.il Unhknown Par anet er 55bffe68 in waww aka. i df.il/mai n/ hone/default.aspx  |None
79.176.53.217 [Israel 147.237.0.19 |[nmadimatal .idf.i|Too Many 404: Response Code per Session B ock
195. 154. 226. 90 |France 147.237.77.216|dover. i df . il Mitiple Illegal HITP Version from195. 154. 226. 90 B ock 1
180.97.221.22 |China 147. 237.77. 216 |dover. i df . i | ﬂg.igfz'\ﬁzma Retrieval with Inplicit  nversion Errors(+) from .o 1
46.19. 86. 173 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
107.178.194.87 |Uited Sates [147.237.77.216|dover . idf il |0 o1 oS 1ng_t:§éi3§?ﬁeﬁvﬁffpzn Bock |1
85. 250 224.30 |israel 147. 237. 72. 166 |aka. i df . i | ;’kq;r}oc‘t'fw_' ir?:‘;":}tgch;}g:iﬂ 'p?:gg:w n$ephSachar $et1 09 in None 1
185.3.147.192 |Israel 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
31. 154. 3. 222 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
wane aka. i df . i | / mai n/ gi yus/ at uda/ asnacht a. aspx
176.13.1. 15 I srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
93.184.66.227 |3 ovakia 147.237.77. 216 |dover . i df il [DSITIOUeC 1?;;_t2§g;§?ﬂeﬁ;\/pecrclf:p£” HBock |1
180.97.221.22 |China 147.237.77.216|dover.idf .l Mil tipl e signatures from180.97.221. 22 B ock 1
46.120.78.219 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
141.212.122.177|Wited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77. 234/ B ock 1
87.69.153.107 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/8/ 71568/ pdf |Bl ock 1
66.249.78.104 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
107.178.194.83 |Uited Sates [147.237.77.216|dover. idf il |0 oIS 1ng_t:§;éi?ﬁeﬁvﬁffpzn Bock |1
79.178.115.63 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
180.97.221.22 |China 147.237.77. 216 |dover. i df.i |l Lhaut hori zed URL Access to www i df.il/news/ htni/ Bl ock
62.219.148. 115 [ srael 147.237.77. 233at al .i df .| e e horized WL .Aggs)fs on Bock |1
149. 78. 136. 147 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
87.69.198.116 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 1
192. 0. 113. 50 Lhited Sates |147.237.72.166|aka. i df.i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
37.142.64.81 | srael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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