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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3001
42.200. 37. 18 Hong Kong 147.237. 76. 147 chinuch.aka.idf.il [JLM Under Attack_Con_Tcp dr op 2

208. 67. 1. 66 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All Net drop 1

74.91. 28. 62 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1

107. 150. 55. 210 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1

89. 248. 168. 218 Net her | ands 147.237. 76. 38 eeneitav.idf.il Block Np All _Net drop 1

162. 248. 100. 195 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np All Net drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 201 e atal.idf.il B ock Np Al _Net dr op 1

95. 83. 240. 92 Irel and 147.237.8. 24 elifestyle.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
180. 254. 202. 45 I ndonesi a 147.237.77.216  |dover.idf.il |13375: HTTP. Joom a Conponent JCE BOT for JCE B ock 3
209. 173. 241. 141 Lhited Sates 147.237.72. 166 aka.idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
66.76.174. 2 Lhited Sates 147.237.77. 74 lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
159. 203. 4. 142 Lhited Sates 147.237.77.216 |dover.idf.il| |CL000106: HTTP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143  |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 409
176. 13, 16. 62 147 237 76.30 |1srael himsh i df | ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 6
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 76. 174. 2 147.237.77.74 |Uited Sates  |lawidf.il SQ Injection - Select Fom 3
66. 249. 69. 93 147.237.72.166 |Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
172. 98. 200. 238 |147. 237. 72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 77. 212 |Turkey e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
105. 159. 62. 229 |147. 237. 76. 202 [Mor occo e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
105. 159. 62. 229 [147. 237. 76. 202 |Mor occo e halag.idf.il ET SCAN NVAP -f -sS 1
98.119. 105. 221 [147.237.8.24 |thited Sates elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
91.198. 127. 157 |147.237.77.216 ?éjj;’}m dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
176.58.106.95 |147.237.8.24 |United Kingdom |e. lifestyle.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 [147.237.72. 167 i shurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
112.16.76. 209 |147.237.76.38 |Chi na eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254, 181|147. 237. 77. 212 |Tur key e. dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
105. 159. 62. 229 |147. 237. 76. 202 |Mbr occo e halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 236. 76. 210 [147.237.0.16 ny- kosher -kravi .i df .i | SER.’\/E?-APAO-E'Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
98.119. 105. 221 |[147.237.8.24 [Wited Sates e lifestyle. idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
202. 3. 255. 143 |French Pol ynesi a|147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176. 13. 16. 62 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 23
176. 13. 16. 62 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert 19
Sreaning Engine: TP Invalid i i ssi
66.249.78.252 |United Sates |147.237.0.19 |nadi matal.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 6
31.210.188.84 |[Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
91.200.12.136 |lkrai ne 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 4
91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |4
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
46. 19. 85. 52 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
157.55.39.50  |Wited Sates  |147.237.77. 243 |nobile.idf .l 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.85.157  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.143.240  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79. 180. 249. 220 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.164 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
74.63.228.226 |[lhited Sates  |147.237.72. 166 |aka.i cf .i Bad TCP sequence SNretransmt with different monitor (3
w ndow scal e
: o SYNretransmit wth different .
97. 88. 205. 32 Lhited Sates  |147.237.72. 156 |anan.idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i SSi
5. 28. 155. 63 I srael 147. 237. 72. 166 |aka i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.177 |lWited Sates  |147.237.76.200 |eitan. aka idf. il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
37.26.146.166 |lIsrael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
128.232.110. 28 |United Ki ngdom|147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op
37.48.101.193 |Netherl ands 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i SSi
157.55.39.12  |Uited Sates  |147.237.72. 166 |aka.idf. il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
169. 0.177. 135 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
84.228.212.218 |[Israel 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
31.210.188.84 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 253. 159. 150| srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 2
109. 253. 159. 150|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
185. 3. 144. 84 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
84.109.206.19 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
195. 62. 53. 168 RJSS::t”ion 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cenent Geo-1 ocat i on i nbound enf or cerent |dr op 1
74.82.47.16 Lhited Sates |147.237.76.44 |e.refuah.idf.il |Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent |dr op 1
185. 120. 125. 51 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
46.19.85.0 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.102. 253. 50 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or 1
107.150.55. 211 |Wited Sates |147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
84.109. 206.19 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
184.105.139.91 |Wited Sates |147.237.77.176 |natpash.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Lhited Sates |147.237.77.212 (e dover.idf.il Geo-| ocat i on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1
188. 44. 55. 20 stls;;”ion 147.237.8.50 |e.tikshwv.idf.il |Geo-1 ocation enf or cement Geo-1 ocati on i nbound enf or cement |dr op 1
109.64.7.179 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
70.210.74.144 |lhited Sates  [147. 237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184, 105. 139. 123|thited Sates  [147.237.76.34 [yohalan.idf.il  |drop drop 1
94.230.86.135 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.35 Lhited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173.161.52. 213 [Wnited Sates |147.237.77.233|atal .idf.il Header Rej ection header rejection pattern found in f oo |y

r equest




01-16-2016-08:04:04 to 01-16-2016-09:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.121.193.66 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Ml tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock
185. 120. 126. 78 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
] . . D stributed Unauthori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216(dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
m ny-kosher-Kkravi.id |mitiplelllega Byte Qe Character in Paraneter Value from
109. 253. 203. 111l srael 147.237.0. 17 £l 109. 253. 203. 111 Bl ock 2
2.54.166.73 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 64. 238 |l srael 147.237.77.216|dover . i df . i Ml tipl e Unhaut hori zed URL Access from 66. 249. 64. 238 B ock 2
185.13.193.36 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
37.142.64. 42 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
85.130.133.27 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
190. 92.20. 126  |Hondur as 147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wa i df . i | /spanish B ock 1
. . Unknown Paraneter catid in
66.249. 78. 146 |Israel 147.237.72. 166 |aka. i df . i | vaww aka. i df i |/ mai r/ r abanut / gener al . asp None 1
40.77.167.96  [thited Sates [147.237.0.16 [ny-Kkosher-kravi.idf.il [thauthorized UR. Access to www ny-kosher-kravi.idf.il/ B ock 1
’ . . D stributed Unauthori zed URL Access on
162.247.72.212 |Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
’ . - Unhaut hori zed URL Access to
107.178.194. 79 |lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133 22461~ hel dover . aspx. B ock 1
74.91. 28. 62 Wited Sates [147.237.0.19 |nmadimatal .idf.il Unaut hori zed URL Access to www x8s2. comd B ock
66. 249. 66. 45 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . i|/540- he/ pat zar/ aspx |Bl ock
190. 92. 20. 73 Hondur as 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df. i/ spani sh B ock 1
Lhi ted . . D stributed Unauthori zed URL Access on
91.100.247.173 | /o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
192.187.99. 154 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover.aspx |B ock 1
. - Unknown Paraneter gt; in
66.249.78.146 |l srael 147.237.72.166 |aka. i df . i | v aka. i o . i |/ mai n/ r abanut / gener al . aspx None 1
173.161.52.213 |lhited Sates |[147.237.77.233|atal .idf.il Email collector robots 14 Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
77.125.158. 135 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
190. 92. 20. 88 Hondur as 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . Unhaut hori zed URL Access to
66. 249. 66. 67 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pef /1 | es/ 1/ 111351, pdf Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
128.52.128.105 |Lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
97. 88. 205. 32 Uited Sates [147.237.72. 156 |anan.idf.il MBSQ Data Retrieval with Inplicit Qonversion BErors None 1
. . . Paraneter Type Molation FleNange in
194.177.26. 192 |lkrai ne 147.237.77.74 |lawidf.il W | aw i of i1/t enpl at es/ getfil of getfil e, aspx Bl ock 1
66.249.78.154 I srael 147.237.76.86 |navy.idf.i| thaut hori zed LR Access to Bl ock 1
navy. i df.il/giyus/foruniasp/ show or um asp
173.161.52. 213 |Uited Sates [147.237.77.233|atal .idf.il eMi | Hoar di ng B ock 1
’ . . Unaut hori zed URL Access to
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.110.192.34 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
212.83.40.239  [Ger many 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
190. 92.20.113  |Hondur as 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. - Unhaut hori zed URL Access to
66.249. 66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 0/ 1090200, pdf Bl ock 1
128. 232. 110. 29 E?';;gom 147.237.77. 176 [mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
97. 88. 205. 32 Uhited Sates |[147.237.72. 156 |anan.idf.il Ml tipl e signatures from97.88.205. 32 B ock 1
. . . Paraneter Type Mol ation InfoGenterltemin
194, 177.26. 192 |lkraine 147.237.77.74 |lawidf.il vowy | aw i o i1/t enpl at es/ et fi | ef getfi | e. aspx B ock 1
74.63.228.226 |Lnited Sates [147.237.72.166|aka.idf.il MBSQ Dota Retrieval with Inplicit  Qnversion Erors None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - Unhaut hori zed URL Access to
85. 64.195. 41 I srael 147.237.72.166|aka. i df . i | v aka, i df i |/ mai Y sachar / undef i ned Bl ock 1
190. 92. 20. 123  |Hondur as 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66. 249. 78. 9 I srael 147.237.72. 166 |aka. i df . i | thknoun Parareter hc_| ocation in None 1
wwv aka. i df . i1/ mai n/ gi yus/ general . aspx
157.55.39. 143 [wited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. .1 |SSL Wnhtraceabl e Gonnection - Protocol violation
104. 236. 76. 210 147.237.0.16  [ny-kosher-kravi .idf.il (SSL CONN GLI ENT FELLO None 1
74.63.228.226 |Lnited Sates [147.237.72.166|aka.idf.il Mil tipl e signatures from 74.63. 228. 226 B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216(dover.idf.il v i df . i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64. 243  [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/navy/htn/unitfs. asp Bl ock 1
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