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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 425
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3

204. 42. 253. 132 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All Nets drop 1

5. 189. 154. 180 Ger nany 147.237. 76. 38 eeneitav.idf.il |Bock Wip All Nets drop 1

89. 248. 168. 218 Net her | ands 147. 237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1

204. 42. 253. 132 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets dr op 1

89. 248. 168. 218 Net her | ands 147.237.76. 197 e hinush.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

202. 3. 255. 143 147.237.77.216 French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 496
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218. 246. 0. 97 147.237.72. 167 Chi na i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 235. 254. 181 147. 237.76. 38 Tur key eeneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
78.182. 33. 126 147. 237. 76. 198 Tur key e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 253. 96. 122 147.237.77. 227 Chi na e. hanaz. i df.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 197 Chi na e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 235. 254. 181 147. 237.76. 38 Tur key eeneitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
58. 253. 96. 122 147.237.77. 227 Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 4096 1
24.121. 225. 29 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
202. 3. 255.143 |Fench Polynesia |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S reanming Engi ne: TCP i i ssi
46.121.193.66 |Israel 147.237.0.19 |nadimatal .idf.il mng tngihe- 1 Invalid segnent retransmssion. |, 13
Inval i d Retransnission Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant Z;;ed to handle connection monitor |6
109. 201. 154. 179|Net her | ands 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 6
Russi an . .
217. 69. 133. 226 eration 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 4
169. 0.177. 135 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
S reaning Engi ne: TCP i i ssi
199.30.25.183 |Wnited Sates  |147.237.76. 200 [ei tan. aka i df il mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
91.200.12.136 |Wkraine 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 4
Russi an e
217.69. 133. 225 Federat i on 147.237.72. 166 |aka.idf.il drop SAMrul e drop 4
91.200.12.136 [Ukraine 147.237.77. 226 "™ chanat z. aka. T 1 14r oy SAMrul e drop 4
) s . Fail ed to handl e connection .
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant data nonitor |4
S reamng Engi ne: TCP i i ssi
109.67.22.114 |israel 147. 237.72. 166 |aka. i of .11 mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssion Packet dropped.
S reaming Engi ne: TCP i i ssi
62.90. 235. 154  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
109. 253. 222. 139! srael 147. 237. 77. 170 |naar achot . i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreamng Engi ne: TCP i i ssi
157.55.39.98  |Wited Sates 147.237.72. 166 |aka. i df . mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval i d Retransm ssi on Packet dr opped.
128.232.110. 28 |United Kingdom |147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
185.32.179.76 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 253. 222. 139|l srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d AGK nunber alert
61. 135. 190. 200 |Chi na 147.237.0.200 |rdu.idf.il Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
141.212. 122. 185|lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 68 |Lhited Sates 147.237.77. 74 [lawidf.il drop SAMrule drop 1
94.242.228.108 |Luxembourg 147. 237. 77. 216 |dover i df .i | drop SAMrule drop 1
184, 105. 247. 224|United Sates 147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.67.160. 79 Tai wan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
2.54.155. 69 I srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 181|Uhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 [Uited Sates  [147.237.77. 226 "™ chanat 2. aka. 1df. 1 14r op SAMrul e drop 1
105.62.53. 168 |SSIan 147.237.0.17 |MM-kosher-kravi-id \qyn At t ack SYN -> SYN-ACK -> RST rej ect 1
Feder at i on flil
141. 212. 122. 188|United Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
208.115.113.89 |Lhited Sates 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 1
94.242.246.24 |Luxenbourg 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
184. 105. 247. 228|lnited Sates 147.237.0.33 [idf.il drop drop 1
61. 67. 160. 88 Tai wan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
162.216.46.75 |Wited Sates 147.237.0. 17 ;“I”Iy kosher-kravi-1d loyN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.29.15.183 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber aert
141.212. 122. 181|Uited Sates 147.237.77.235sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212.28.230.205 |Lebanon 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant Sjtged to handie connection fopnipor |1
109. 163.234.4 |Ronmni a 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
195. 116. 254. 250|Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
74.82. 47.56 Lhited Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.161.52.213 |UWited Sates  [147. 237. 72. 156 [anan.i df .i Header Rejection rﬁa?;u;{ ection pattern found o vor [
49.183.185.234 |Australia 147. 237. 77. 216 |dover i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 189(thited Sates 147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 176|Wited Sates 147. 237. 76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
208.115.113.89 |lWhited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
95. 38. 61. 199 'F;_Z‘E'bl :i' o |1a7.237.77. 216 |dover. i i1 Bad TCP sequence Invalid ACK nunber aert 1
61. 67. 160. 89 Tai wan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
164. 107. 169. 200|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
87. 69. 102. 96 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 140
87. 69. 102. 96 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 61
46.121.193.66 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 57
46.121.193.66 |Israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 45
46.121. 193. 66
5. 29. 100. 21 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
66.249. 64. 238 [Israel 147.237.77.216|dover.i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 238 Bl ock 2
66.249. 64. 243  [Israel 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 243 B ock 2
77.125.158.135 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
. . Uhaut hori zed URL Access to waw aka.idf.il/niluinitenpl ates/
66.249. 78.160 |l srael 147.237.72. 166 |aka. i df . i | http:/vw aka i df.i1/si p storagelfil es/ 6 66556 pof B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 233 [lIsrael 147.237.77.216|dover . i df .i | ww i df i 1/at al 1/ zkor/ print_bottomasp B ock 1
40.77.167. 43 Lhited Sates |147.237.72.166|aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
157.55.39. 103 |lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
79.178.112.131 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66.249.75.6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1631- he/ r ef uah. aspx |B ock 1
193.169. 86. 17  |lkraine 147.237.72.167|i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72.167/ B ock 1
, m ny- kosher - kravi . i ,
61. 135. 190. 200 |China 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0. 17/ Bl ock 1
5.29.124. 137 I srael 147.237.72. 166 [aka. i df . i | Mitiple Il11egal Byte Gode Character in LR fromb5. 29. 124, 137 B ock 1
105. 107. 193. 104|A geria 147.237.77. 74 |lawidf.il PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72.166|aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
157.55.39. 245 |Uited Sates |147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw i df.il/228-he/faq. aspx B ock 1
80. 246. 136. 118 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
66. 249. 75. 15 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 1
: ; ; D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216 [dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
m ny- kosher - kravi . i _ _
66. 249. 64. 137 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 1
: ; ; Unaut hori zed URL Access to
23.97.233.72 Wited Sates 147.237.77. 216 dover . i df . i ww i df . il1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
105. 107. 193. 104|A geria 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
66.249. 64.239 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ atal . aspx |B ock 1
. - . DO stributed Unaut hori zed URL Access on
158.69.172. 227 |[Wited Sates |147.237.77.216(dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
W, chamat z. aka. i d [unaut hori zed URL Access to
83.169.10.185  [Gernany 147.2317.77. 226 foil v chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper / B ock !
66.249.75.127 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1236- he/ r ef uah. aspx |B ock 1
: ; ; D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216 [dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64.229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
37.205.0. 65 Tur key 147.237.72. 166 |aka. i df . i | MSSQ Dnta Retrieval wth Inplicit  nversion BErors None 1
} . . D stributed Lhauthori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf . il v i dff . i | / 1133- 22638- hel dover . aspx. Bl ock 1
68.180.229.173 [nited Sates |[147.237.72.166|aka.idf.il Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
173.161.52.213 |Uited Sates |147.237.72.156|anan.idf .il Enail collector robots 14 B ock 1
61.135.190.69 [China 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
. . Unknown Par aneter pageNumin
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df . i 1/1 omdi i f or urd asp/ show or um asp None 1
217. 69, 133. 224 RJS|S;$ o 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/gyus B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 Bl ock
37.205. 0. 65 Tur key 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from37.205.0.65 B ock
: . . D stributed Lhauthori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216|dover.idf . il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 64 I srael 147.237.77. 170 [maar achot . i df . i | 147.237. 77,1701 pelf 1 | es/ 2/ 111372, pdf B ock 1
173.161.52. 213 |Uited Sates |147.237.72.156 |aman. i df . il eMai | Hoarding Bl ock 1
61.135.190.71 |[China 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ Bl ock 1
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