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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3680
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
115. 239. 228. 10 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under Attack Con Htp drop 2
196. 207. 132. 208 147.237. 76. 200 eitan. aka.idf.il B ock Up Al Nets drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 39 nobi l e.neitav.idf.il|B ock Np Al Net drop 1
196. 207. 132. 208 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1

89. 248. 168. 218 Net her | ands 147.237. 76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
196. 207. 132. 208 147.237.76. 196 e.sviva.idf.il B ock_Wp Al _Nets drop 1
196. 207. 132. 208 147.237. 76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 34 yohal an. i df .| Block Np All Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

of

Potential Scan or Brute Force

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df .il GPL SCAN nmap TCP 528

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4

199. 191. 56. 188 [147.237.77.19 |Uhited Sates |lawforumidf.il ET SCAN NMAP -sS wi ndow 4096 1

199. 191. 56. 188 |147.237.77.19 |lhited Sates |lawforumidf.il ET SCAN NVAP -f -sS 1

199. 191. 56. 187 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1

178, 150. 187. 1091147 237 0.33  |Wraine il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

85. 90. 244. 88 147. 237. 76. 201 LKJ?i;:gom eatal.idf.il ET SCAN Potential SSH Scan 1

45.79.191.137 |147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1

199. 191. 56. 188 [147.237.77.19 |Wited Sates |lawforumidf.il ET SCAN NVAP -sS w ndow 2048 1

199. 191. 56. 187 [147.237.77.235|lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1

199. 191. 56. 187 |147.237.77.235|lhited Sates |sviva.idf.il ET SCAN NVAP -f -sS 1

186.17.128.57 |147.237.0.34  |Paraguay Cikshuv.idh il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

104.236.78.74 [147.237.0.16 ny-kosher-kravi .idf. il SER"\/E?-APAO-E'Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt

66.249.78.165 |147.237.72.166 |Uhited Sates |aka idf.il SERT\/ER-APAO—E-Apache mod_ssl non-S3. connection to SS. port 1
deni al of service attenpt

218. 148, 130. 17 |147. 237 76,39 |KOr€a Repudlic | o o i i ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1




01-16-2016-06:04:08 to 01-16-2016-07:04:08

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi
66.249.78.147 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | o 10
Ret r ansmi ssi on Packet dropped.
217.69. 133. 225 |WSSIan 147. 237. 72. 166 |aka i of . i | dro SAMrule dro 7
e ) Federati on ) T ) P P
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
67.234.195.101 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence nonitor |4
reaming BEngi ne: TCP Invali i i ssi
157.565.30.174 |[lhited Sates |147.237.72. 166 [aka. idf.il Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
Russi an . s Sreaming Engine: TGP Invalid|invalid segnent retransnissi on.
130. 193. 37. 16 eration 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Russi an C Streamng BEngine: TGP Invalid|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i sSi
66.249.79.123 |wited Sates [147.237.77. 243 [nobile.idf il 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.69.93  |Uited Sates [147.237.72. 166 |aka i of i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
67.234.195.101 |Lhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert
79.176.207. 120 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanmng Engine: TGP Invalid i i ssi
66.249.69. 109 |lnited Sates |147. 237.72. 166 |aka i f il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
157.55.39.230 |Wited Sates |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.
Lhi ted R . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147.237.76. 202 |e.hal ag.idf il Geo- | ocati on enf or cenent onf or coment drop 2
67.234.195.101 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
128. 232. 110. 28 E?';gegom 147. 237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
67.234.195.101 |Wnited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
91.194.84.106 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
169.0.177. 135 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
74.82.47.11 Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
61.135.190. 198 |China 147.237.0.35 |akavs.idf.il drop drop 1
141.212. 122, 191|wited sates  [147.237. 76. 196 |e. sviva i df i Geo- | ocati on enf or cenment ﬁ?olr 822;?” I nbound drop 1
93.174.93.218 |Netherlands 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 110|Wnited Sates |147.237. 77. 227 |e. haraz. i df . i | Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
74.82.47.11 Lhited Sates |147.237.76.34 |yohalan.idf.il dr op drop 1
106. 75. 199. 187 |cni na 147. 237. 76. 197 |e. hinush. i df . | Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
192. 218. 247. 238|Japan 147.237.77. 176 |mat pash. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
141.212. 122. 187|Wited Sates  [147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 |Lhited Sates [147.237.0.19 [nadi matal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 188|Wnited Sates  |147.237.0.17 ][“I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
79.176. 207. 120 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
216.218.206. 104|lnited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
168. 235. 207. 155|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
195. 66. 76. 4 Ger many 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nmonitor 1
141.212. 122. 190|Wited Sates  [147.237. 76. 196 |e. sviva i df i Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

At acker

Devi ce

‘Country ‘Target Address |Site Sgnature Acti on ‘Count
176.13.2.215 |[Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
73.22.155.10 [Lnited Sates 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to ww i df.il/newsitel english/ B ock 2
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 [Wited States  [147.237.77. 216 |dover . i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . Unknown Par anet er anp; docid in
66. 249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i 1V gj yus/ gener al . aspx None 1
. . |SL Wnhtraceabl e Gonnection - Protocol violation
104. 236. 78. 74 147.237.0.16  [ny- kosher-kravi .idf.il (SSL CONN GLI ENT FELLO None 1
. . Unhaut hori zed URL Access to
66. 249. 64. 243 |l srael 147.237.77. 216 |dover . i df . i | ww i df i1 /navy/ ht i/ hi st ory/ i n nivzai masp B ock 1
) . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
) . . D stributed Lhaut horized URL Access on
107.178.194. 87 |Lhited States  |147.237.77.216|dover. i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
) . . . Paraneter Type M ol ati on PageNumin
68.180.228. 109 |Lhited Sates  [147.237.0.34 |tikshuv.idf.il v ti kshuv, i df . 1/901- he/ t1 kshuv. aspx Bl ock 1
) . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Wited States  [147.237.77. 216 |dover. i df .i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
m ny- kosher - kravi . id ,
104. 236. 82. 148 147.237.0. 17 £l Untraceabl e SSL Sessi ons: Whsupported d pher None 1
66. 249. 64. 254 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal .idf.il/size220x0/ si p_st orage B ock 1
217.69. 133. 226 :32::: on 147.237.72. 166 |aka. i df . i | SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
108.232.1.45 |lhited Sates 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
m ny- kosher-kravi .id
66. 249. 64. 137 |l srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 1
) . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
) - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . S3. Untraceabl e Gonnection - Protocol violation
66.249. 78. 165 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
108.232.1.45 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
m ny- kosher-kravi.id i i
77.127.204.3 |israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny- kosher-kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
. . Unhaut hori zed URL Access to
66. 249. 64. 230 [l srael 147.237.77. 216 |dover.idf . il 147. 237, 77. 216/ 1065- he/ dover . aspx Bl ock 1
207.46.13.125 |lhited Sates  [147.237.77.176 |nat pash. i df . i | Uhaut hori zed UR. Access to www cogat . i df .il/894-ar Bl ock 1
) . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Lnited States  |147.237.77.216|dover. i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
128. 232. 110. 29 |Uni ted Ki ngdom [147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock
m ny- kosher-kravi .id _ ,
77.127.204. 3 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from77.127.204.3 None 1
. . Unaut hori zed URL Access to
66.249. 64. 238 [l srael 147.237.77. 216 |dover . i df . i | wowv i of i1/ nternati onal training/i nternational courses. asp B ock 1
) . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates  [147.237.77. 216 |dover. i df .i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
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