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01-16-2016-05:04:01 to 01-16-2016-06:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3061




01-16-2016-05:04:01 to 01-16-2016-06:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Count

14.52. 233. 67 Korea, Republic of 147.237.77. 216 dover.idf.il ]9310: HITP. Suspicious HITP Request Per mit 1




01-16-2016-05:04:01 to 01-16-2016-06:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Ste |Signature

202. 3. 255. 143 147.237.77.216 |French Polynesia  |dover.idf.il GPL SCAN nmap TCP 524
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41. 140. 253. 9 147.237.76.199 [Morocco e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
218. 246. 0. 97 147.237.77.226 [China W chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
176. 58. 106. 95 147.237.76.202 |United Kingdom |e halag.idf.il ET SCAN Potential SSH Scan 1
168. 62.238. 153  [147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
114. 112. 90. 54 147.237.8.24 Chi na elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.114 |147.237.76.34 Lkr ai ne yohal an. i df .il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
82.117.208.243  |147.237.8. 46 e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.140. 253. 9 147.237.76.199 [Morocco e. nakchal .idf .i | ET SCAN NMAP -sS wi ndow 4096 1
41. 140. 253. 9 147.237.76.199 [Morocco e. nakchal .idf.il ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147.237.77.176 |China nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
176. 58. 106. 95 147.237.0.19 United Kingdom |nadimatal.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153  [147.237.76.31 Lhited Sates nakchal . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.114  |147.237.76. 34 Lkr ai ne yohal an. i df.il ET SCAN NVAP -sS w ndow 1024 1
82.166.184.187  |147. 237.0. 200 I srael ndu. i df i | ET SCAN NMAP -sS wi ndow 4096 1
45.79.183. 130 147.237.77. 170 naar achot . i of . i | ET SCAN Potential SSH Scan 1




01-16-2016-05:04:01 to 01-16-2016-06:04:01

|Top Attackers In FW |

Attacker Address étuiikre; Target Address |[Ste Signature z\t/ii((:;
202. 3. 255. 143 ';)lemh. 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 37
ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i dof .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 8
64.19. 78. 243 Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo-| ocati on enf or cenment Geo- | ocati on i nbound enf orcenent |drop 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
173.208. 136. 170|thited Sates |147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nenitor |5
173.208. 136. 170|Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
157.565.39.174 |United Sates |147.237.72.166 |aka.idf.il Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.

169.0.177. 135 147.237.77. 216 |dover.idf .il drop SAMrule drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
46.120.107.232 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 4
84. 109. 68. 35 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 2
75.126.221.55 |Uhited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 2
46.120. 107. 232 |Israel 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 2
75.126.221.55 |Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor 2
74.82.47.6 Lhited Sates |[147.237.76. 148 [gocenter. aka.i of .ilfdr op drop 1
216.218.206.90 |[Lhited Sates [147.237.8.14 |e.orchot.idf.il |Geo-| ocation enforcement Geo- 1 ocati on i nbound enf or cenent |dr op 1
184.105. 139. 82 |Uhited Sates [147.237.76.201 (e atal.idf.il Geo-1 ocat i on enf or cement Geo-l ocati on i nbound enf or cenent |drop 1
52.53.218. 29 Lhited Sates |[147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 1
208.115.113.89 |lhited Sates [147.237.72.166 [aka.idf.il drop SAMrule drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.14 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 102|Lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
184. 105. 247. 220|Whited Sates |[147.237.77.19 |lawforumidf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 75. 199. 187 |Chi na 147.237.0.19 |nadi matal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 1
74.82.47.22 Lhited Sates |147.237.77.216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 108|lnited Sates |147.237.76. 147 |chinuch. aka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 252|Uhited Sates [147.237.8.24 |e.lifestyle.idf.il [Geo-1 ocati on enf or cenment Geo- | ocati on i nbound enf or cenent |drop 1
141.212.122. 179|Whited Sates |[147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
65.19.167.132 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 1
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
208.115.113.89 |Lhited Sates |[147.237.77.216 |dover.idf.il drop SAMrul e drop 1
216.218.206. 111|Lhited Sates [147.237.76.38 |e.e.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 180|Wnited Sates [147.237.77.233|atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
68.190.208. 233 |Lhited Sates |147.237.72.166 |aka idf.il Bad TCP sequence Invalid ACGK nunber noni t or 1
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber moni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
Korea, Republic . .
14.52. 233. 67 of 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 5
14.52. 233. 67 ?rea’ Republicly 47 237.77. 216 |dover . i df i | Mil tipl e Unauthori zed URL Access from 14. 52. 233. 67 Bock |4
157.55.39.230 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1133-19149- he/ dover Bl ock 1
. . Uhaut hori zed URL Access to
104.236.227. 151 147.237.76.31 [nakchal . i df . il nakhal . i df . i|/894-he/ nakhal . aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
’ . . DO stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 66.249. 64. 233 B ock 1
173.208.136. 170|lhited Sates |147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/fth.inagegal | ery.aspx |B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
ny- kosher - kravi . i df . _
104. 236. 31. 180 147.237.0. 16 i Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . i | wwv i df i | /sip_storagel fil es/ 8/ kkkkkkk=074de65f kkkkkkk_074de6 |B ock 1
5
159. 203. 105. 189|United Sates [147.237.77.216|dover.idf.il Lhtraceabl e S Sessi ons: Unhsupported d pher None 1
106. 75. 199. 187 [Chi na 147.237.0.19 |madimatal .idf.il D stributed Unaut hori zed URL Access on 147.237.0. 19/ B ock 1
67.19.79. 218 Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
: . ] O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173.208. 136. 170|Uhited Sates [147.237.77.216|dover.idf .il Adnin Bl ocki ng B ock 1
141.212.122. 177|Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
104. 236. 71. 39 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e QGonnection - Lhsupported d pher None 1
Russi an wWww. chanmat z. aka. i d ) )
188. 143. 232. 40 . 147.237.77. 226 . Mul tiple Whauthorized URL Access from 188. 143. 232. 40 Bl ock 1
Federation foil
159. 203. 110. 232|Uhited Sates [147.237.76.39 |nobile.neitav.idf.il |Wtraceable SSL Sessions: Uhsupported d pher None 1
] . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
74.82.47.2 Uhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
] . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
173.208. 136. 170|Uhited Sates [147.237.77.216|dover.idf .il Ml tipl e Admin Bl ocking from 173. 208. 136. 170 B ock 1
: ] . Uhaut hori zed URL Access to
157. 55. 39. 98 Uhited Sates [147.237.72.166|aka.idf.il voww aka. i o . i 1/ val t and nai v procedur e. asp Bl ock 1
m ny- kosher - kravi . i ,
104. 236. 73. 21 147.237.0. 17 df il SSL Uht raceabl e Gonnection - Uhsupported A pher None 1
Russi an WWW. chamat z. aka. i d Uhaut hori zed LRL Agcess to
188. 143. 232. 40 . 147.237.77. 226 . wan chanat z. aka. i df . i |/t enpl at es/ sear chresul t s/ searchresul ts. aspx/t |B ock 1
Federati on foil i i
enpl at es/ sendt of ri end/ sendt of ri end. aspx
Korea, Republic . . Unaut hori zed URL Access to
14. 52, 233. 67 of 147.237.77. 216 |dover . i df . i | v i df i 1/ wp- cont ent / upl oads/ i nf o. php B ock 1
173.208. 136. 170|thited Sates |147.237.76.86 [navy.idf.il Ml tipl e Admin Bl ocking from 173. 208. 136. 170 B ock 1
: . ] O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
81.7.15. 115 Ger many 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
: . ] O stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173. 208. 136. 170|lhited Sates |147.237.77.216|dover.i df .i | Ml tipl e Unhaut hori zed URL Access from 173.208. 136. 170 B ock
157.55.39.230 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 157.55. 39. 230 B ock
ny- kosher - kravi . i df . .
104. 236. 82. 76 147.237.0. 16 y Untraceabl e SS. Sessi ons: Lhsupported d pher None 1
. . DO stributed Whaut hori zed URL Access on
195. 154. 83. 161 |France 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 64. 230 |Israel 147.237.77. 216 |dover.i df .i | Unaut hor i zed URL Access to 147.237. 77. 216/ 1086- he/ dover . aspx |B ock 1
173.208.136. 170|lhited Sates |147.237.76.86 [navy.idf.il Ml ti pl e Unhaut hori zed URL Access from 173.208. 136. 170 B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
95.130. 13. 157  |France 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Whaut hori zed URL Access on
178.20.55.18  |France 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
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