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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3019
119. 164. 254. 57 Chi na 147.237.72. 166 aka.idf.il Frk_Under Attack _Con_Tcp drop 2
113.77.27.2 Chi na 147.237.76. 31 nakchal .idf.il ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
211.23.251. 92 Tai wan 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 1
59. 120. 255. 127 Tai wan 147.237.77.74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1

62. 210. 143. 245 France 147. 237.72. 166 aka.idf.il |CL000106: HTTP: najestic bot Bl ock 1
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|Top Attackers In |D|

Target Address étotua;]ctkf; Signature
202.3.255.143 (147.237.77. 216 ';;F;‘rfgsia dover i df il GPL SCAN nmap TCP 520
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
211.23.251. 92 |147.237.77.74 |Taiwan lawidf.il QA Injection - Select From 3
59. 120. 255. 127 |147.237.77. 74 |Tai wan lawidf.il S Injection - Select From 3
222.186. 34. 148 [147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
222.186. 34. 148 (147. 237. 76. 148 |Chi na gacenter. aka. idf.i [ET SCAN Potential SSH Scan 1
114.112.90. 54 |[147.237.0.34 [China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.216.2.13 147. 237. 77. 216 |Tai van dover.idf.il SER.\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
222.186. 34. 148 [147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147. 237. 8. 24 elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
Sreamng Engine: TCP Invalid i i ssi
84.110.54.112 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
Sreaming Engine: TGP Invalid i i ssi
66.249.78.130 |tnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.174 |Wited Sates  |147.237.72. 166 |aka.iof i 9 =9 Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.147 |twited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 8
Ret ransni ssi on Packet dropped.
46. 19. 85. 233 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.181.140. 176 |l srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
Russi an s
217.69. 133. 225 erat i on 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 4
Sreanming Engine: TCP Invalid i i SSi
66.249.78.170 |tited Sates |147.237.76.200 [eitan. aka. idf il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
Sreaning Engine: TCP Invalid i i Ssi
166.137.8.61  |[hited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |4 4
Ret ransni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
Sreaming Engine: TGP Invalid i i ssi
157.55.39.229 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.144.16 |l srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 6 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 76 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.74.12  |twited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
128. 232. 110. 28 E?';gegom 147. 237. 76. 200 |eitan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
Sreaming Engine: TGP Invalid i i ssi
157.55.39.98  |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
24.44.17. 70 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject
169. 0.177. 135 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i Ssi
66.249.78.160 |Wnited Sates |147.237.72.166 |aka i df.il 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.73.201 |United Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
37.187.43.27 France 147.237.77. 216 |dover.idf . i | D rectory Traversal directory traversal overflow noni t or 1
173.205.127.20 |Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
104.130.78.65 |Uhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
46. 19. 85. 233 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
184.105. 139. 118|wnited Sates  |147. 237. 77. 226 “:"IW chanat z. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
75.126.221.55 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
184.105. 247. 227 |United Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
178. 32. 53. 94 Eiqlr:gegom 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
218.22.211.69 [China 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
73.128.131.109 |Uhited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop
184. 105. 247. 212|wnited Sates  [147.237.8.14 [e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
204.85.191. 30 |Uhited Sates |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow nonitor |1
180. 76. 15. 150  |Chi na 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 32 Lhited Sates |147.237.77.235(sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.231. 221. 211 |Liberia 147.237. 77. 216 |dover.i df .il Drectory Traversal directory traversa overflow nonitor |1
50. 7. 178. 100 Net her | ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184. 105. 247. 216|Wited Sates |147.237.77. 235 [sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.218. 175. 146 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
212.117.180.21 |Luxenbourg 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
184.105.139. 96 |Uhited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 36 Wited Sates |147.237.77.205[prisha.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 139 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 27
) . . Unaut hori zed URL Access to
157.55.39.174 |Uhited Sates [147.237.72.166|aka.idf .il vaww aka, i o . i | / sachar f or s/ downl oadf or m asp B ock 1
. . Unhaut hori zed URL Access to
66.249.78. 144  |Israel 147.237.76.86 [navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
217. 69. 133. 68 RJS|S;$ o 147.237.72. 166 |aka. i df . i | Uhaut hor i zed LRL Access to aka.idf.il/gius Bock |1
. . DO stributed Uhaut hori zed URL Access on
109. 201. 154. 195|Netherl ands ~ |147. 237. 77. 216 [dover. i df . i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 250 |l srael 147.237.77.234|hal ag.i df . il vwy | ogi sti cs. atal i df .1 1/si ze100x0/ si p st or age Bl ock 1
176. 50. 148. 208 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation part in wawidf.il/hebrew nakhal /page.asp  |B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
. . . SS. Lhtraceabl e nnection - Protocol violation
61.216.2.13 Tai wan 147.237.77. 216 |dover.i df .i | (SSL CONN LI ENT FELLO None 1
128. 232. 110. 29 z‘;;gom 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to 147. 237.76. 200/ Bl ock 1
66. 249. 66. 55 I srael 147.237.76. 147 |chi nuch. aka. i df .i| |Wwauthorized UR. Access to waw chi nuch. aka. i df.il/404. htm B ock 1
. . D stributed Uhaut hori zed URL Access on
5.135.66.213  |France 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
184. 105. 247. 195|thited Sates [147.237.0.19 |madimatal .idf.il Uhaut hori zed URL Access to 147.237.0.19/ B ock
74.82.47.4 Lhited Sates [147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ B ock
64.19. 78. 242 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
Russi an Unaut hori zed URL Access to wwv idf.il/1133-17275-he/ x—x™xce
141.8.132.78 . 147.237.77.216|dover . i df . il X"XPXoXeXTMX" XxAXEXE XOXEXeX© XZX"X" xox@ X7x" xex" x' B ock 1
Federation .ol B i@ s Ta e in - nee ~
X7 X] XexXEX” X'XX'Xex'X” x@eXTMx" x™ x"x" x§x"xexq aspx
. . . Unhaut hori zed URL Access to
66. 249. 66. 145 |l srael 147.237.76.200(ei tan. aka. i df .| vowy ei tan. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock 1
37.49.226.232 |[Netherlands [147.237.77.216|dover.idf.il Enail collector robots 14 Bl ock 1
. . . D stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
! . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
m ny- kosher - kr avi . Ill1egal Paraneter Encodi ng _
66.249. 64. 143 |l srael 147.237.0.17 |. ) VsV axZXOUY! 9: nRp: CUt %YC4) S2Z9KLNT* N B_dHSsf {j 41sveTwA(zl ; |None 1
idf.il 70(vz?)k in mny-kosher-kravi.idf.il/aj ax/ creat ecapt chai nage. aspx
157.55.39.142 |thited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.75. 107 | srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 1
37.49.226.232 [Netherlands |147.237.77.216|dover.idf.il eMai | Hoar di ng Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.87 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wawidf.il/mvtza/ B ock 1
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