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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3000
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 212
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets

drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 gle;fgsia dover i df .il GPL SCAN nmap TCP 518

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4

95.45. 254,123  |147.237.72. 166 |Irel and aka. idf.il SERVER APAOE Apac.he mod_ss|non-SSL connection to SS 3
port denial of service attenpt

134.191.232. 71 |147.237.76.30 |israel hi nush. i df .i | ET SCAN NVAP -sA (2) 2

66. 249. 66. 39 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2

187.246. 12. 104 |147.237.72.14 |Mexico dover.idf.il (ol d) ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force

5. 39. 222. 253 147.237.77.235|Netherl ands  |[sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1

5. 39. 222. 253 147.237.77.179|Netherl ands  |e. mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1

218. 246. 0. 97 147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1

5. 39. 222. 253 147.237.77. 61 |Netherl ands e.cogat.idf.il ET SCAN Potential SSH Scan 1

189, 19, 95. 64 147 237.0.33  |mrasil il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

175 173. 210 1111147 237 0.35 |chi na akave. i df il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

114.112.90.54 |147.237.0.35 |China akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024

85. 90. 244. 88 147.237.77. 212 E;ir:;cci]om e.dover.idf.il ET SCAN Potential SSH Scan 1

62.8.76. 34 147.237.0.34  |Kenya Cikshov. i i1 ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

5.39.222. 253 147.237.77. 227 |N\etherl ands ~ |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1

5. 39. 222. 253 147. 237. 77. 170 |Net her | ands naar achot . i df .i | ET SCAN Potential SSH Scan 1

218 84. 187 166 147 237 0.35 |ani na akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

5. 39, 222. 253 147.237.77.61 |Netherlands |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreaning Engine: TQP Invalid i i SSi

84.110.54.112 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g 72
Ret r ansmi ssi on Packet dropped.

202. 3. 255. 143  |Fench Pol ynesi a|147. 237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 37
Sreaning Engine: TCP Invalid i i SSi

109. 67. 43.106 | srael 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 21
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

50.170.92.137 |lnited Sates  |147. 237. 77. 216 |dover. i df .i | g =g Inval id segnent retransmssion. 20
Ret r ansmi ssi on Packet dr opped.

217.69. 133, 225 |WSSIan 147.237.72. 166 |aka. i df . dro SMrule dro 8

T ) Federation ) T ) P P

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
Sreanming Engine: TCP Invalid i i ssi

66.249.78.130 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.

31.210.188. 111 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid ' i ssi

66.249.65.251 |United Sates  |147.237.76.86 |navy.idt.il 9 =g Inval id segnent retransmssion. 4
Ret r ansmi ssi on Packet dr opped.

185.3.147.216 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3

64.246.165. 140 [United Sates  [147.237.77. 233 atal i df. il Header Rejection :'eqemuee;tre’ ection pattern found in Jopnivor |3

169. 0.177. 135 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreaning Engine: TQP Invalid i i SSi

66.249.78.137 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dr opped.

31.210.188. 111 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or

134.191.232.70 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

208.115.113.89 |lnited Sates [147.237.72.166 |aka.idf.il drop SAMrul e drop
Sreamng Engine: TP Invalid i i ssi

66.249.64.250 |lnited Sates |147. 237.77. 234 |hal ag.i df .i | g =g Inval id segnent retransmssion. 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi

199.30.25.17  |[Wiited Sates |147.237.76. 200 [eitan. aka.idf .l g =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dr opped.

134.191.232. 70 |lIsrael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber aert 2

69. 125. 160. 106 |Lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1

50.170.92.137 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 184|nited Sates  |147.237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

134.191.232. 72 |Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

201. 201. 27. 154 |osta Rca 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 1

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 179|Wnited Sates |147.237.76.200 |eitan.aka. idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

208.115.111. 68 |Lhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 1

74.82.47. 42 Lhited Sates  |147.237.77. 212 |e. dover.idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent

141.212.122. 188|nited Sates |147.237.76.34 |yohalan.idf.il drop drop 1

141.8.132.78 R‘Sf:;”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

216.245.218.190|Lhited Sates  |147.237. 77. 216 |dover. i df.i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1

134.191. 232. 68 |l srael 147.237.76.30 |[hinush.idf.il Network Quota Mol ation Network quota was exceeded noni t or 1

201. 203. 183. 34 |Qsta Rca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1

69. 125. 160. 106 |lLhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber alert 1

141.212.122. 181|wnited Sates  [147.237.8.27 e nadimatal.idf.il|Geo-1 ocation enf or cenent i?olrggi'nfn | nbound drop 1

134.191.232.71 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert

77.247.181. 162 |Netherl ands 147.237.77. 216 |dover.idf.il drop SAMrul e drop

195. 62. 53. 168 R‘Sf:;”ion 147. 237.72. 166 |aka i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1

141.212.122. 189|nited Sates  |147.237.76.34 |yohalan.idf.il drop drop 1

141.212.122. 177|United Sates  [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1

134.191. 232. 69 |lIsrael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber aert 1

201. 207.132. 110|Qosta Rca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1

69.125.160. 106 |Lhited Sates  |147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence I'nval i d ACK nunber monitor |1

180.76.15. 152  [Chi na 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

45.79. 168. 168 147.237. 77. 176 |nat pash. i of . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |1

141.212.122. 182|Wnited Sates  [147.237.8.27 e nadimatal.idf.il|Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
208.115.113.89 |Whited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop
134.191.232.71 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

dgnature

Devi ce

‘Count

Country Action
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | wiw cogat i o i |/si p,_storagelfi | es/ O/ si 2220x0/ 3410,  pg. Sr Bl ock 3
217. 69. 133. 226 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: si gal gs oS Attack None 2
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
: . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
62. 109. 29. 194 RJSf;:I”i on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/story. aspx B ock 1
188. 123. 104. 111|9 ovaki a 147.237.77.216|dover. i df . i | PHP Attenpt B ock 1
141.212.122. 177|Wnited Sates [147.237.76.200|ei tan. aka. i df . il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
. . D stributed Uhaut hori zed URL Access on
94.242.246.24 [Luxenbourg |147.237.77.216 |dover.idf.i| v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
27.116.51.227 |india 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xnhrpc. php Bl ock 1
: . . D stributed Unaut hori zed URL Access on
162.247.72.216 |Uhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 19133- he/ dover . aspx Bl ock 1
188. 123. 104. 111|9 ovaki a 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw i df.il/xmrpc. php Bl ock 1
157. 55. 39. 12 Lhited Sates |147.237.76.200|eitan. aka.idf.il Mil ti pl e Unaut hori zed URL Access from 157. 55, 39. 12 B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
95. 45, 254. 123 |Irel and 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
. . D stributed Unaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i | www. i df i | / 1133- 19689- he/ kkkkkkk=17a07365kkkkkkk 17a07365 |2°K |
134.191.232.68 |Israel 147.237.76.30 |hi nush.idf.il Lhknown Paraneter anp;t in wwu chi nush. atal .idf.il/webresource. axd [None 1
. . Unaut hori zed URL Access to
66. 249. 93. 48 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
188. 143. 232. 13 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Lhaut horized URL Access from 188. 143. 232. 13 B ock 1
: . . . Unaut hori zed URL Access to
157.55. 39. 12 Uited Sates |[147.237.76.200|eitan. aka.idf.il Wi ei tan. aka, i df i |/ enpl at es/ nevs/ nevs. i n. aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
212. 150. 236. 142 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/hi nuch B ock 1
Unknown Par anet er
46.117.218.98 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenM acetol der $ct | 12%$ct | 01%ct | 03$r adQuest i o |[None 1
nin ww aka.idf.il/nain/giyus/questionnaire.aspx
184. 105. 247. 196|United Sates |147.237.72.167|i shuri maka. i df.i| |UWauthorized URL Access to 147.237.72. 167/ Bl ock 1
. . . Unknown Paraneter anp;rnd in
134.191.232.69 |Israel 147.237.76.30 |hi nush.idf.il v chi nush. atal .1 df i | /shar ed/ aj ax/ cr eat ecapt chai nage. aspx None 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 13 er ati on 147.237.77. 216 |dover . i df .i | wwn i df i 1/tenpl ates/articl e/ article.in aspx/ tenpl at es/ sendt of ri end/ sen |Bl ock 1
dt of ri end. aspx
157. 55. 39. 13 Uited Sates |[147.237.76.200|eitan. aka.idf.il Ml tipl e Unaut horized URL Access from 157.55. 39. 13 Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . . . D stributed Uhauthori zed URL Access on
46. 166. 170. 3 Li t huani a 147.237.77.216|dover. i df . i | v i df i | / 1133- 22638- hel dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
185. 65. 135. 227 |Sweden 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
) nobi [ e. nei tav.idf.i .
141.212.122. 177|lhited Sates |147.237.76.39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
69.125.160. 106 [lnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 1
] . . URL is Above Root Directory
198.204.249.34 |Uhited States  |147.237.77. 216 |dover. i df il viwy i df . i | /. ./ shared/ user cont rol s/ header upper/ Bl ock !
27.116.51.227 |Iindia 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
} . . . Uhaut hori zed URL Access to waw ei tan. aka. i df.il/21093-7963- he/ xZ
157. 55. 39. 13 Lhited Sates [147.237.76.200(ei tan. aka.idf.il XXM xOx—xZxoxV. aspx B ock 1
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