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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site

|Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3362
185. 62. 189. 53 Net her | ands 147.237.76. 198 e.yohalan.idf.il |B ock Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

83.218. 232. 238 krai ne 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
CGountry

Signature

202.3.255.143 (147.237.77. 216 g)le;rclgsia dover i df il GPL SCAN nmap TCP 512
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80. 246. 136. 215 |147.237.0.19  [Israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
66.249.66.65 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249.66.81 [147.237.76.30 |[Wited Sates |himush.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 9 147.237.77.176|Wnited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 2
176.58. 106. 95 [147.237.77.234 zi;gegom hal ag.idf.il ET SCAN Potential SSH Scan 1
104. 37. 187. 183 [147.237.76. 42 |Uited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
89.248.172.98 |147.237.0.15 |[Netherl ands kosher-kravi .idf.il ET SCAN Behavi or al LhUSUT’:ll ! y fast Termnal Server Traffic, 1
Potential Scan or Infection
5.39.222.253 [147.237.0.200 [Netherlands . i of . i | ET SCAN NMAP -sS w ndow 1024 1
196. 47.173.21 |147.237.77.176|Qte DIvoire |nmatpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84 [147.237.76.38 [China e.eneitav.idf.il ET SCAN NMAP -sS w ndow 4096 1
104. 236. 63. 196 [147. 237. 0. 16 ny- kosher - kravi .i df . SERVER APAQFE Apache nod_ss| non- SSL connection to SS.port |,
deni al of service attenpt
90.174.2.5 147. 237. 77. 216 |Spai n dover.idf.il portscan: TCP D stributed Portscan 1
82.117. 208. 243 |147. 237.77. 19 | aw forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.77.176 |Qte DIvoire |nmatpash.idf.il ET SCAN NVAP -sS w ndow 4096 1




01-16-2016-02:04:00 to 01-16-2016-03:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il |dr op First packet isn't SN drop 68
202. 3.255. 143 |Rench Pol ynesi a|147. 237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
90.174.2.5 Spai n 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TCP Invalid i i ssi
207.46.13.99  |Wited Sates  |147. 237.76. 200 |eitan. aka. i df . 9 =g Invalid segnent retransmssion. dr op 8
Ret r ansni ssi on Packet dropped.
90.174.2.5 Spai n 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
Russi an s -
195. 91. 224. 113 ration 147.237.77. 176 |natpash.iof .il |dr op First packet isn't SYN drop 6
90.174.2.5 pai n 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
90.174.2.5 Spai n 147.237. 77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber aert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Failed to handl e connection data  [nonitor 4
91.200.12.106 |Wkraine 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 4
96.36.139.162 |Lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df.il 9 =9 Invalid segment retransmission. drop 4
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 151. 243 i srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . . |Sreaming Engine: TCP Invalid Invalid segnent retransnssion.
130. 193.51.91 Feder ati on 147.237.76. 200 |eitan. aka.idf.il Ret r ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
2.52.62. 248 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an Do Sreaming Engine: TCP Invalid Invalid segnent retransnssion.
141.8.132.112 | on 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
37.26.148.217 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
198. 48. 233. 116 |Canada 147. 237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TCP Invalid i i ssi
157.55.39.230 |Wited Sates  |147.237. 72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. dr op 2
Ret r ansni ssi on Packet dropped.
122.178.68.12 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
157.55.39.13  |Wited Sates  |147.237.72. 166 |aka i df i1 9 =9 Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
206.253.224.14 [lhited Qates  [147.237.72.14 |dover.idf.il(oldBad TCP sequence S retransmt with different monitor |2
w ndow scal e
169. 0.177. 135 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
37.26.148.217 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 2
90.174.2.5 pai n 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
198. 48. 233. 116 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.177.35. 98 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 36 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
2.52.63.117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
217.132. 100. 243|I srael 147.237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 178|nited Sates  |147. 237. 76. 199 |e. nakchal . i df .i1)|Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 1
. . SYNPAXK retransmit with different .
79.177. 35. 98 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Vi ndow scal e noni t or 1
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
5. 102. 253. 87 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
130. 193. 50. 33 RJSf;;”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
90.174.2.5 ai n 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST alert 1
220.181.108.96 |China 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 1
52.16.5. 197 Lhited Sates  [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
8.37.227. 69 g”;(’;ymus 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
54.244.22.103 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 1
195. 154. 227. 118|France 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 1
46.19. 85. 119 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
80. 246. 136. 215 |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 186
80. 246. 136. 215
80. 246. 136. 215 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
80. 246. 136. 215 |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response (bde (403) in Session from g 7
80. 246. 136. 215
2.52.62. 248 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
208. 80. 155. 132 |[Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/navy/ Bl ock
173.252.115.84 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None
173.252.115.90 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None
. . Unaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi il yoman/ yonan. asp B ock 1
195. 154. 194. 111|France 147.237.77. 170 [maar achot . i df . i | PHP At t enpt Bl ock 1
. . D stributed Unaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff . i | / 1133 22461- hel dover . aspx. B ock 1
40.77.167. 43 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock
68.142.232.26 |lhited Sates 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 68. 142. 232. 26 Bl ock
195. 154. 194. 111 |France 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock 1
. . D stributed Lhauthori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
208. 113. 198. 103|lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp/wp-adm n/ Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wan idf.il/error. htm Bl ock
173.252.115.85 |Lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None
ny-kosher-kravi.idf. [s3 untraceabl e Gnnection - Protocol violation
104. 236. 63. 196 147.237.0. 16 > (SSL.CONN QLI ENT FELLO) None 1
68.142.232.26 |lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp-admin/ Bl ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion HITH Bl ock
155.94. 65. 186 |ULhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adnin/ Bl ock
. . D stributed Unaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover. i df . il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ rai n/ gi yus/ har edi n har edi m aspx B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates  |147.237.77.216|dover.idf .il v i df i 1/1133- he/ dover . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
5.152.192.218 |United Kingdom |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wordpress/wp-adm n/ Bl ock 1
157.55.39. 101 |lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt Bl ock 1
. . Unknown Paraneter docl.. in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i 1/ gi yus/ general . aspx None 1
184.172.172.26 |Uited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ol d/ wp-admin/ Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180. 230. 224 |[Lhited Sates 147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1100- he/ nakhal . aspx Bl ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
31.131.72. 45 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Unaut hor i zed URL Access to vwwidf.il/mazi’ a=0 B ock 1
} . . Uhaut hori zed URL Access to
157.55.39.175 |lLited Sates 147.237.77. 170 [maar achot . i df . i | v nar achot i o i 1/ pelt/ £ | es/ 5/ 112435 pef ) B ock 1

01-16-2016-02:04:00 to

01-16-2016-03:04:00




