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01-16-2016-01:04:12 to 01-16-2016-02:04:12

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3000
82.42.21.24 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 12

69. 171. 230. 98 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

173. 208. 137. 10 Lhited Sates 147. 237.76. 199 e. nakchal .idf .i | Block Np Al Net drop 1

185. 62. 189. 53 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HITP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 ;f;rfgsia dover i df il GPL SCAN nnmap TCP 516

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4

66.249. 64. 17 147.237.77. 176 |Wnited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 2

80. 246. 136. 215 |147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2

218. 246. 0. 97 147. 237. 77. 226 |Chi na wwwv chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1

109. 235. 254. 181|147. 237. 0. 200 [Turkey mdu. i df il ET SCAN NMAP -sS wi ndow 2048 1

109. 235. 254. 181|147. 237. 0. 200 [Turkey . i df il ET SCAN NVAP -f -sS 1

18, 3. 80. 165 147 237 0.35  |oni na akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

109. 235. 254. 181|147. 237. 0. 200 |Tur key mdu.idf il ET SCAN NVAP -sS w ndow 1024

65. 60. 36. 203 147.237.72. 166 |Wnited Sates |aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1




01-16-2016-01:04:12 to 01-16-2016-02:04:12

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 97
202. 3.255. 143  |Rrench Pol ynesi a|147. 237. 77. 216 |dover.idf . il dr op First packet isn't SN drop 37
67. 247. 3. 240 Lhited Sates  |147.237.72.167 |i shuri maka.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
86.108. 83. 104 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 11
86.108. 83. 104 |Jordan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
46.117.86.156 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
86.108. 83. 104  |Jordan 147.237. 77. 216 |dover.idf i | Bad TCP sequence noni t or 9
86.108. 83. 104  [Jordan 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
80. 246. 137. 206 |i srael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor
86. 108. 83. 104  [Jordan 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
217.69. 133. 225 g;z:;nl on 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 5
5.102. 253. 32 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
37.46.39.6 I 'srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  [monitor |4
82.42.21.24 Lni ted Ki ngdom|147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
82.42.21.24 Uni ted Ki ngdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
169. 0. 177. 135 147.237.77. 216 |dover. i df .i | drop SAMrule drop 4
37.142.64.3  [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SwAce e ;ansm wthdifferent | onitor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
100. 127. 46. 126 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 4
198. 48. 233. 116 |Canada 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 4
54,244.22.103 |Wited Sates  |147.237.77.176 |matpash.idf.il  |drop First packet isn't SN drop 3
69.58.178.50  |Uited Sares  |147.237.0.34 |tikshwicr.ii | AT NG Engine: TGP Invalid limvalid segnent retransnission. | o 3
Ret ransni ssi on Packet dr opped.
157.55.30.251 |United Qates  |147.237.77. 243 |natileciar i1 | cam g Enginer TP Invalid - invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
86.108.83.104 |Jordan 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬁ:&ﬁsrcitl;ansm wthdifferent | onitor |3
2.54.161.184 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
80. 246. 136. 215 |l srael 147.237.0.19 |nadimatal .idf.il|dr op Frst packet isn't SN drop 3
80. 246. 136. 215 |l srael 147.237.0.19 |nadi matal .idf.il|SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
193.104.77.4  |israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
208.115.113.89 [Lhited Sates [147.237.72. 166 |aka.idf il drop SAMrule drop
69.171.230.98 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
66.249.69.93  |Wnited Sates |147.237.72.166 |aka idf.il Streamng Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
91.200.12.141 |kraine 147.237.77. 216 |dover.idf .il drop SAMrul e drop
198.1.101.123 |Whited Sates  [147.237.77.176 |matpash.idf.il  |Bl ock HTTP Non GConpl i ant Failed to handl e connection data  [nonitor
201. 206.183.94 |Qosta Rca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
208.115.111. 72 |United Qates  |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid - finvalid seqnent retransnission. |, o 2
Ret ransni ssi on Packet dr opped.
85. 65. 32. 117 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 2
2.54.161. 184 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 1
69.171.230.98 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
176.13.1. 61 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 1
109. 253. 143. 246l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
37.142.180. 244 [lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.179.78 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 49 | srael 147.237.77. 170 |nmarachot. i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 1
108. 189. 108. 212|nited Sates  |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.153 |Israel 147.237. 72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.130. 252. 25 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 1
198. 48. 233. 116 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
2.54.161. 184 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Too Many of the Same Response Code (404) in Session from

Action

‘Count

80. 246. 136. 215 |[lIsrael 147.237.0.19 |madimatal .idf.il 80. 246. 136. 215 B ock 110
80. 246. 136. 215 |[Israel 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code Bl ock 107
. . . |Too Many of the Sane Response Code (403) in Session from
80. 246. 136. 215 |l srael 147.237.0.19 |nmadimatal .idf.il 80. 246. 136. 215 B ock 8
89. 42. 216. 25 Romani a 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 89. 42. 216. 25 Bl ock 5
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 2
217.69. 133. 221 |Russian Federation [147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
84.94. 184. 68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
: . . DO stributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Uhited Sates 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
80. 246. 137. 206 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
: . . . Unaut hori zed URL Access to
69. 58. 178. 59 Lited Sates 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o i 1/ shar edf user cont r o s/ header pper / Bl ock 1
188.138.1.218 |Germany 147.237.72.167|i shuri maka. i df . i|{D stributed Uaut hori zed URL Access on 147.237.72. 167/ B ock 1
89. 42. 216. 25 Romani a 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
79.179.174.8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
213.57.184. 119 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . . URL is Above Root Drectory
175.198. 148. 195|Korea, Republic of |147.237.77.216|dover.idf.il v df i1/ ../ shar ed user cont rol s/ header pper/ # B ock 1
82.81.41.51 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
69. 125. 160. 106 |Lhited Sates 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/authentication/index B ock
190. 234. 183. 231 |Feru 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/aman B ock 1
. . . D stributed Whaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249. 64.235 |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1133- 19396- he/ i df gdover . aspx Bl ock 1
175. 198. 148. 195|Korea, Republic of [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df . il /<! doctype Bl ock 1
. . D stributed Uhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf .il I11egal HITP \ersion HITH Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
221.116. 11. 243 [Japan 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css Bl ock 1
. . . Unaut hori zed URL Access to
66.249.78.170 |Israel 147.237.76.200|ei tan. aka. i df . i | voww ei tan. aka. i df . i 1/ shar edf user cont rol s/ header upper/ B ock 1
. . Unknown Parameter _ VI EWSTATEENCRYPTED i n
185. 3. 147. 216 |l srael 147.237.72. 166 |aka. i df . i | vw aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
Pal esti ni an . . Unaut hori zed URL Access to
85.113.107. 33 Territory, Qcupi ed 147.237.77. 176 |nat pash. idf.il W cogat . i df . i1/ resourcel userfol | ow esour ce/ creat e/ Bl ock !
. . D stributed Uhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover.i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180. 230. 162 [lhited Sates 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
. . D stributed Uhaut hori zed URL Access on
185. 65. 135. 227 [Sweden 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
Unknown Par anet er
79.177.152.181 |[lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 12$ct | 01%ct | 03%r adQuesti [None 1
on in ww aka.idf.il/main/giyus/questionnaire. aspx
66.249. 64.230 [Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
109. 66. 112. 157 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
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