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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
183. 60. 48. 25 Chi na 147.237.76. 38 e.e.neitav.idf.il |JLM Under_Attack_Con_Tcp drop 2
66. 240. 219. 146 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

ﬁtdtd"’:cekse; Target Address g)tu?::tkre; ‘Ste ‘Signature ‘Count‘
202.3.255.143 |147.237.77. 216 gf;ﬁ:sia dover i df .il GPL SCAN nmap TCP 512
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.66.39 [147.237.77.74 [Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
50.23.96.210 |147.237.0.200 |lhited Sates |ndu.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.76.31 |lhited Sates |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
119. 164. 254. 57 |147.237.0.16 |Chi na ny- kosher-kravi .idf . il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
108. 61. 220. 160 |147.237.0.34 |lhited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 76. 39 |Wkrai ne nobi | . nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 172. 159 [147. 237. 76. 86 |Net her| ands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.246.0.97 [147.237.72.167|Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 172. 159 [147.237.0.35  |Netherl ands akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
80. 246. 130.92 |147 237 76.30 | srael i rush i il ET DC5 Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
183. 82. 106. 200 [147.237.76.34 |india yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 |147.237.77. 61 |lhited Sates |e. cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50.23.96.210 [147.237.0.33 |Wited Sates |idf.il ET SCAN Potential SSH Scan 1
119. 164. 254. 57 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.8.28 |Netherlands e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
108. 61. 220. 160 |147.237.76.38 |lLited Sates e e reitav.idf.il ET SCAN Potential SSH Scan 1
108. 61. 220. 160 [147.237.0.19 |Lhited Sates [nadi matal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 159 |147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 159 [147. 237. 76. 38 |Net her| ands eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89. 248. 172. 159 [147.237.0.33  [Netherl ands idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 82. 106. 200 |147. 237. 76. 34 |India yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates |aka.idf.il SER.\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
176.58.106.95 |147.237.8.14 |UNted e.orchot.idf.il ET SCAN Potential SSH Scan 1

Ki ngdom
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
66. 102. 9. 49 Lhited Sates 147. 237.77. 226 "Li"‘l""“:ha"atz'aka"df drop First packet ism't SWN drop 13
Sreamng Engi ne: TCP ' i ssi
85.130. 252.25 | srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109.65.42.66  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval id Retransm ssion Packet dr opped.
87.69.229.155 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
87.69.229.155 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert
213. 8. 204. 53 I srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
S ream ng Engi ne: TCP i i ssi
79.178.24.33  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant sztlaed to handie comection 1 o g
82. 145. 219. 165 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |l srael 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
S reaning Engi ne: TCP i i ssi
131.253.25. 162 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .1 mng thgine. Invalid segnent retransmssion. | ., 4
Invalid Retransnission Packet dr opped.
195.34.150.18 |Austria 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant g;;ed to hand e comection oo a4
S ream ng Engi ne: TCP i i ssi
77.126.225.183 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
46. 60. 62. 134 (F;ajcis;i';'ja” Territor 147 37 77. 176 |nat pash. i df .i drop First packet isn't SN drop 3
5.102. 254. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
31.223.188. 198 g‘ilcisgi':('ja” Tertitoy 47 237. 77. 176 |nat pash. i of . i | drop Frst packet isn't SWN drop 3
S reaming Engi ne: TCP i issi
82.81.57.208 |lsrael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
46.19. 86. 91 I srael 147.237. 72. 156 [aman. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
85. 64. 34. 235 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
71.12. 220. 10 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
169. 0. 177. 135 147.237. 77. 216 |dover.i df .i drop SAMrul e drop 2
85. 65. 32. 117 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 2
176.77.49.249 |Russian Federation |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 2
Sreamng Engi ne: TCP ' i ssi
149.88.96.140 |l srael 147. 237.77. 243 |mobi l e i o i mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dr opped.
46. 19. 85. 65 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 2
128.232.110. 28 [Wnited Kingdom  (147.237.77. 226" chamat z. aka. 1l \oyN At t ack SYN -> SYN-ACK -> Tineout |reject |2
85. 65. 32. 117 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86. 1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
S reaning Engi ne: TCP i i ssi
84.108. 218. 127 | srael 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 2
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
157.55.2.157  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df .| mng thgine. Invalid segnent retransmssion. | ., 2
Inval i d Retransm ssion Packet dr opped.
46. 19. 85. 65 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
188. 120. 148. 203|l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 91 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
66. 102. 9. 60 Lhited Sates 147.237.77. 226 "‘;"I"“Cha"“tz'aka"df drop First packet ism't SWN drop 2
46. 19. 85. 25 | srael 147.237.72. 167 |i shurimaka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 42. 242 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN - > SYN-ACK -> Tineout |reject 1
5.22.135. 177 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 177|Wited Sates 147.237. 72. 167 |i shurimaka. i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber nonitor |1
31.223.188. 198 glcisgi':('ja” Tertitoy 47 237. 77. 216 |dover. i o . i1 drop First packet isn't SWN drop 1
195. 62.53.168 |Russian Federation [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 149 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber nonitor |1
141.212. 122. 186|Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 25 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109.65. 42. 242  |Israel 147. 237. 7. 216 |dover . i df .i Bad TCP sequence STNACK retransmt with moni tor |1
di fferent w ndow scal e
5.28.134. 158 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
216.243.31. 2 Lited Sates 147.237.76.34 |yohalan.idf.il drop drop 1
46.19. 85. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 178|United Sates 147.237. 72. 167 |i shurimaka. i df .| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.177.171.83 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 58
149. 88.96. 140 |l srael 147.237.77. 243 |nobi l e. i df . i | Ml tiple Uhauthorized URL Access from 149. 88. 96. 140 B ock
2.54.189. 211 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock
37.26.147.128 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock
] . . DO stributed Whaut horized URL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 2
80. 246. 136. 43  [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
] ] . Uhaut hori zed URL Access to
149. 88. 96. 140 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 2
] . . D stributed Lhauthorized URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216 [dover. i df.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
178. 218. 117. 7 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: sigal gs DS At ack None 2
109. 66. 150. 99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
37.26.147.230 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
79.180. 152. 205 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
. . Uhaut hori zed URL Access to
66. 249. 75. 15 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 2331 | pg B ock 1
79.116.25.244 |Romani a 147.237.77.216|dover.idf .i | Mil ti pl e Unaut hori zed URL Access from 79. 116. 25. 244 Bl ock 1
37.236.228.25 |[iraqg 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wanidf.il/arr/ B ock 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
125, 25. 104. 181 [Thai | and 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/xnrpc. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 75. 127 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 3098. ] pg B ock 1
. . D stributed Lhauthorized URL Access on
2.54.188. 244 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
79.116.25. 244 |Romani a 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wanidf.il/).htr( B ock 1
46. 19. 86. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . DO stributed Whaut horized URL Access on
208.184.112. 74 [Wited Sates 147.237.77. 216 |dover.idf . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
_ www. chamat z. aka. i df .
128.232.110. 29 |United Kingdom |147.237.77.226 i Unaut hori zed URL Access to 147.237.77.226/ B ock 1
80. 246. 136.68 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . S Lhtraceabl e Gonnection - Protocol violation
66.249. 78. 158 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
109. 64. 7. 96 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Lhaut hori zed URL Access from 66. 249. 64. 233 B ock 1
. . Uhaut hori zed URL Access to
213.57.222.29 |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1135- he/ at al . aspx B ock 1
141.212.122. 177 |Wnited Sates 147.237.72.167|i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock
80. 246. 136. 123 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock
. . Uhaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
] . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.179.174.8 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Unaut hori zed URL Access to
66. 249. 75. 6 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 2/ 2802. | pg B ock 1
141.212. 122. 177|Wnited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
. . Uhaut hori zed URL Access to
87.68.69.118 | sr ael 147.237.77. 216 dover . i df . i1 wwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
79.116.25. 244 |Romani a 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
} . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 1
125. 25. 104. 181 |Thai | and 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
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