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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3938
176. 57. 153. 3 Ger many 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 2
176.57. 153. 3 Ger nany 147.237.76. 177 ncore.idf.il B ock Np All Net dr op 1
202.112.51. 96 Chi na 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
66.102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
202.112. 51. 96 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.77. 226 wwn chanmat z. aka. i df.il  |bl ock-sp-trafl dr op 1
202.112.51. 96 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
51. 254, 215. 143 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il [ClL000106: HITP. najestic bot B ock 1
202.124. 109. 87 New Zeal and 147. 237. 72. 166 aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

202.3.255.143 (147.237.77. 216 gf;rfgsia dover i df il GPL SCAN nmap TCP 508
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
202. 124. 109. 87 [147.237.72. 166 [New Zeal and ~ |aka.idf.il SQ Injection - Select From 3
66.249.78. 9 147.237.72. 166 [Lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
88.204. 187.90 [147.237.76. 196 |Kazakst an e.svivaidf.il ET SCAN NVAP -f -sS 1
78.193.2.8 147. 237.77. 178 |France e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
50,127 53 138 |147 237 8.27  |Tai ven o nadimatal idf ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.77.234|hina hal ag.idf . il ET SCAN NVAP -sS w ndow 1024 1
45.79.191. 137 |147.237.76.199 e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.76.30 |Uhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
131.109. 15. 15 |147.237.76. 198 |Wited Sates [e.yohalan.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
88.204. 187.90 [147.237. 76. 196 [Kazakst an e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 64. 125. 237 [147. 237.77. 216 |1 srael dover . idf.il portscan: TP Dstributed Portscan 1
50. 204. 188. 142 |147.237.77.19 |[Wited Sates [lawforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
198.20.69. 74  |147.237.72.14 |Wited Sates |dover.idf.il(od) |ET DROP Dshield B ock Listed Source 1
168. 62. 238. 153 |147.237.76.39 |Whited Sates |nobile.neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
131.109. 15. 15 |147.237.76. 198 |Wited Sates [e.yohalan.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
88.204. 187.90 [147.237. 76. 196 |Kazakst an e.sviva idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

At acker

country ‘Target Address |Ste Signature
207.46.13.136 |lhited Sates |147.237.77.176 |nat pash.idf.il drop SAMrule drop 115
79.182.138.98 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different window |oonitor |50
207.46.13.136 |lhited Sates |[147.237.77.170 |naarachot.idf.il dr op SAMrul e drop 43
French s -
202. 3. 255. 143 Rol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
St reami ng Engi ne: TCP i i ssi
213.57.132.19 |Israel 147.237.76. 31 |nakchal .idf.il mng tngihe. 7 Invalid segnent retransmssion. Packet |, 16
Inval i d Retransm ssion dr opped.
12.183.71.3 Lhited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 13
46.19.85.219 |l srael 147.237.72. 156 |anan.i df . | Bad TCP sequence Inval i d ACK nunber nonitor (8
217. 69. 133. 223 |USSI N 147.237.72. 166 |aka i df . drop SAMrule drop 7
Federati on
62.219. 213. 223 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 7
Russi an e
217.69. 133. 225 Federat i on 147.237.72. 166 |aka. i df .i| drop SAMrule drop 7
S reaning Engi ne: TCP i i ssi
79.177.42.231 |israel 147. 237. 72. 166 |aka. i of . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 6
Inval id Retransm ssion dr opped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .i Bl ock HTTP Non Conpliant |Failed to handle connection data noni t or
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Russi an s
217.69.133. 224 |\ otion 147.237.72. 166 |aka. i df . i drop SAMrule drop 6
reamng BEngi ne: T i i ssi
2.52.51.242  |Israel 147.237.77. 243 |robi | e. i of .| Streamng Engi ne: TCP Inval id segnent retransmssion. Packet |y 6
Inval i d Retransm ssion dr opped.
Russi an R . illegal header fornat detected: .
46. 39. 55. 65 Feder at i on 147.237.72.166 |aka. i df .i | Bl ock HITP Non Gonpliant | .0 e format in " eqiest monitor (6
reamng BEngi ne: T i i ssi
46.120. 219. 148 |I srael 147.237.72. 167 i shrimaka i1 | camng Engine: TQP Inval id segnent retransmssion. Packet |y 4
Inval i d Retransm ssion dr opped.
195. 34.150. 18 |Austria 147.237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpliant |Failed to handle connection data noni t or
79. 179. 168. 109 |I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: T i i ssi
109. 253. 128. 96 |I srael 147.237.77. 243 |nobi l e.i df .| 3 eamng Engi ne _CP Invalid segnent retransmssion. Packet |, 4
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi
66.249. 65. 251 |lhited Sates |147.237.76.86 |navy.idf.il M Nng Engine: 7 Invalid segnent retransmssion. Packet |, 4
Inval i d Retransm ssion dr opped.
reamn ine: T i i ssi
176.13.2.215 |israel 147.237.77. 243 |nobi l e, i df .1 Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 4
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi
66.249.78.130 |lhited Sates |147.237.76.86 |navy.idf.il M Nng Engine: 7 Invalid segnent retransmssion. Packet |, 4
Inval i d Retransm ssion dr opped.
46.19. 86. 155 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
62. 219. 213. 223 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
St reanming Engi ne: TCP i i ssi
37.26.147.168 |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reaning Engi ne: TCP i i ssi
46.19.86.188 |Israel 147. 237.77. 243 |mobi l e, i f . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
St reanming Engi ne: TCP i i ssi
109. 64. 145, 240 |l srael 147. 237.72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reaning Engi ne: TCP i i ssi
79.181.99.87 |Israel 147. 237. 72. 166 |aka. i o . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
St reanming Engi ne: TCP i i ssi
79.181.99.87 |Israel 147. 237.77. 243 |nobi l e.i df .i1 mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reaning Engi ne: TCP i i ssi
79.177. 161. 231 |I srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
St reanming Engi ne: TCP i i ssi
37.26.147.136 |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reaning Engi ne: TCP i i ssi
62. 219. 213. 223 |I srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
St reanming Engi ne: TCP i i ssi
85.250.61.25 |l srael 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
S reaning Engi ne: TCP i i ssi
46.19.86.156 |Israel 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet |, 3
Inval id Retransm ssion dr opped.
St reanming Engi ne: TCP i i ssi
79.182.177.76 |Israel 147.237.77. 243 |nobile. i of . | mng tngihe. 7 Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
5.22.129.238 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 137. 163 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.30.21 I srael 147.237.77. 226 ‘“:"f"‘ chamatz. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
79.183.24.239 |lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
185.3.147.35 |[Israel 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
46.19. 85. 74 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
62. 219. 213. 223 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 2
5.22.135.105 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
2.52.30.21 I'srael 147.237.77. 226 | "} chanatz. aka. 1df |ga4 TCP sequence Inval i d ACK nurber moni tor |2
46.19. 85. 74 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
62. 219. 213. 223 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. . SYNPAXK retransmit with different .
87.68.76. 15 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Vi ndow scal e noni t or 2
5.102. 254. 253 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
46.117.5. 16 I 'srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
31.154.19.210 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 124
176.13. 6. 197 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 118
176.13.19.231 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 55
176.13.12.173 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 53
176.13. 6. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bock |35
31.154.19.210 |[lsrael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from31. 154.19. 210 |B ock 29
79.181. 99. 87 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
109. 253. 204. 2111 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |whited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock [2
125. 46. 26. 253  |Chi na 147.237.77. 170 [naar achot . i df . i | [PHP At tenpt Bl ock 2
] . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Block |2
188. 143. 232. 34 R‘SIS:;”i o |147-237.76.200|ei tan. aka. i df . il |Mitiple Wauthorized LR Access from 188.143. 232 34 Bock |2
85.64.151. 138 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 2
’ . . D stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock 2
. . . |Uhaut hori zed URL Access to
125. 46. 26. 253  |Chi na 147.237.77. 170 [naar achot . i df . i | v nar achot i df . i | / wp- adni n/ adni n- aj ax. php Bl ock 2
79.176. 48. 49 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
176.13.11. 79 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | vuww cogat i df i 1/si p storagelfil es/ O/ si 2e220x0/ 3410. | pg. St Bock |2
125. 46. 26. 253  |Chi na 147.237.77. 170 [naarachot . i df . i | [Mul tipl e Adnin B ocking from 125. 46. 26. 253 Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.75.107 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
65.49.17. 2 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-adnin/ B ock 1
217. 69. 133. 226 R‘Sf;:t”i o |147-237.72. 166 |aka. i df .| Untraceabl e SS_ Sessi ons: si gal gs [0S At ack None |1
] . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
185.32.179. 219 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
68.233.233.130 [lhited Sates [147.237.76.42 |refuah.idf.il D stributed Unhauthorized URL Access on refua. atal .idf.il/bl og/ wp-adm n/ B ock 1
Gooki e Tanpering on cooki e Logi n: Expect ed
khkkhkkkhhkhkhkhkhhkhhhhhhhhhhkhhkhhhhhhhhhkhhhkhhhkhhhhhhhhhhhhhhkhhhhhhkdhhkhhhkhhkhhhkhx
176. 13. 6. 197 I srael 147.237.0.19 |madi matal . i df. i [********** bserved None 1
khkkhkkkhhkhkhkhkhhkhhhhhhhkhhhkhhhhhhhhhhhkhhhkhhhkhhhhhhkhhhhhhhkhkhhhhhhkdhhkhhhkhhkhhxkhx
*kkk
66. 249. 66. 64 I srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 7/ 110427. pdf Bl ock 1
109. 253. 131. 182/l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
84.228.197.26 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.120.98.156 |[lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
2.54.34.30 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
79.177.161.231 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/giyuss B ock 1
66.249.75. 127 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css B ock 1
. . Unaut hori zed URL Access to
66.249.64.101 |[Israel 147.237.76.31 |[nakchal .idf.il nakhal i of. i 1/t enpl at es/ shar ed/ user cont rol s/ header pper / Bl ock 1
79.181.201.219 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None
69. 163.242.176 |lLnited Sates |147.237.76.42 |refuah.idf.il Dstributed Uhaut hori zed URL Access on refua. atal .idf.il/ol d/ wp-admn/ Bl ock 1
109. 253. 194. 230|i srael 147.237.72. 166 |aka. i df . i | Wnknown Paranet er ct| 00Sct | 00Scphhal nScphSachar $ct | 68. x in None |1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66. 249. 66. 67 I srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 9/ 110159. pdf Bl ock 1
. . D stributed Uhaut hori zed URL Access on
46.166.190. 172 |Netherlands [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.43. 225 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | i i df . i | / 1153- 8891- he/ kkkkkkk=f 7126ceakkkkkkk_f 7126cea Bock |1
79.179.106.40 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249.78.147 |lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy. i df.il/chi nuch/ news/ def aul t. asp Bl ock 1
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottomasp B ock 1
109. 64. 144. 123 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80. 178. 159. 145 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
31.168.30.155 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
Russi an Unaut hori zed URL Access to
188. 143.232. 34 erati on 147.237.76.200|ei tan. aka. i df . i | [ww ei tan. aka.idf.il/tenpl at es/ homepage/ horepage. aspx/ t enpl at es/ sendt of r |Bl ock 1
i end/ sendt of ri end. aspx
77.127.178.63 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
66.249.66. 126 |l srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 0/ 106510. pdf Bl ock 1
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