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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4000
85. 25. 217. 47 Ger many 147.237. 76. 196 e.svivaidf.il Bl ock_Udp All _Nets dr op 4
202.112.51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
202.112. 51. 96 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl drop 1
202.112. 51. 96 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 1
202.112. 51. 96 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 dr op 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 1
202.112.51. 96 Chi na 147, 237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
202.112. 51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-trafl drop 1
173.208. 137. 10 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 1
202.112.51. 96 Chi na 147.237. 76. 42 refuah.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address |Site |Sgna1 ure Devi ce Action |Oount

198. 20. 69. 76 Lhited Sates 147.237.77. 227 e hamaz.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




01-15-2016-21:04:03 to 01-15-2016-22:04:03

|Top Attackers In |D|

Target Address ‘Attacker Quntry |dte Signature
202. 3. 255. 143 |147.237. 77. 216 |French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 510
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
218.246.0.97 |147.237.77. 233|Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20. 69. 76 |147.237.77.227 |Wited Sates e hanaz. i df . il ET DRCP Dshield B ock Listed Source 1
185, 22,30 144 |147 237 0,33 |Iran Islanic il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
78.193.2.8 147. 237. 77. 233 |France atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237.77. 212 |France e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148.16.98 [147.237.76.39 |Lithuania nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
80.241.222.98 |147.237.76.38 |Ger many eemeitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147. 237. 77. 227 |France e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36.203 [147.237.76.30 [Lnited Sates hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46.148.16.98 |147.237.0.35 |Lithuania akavs. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry Target Address [Ste Signature

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 1568

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 856

207.46.13.136 |Lhited Sates [147.237.77.170 [maarachot.idf.il |dr op SAMrule drop 201

79.182.138.98 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor  [118

w ndow scal e
5.29.140. 146 |l srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 97
207.46.13.136 |Lhited Sates [147.237.77.176|matpash.idf.il |drop SAMrule drop 72
French s -

202. 3. 255. 143 Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37

2.54.138. 80 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid i i SSi

66.249.78.130 |Uited Sates |[147.237.76.86 |navy.idf.il 9 g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.

46.19.85.221  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or

107.21.177.106 |Lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

37.120.84.96 |Ger many 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i ssi

149.78.47.184 |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

109. 65. 81. 206 |l srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

93. 172. 150. 203 |I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

79.177. 164. 131 I srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

202.14.23.8  [New zealand [147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

84.228.62.26 |Israel 147. 237.77. 243 |nbi l e i f . i 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

46.116. 229. 104 [ srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

149. 78.228.67 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST alert 4

5.102. 254. 215 |l srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4

149.78.228.67 |lIsrael 147. 237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

62.128.48.50 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
Sreanming Engine: TGP Invalid i i ssi

157.55.2.176  |Wited Sates |147.237.76.200 [eitan. aka.idf. il 9 =g Invalid segnent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.

62.128.48.50 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACGK nunber noni t or

46. 19. 85. 66 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i SSi

176.13.19.198 |Israel 147.237.77. 243 |robi | e, of . i1 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.

46.19.85.221  |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber aert 4

149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

212. 143. 142. 56 |1 srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4

46. 19. 85. 66 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3

93. 173. 184. 138 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

109. 64.96.65 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

87.68.45.31 |Israel 147.237.77. 243 |robi | e, of . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.

37.26.149.211 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi

46.19.85. 3 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.

77.125.3.39 I srael 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop

197. 48. 201. 126 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

119. 136. 94. 172 |Chi na 147. 237. 77. 216 |dover i df i Bad TCP sequence SN retransmt wih different monitor |3

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

37.26.149. 245 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

79.177. 197. 146 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.180. 236. 12 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

77.127.205.42 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.178.37.22  |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.

208.115.113. 89 [Lhited Sates |[147.237.72. 166 |aka.idf .i | drop SAMrule drop

46.19. 85. 17 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i ssi

66.249. 65. 251 |Uhited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.

37.26.149. 211 |[Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
79.178.170. 212 |lsrael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 61
31.154.19.210 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 18
176.13. 2. 215 I srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut horized URL Access from 176.13. 2. 215 B ock 7
46. 19. 86. 219 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code B ock 4
176.13.19.198 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
104. 131. 125. 149|United Sates  |147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 104. 131. 125. 149 B ock 3
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
77.125.146.92 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
87.68. 45. 31 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
84.108. 226. 220 |lsrael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 2
37.142.129.60 | srael 147.237.72. 166 |aka. i df . i | muigrii ;??Iﬁmﬁlcgfjjslt:omd o ot ulal A Bl ock 2
109. 201. 154. 207 |Netherlands |47, 237. 77. 216 |dover . i df . i | e 1) 1155, 25650 el dover. aume Bl ock 1
66.249. 64.243 I srael 147.237.77. 216 |dover . i df . i | mir;fbﬂtﬁd atL;‘e]“jti rz]i:)irﬁ?ex}ng&:sess on Bl ock 1
46.19.85.17  |[isral 147.237.77.233|at al . i df . i | el et horzed W .Aacscs)fs on Bl ock 1
207. 46. 13. 40 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw idf.il/error. htm B ock 1
77.237.138.202 |Czech Republic |147.237.77.176 |nat pash. i df . i | Uhaut hori zed URL Access to / Bl ock 1
66.249. 78.146 | srael 147.237.72. 166 |aka. i df . i | mngg i?.?ﬁtn: nfﬁ:;:tfflocgn? actus. asp None 1
144.76. 234. 195 |Ger nany 147.237.77. 216 |dover.i df .i | D stributed Waut hori zed URL Access on 147.237.77. 216/ robots. txt |B ock 1
107.178.194.83 |Uhited Sates  |147.237.77. 216 |dover . i df . i | w1 1) 1155, 2461 el dover. aume Bl ock 1
66. 249. 64. 42 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/listl htm B ock 1
5.29.7.103 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
202.112.51.96 |China 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to waw | i nkedi n. coni Bl ock 1
157.55.39.230 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/giyus/ ki osk/ general . aspx |B ock 1
69.163.208. 126 [lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/ wp-adnin/ B ock 1
109. 253. 202. 236 |1 srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 64 I srael 147.237.77. 170 |n@ar achot . i df . i| |Unauthorized URL Access to 147.237.77.170/robots. t xt B ock 1
208.109. 181. 212|thited Sates |147.237.77.170|naarachot. i df.il [Wauthorized URL Access to naarachot. i df.il/wp/wp-adnin/ B ock 1
93.172. 150. 203 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
176.13.19.198 |[lIsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx [None 1
144.76.234.195 |Ger many 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
107.178.194.83 [Uited Sates  |147.237.77. 216 |dover. i df .|| D stri but ec lT;;f;gg;g?ﬂeﬁvgfzspzn Bl ock 1
66. 249. 64. 230 | srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx |B ock 1
84.108. 226. 220 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nilluiniindex Bl ock 1
5.102. 255. 78 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ mai n/ hore/ sahar B ock 1
202.112.51.96 [China 147.237.0.19 |madimatal .idf.il |Wauthorized UR. Access to www | i nkedi n. coni B ock 1
173.252.90.90 |Uhited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
69.163. 242. 162 [hited Sates |147.237.77.170|n@arachot.idf.il [Uhauthorized URL Access to maarachot.idf.il/ol d/ wp- adm n/ B ock 1
109. 253. 203. 160]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
66.249.66.67 | srael 147. 237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘“tzg‘;r '727?(17;% d????slizst/(:u 108234, pef Bl ock 1
46. 210. 140. 134 |Israel 147.237.72. 166 |aka. i df . i | gtgsfog;”aceab' e SSL Sessions from46.210.140. 134 (Unknown o 1
208.115.113.82 |Lhited Sates |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/894-ar B ock 1
93.172.185.37 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
79.179.179.28 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
176.13.19.198 |Israel 147.237.77.243|nobi | e. i df . i | Unhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 1
66.249.78.213 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/reserve/ B ock 1
149. 78. 28. 30 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
109. 67.18. 106 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
66.249. 64.233 | srael 147.237.77. 216 |dover . i df . i | wir;fbﬂtﬁd atLa’;"’;‘jti gigrfsideﬁn;cacsess on Bl ock 1
204.13.200.200 [United Sates  [147.237.77. 216 |dover. i df . i | D stri bt oc 1?;;}:2;5?%%&?21;” Bl ock 1
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