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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 2523
37.26. 146. 188 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 4

84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il |B ock Udp All Nets drop 3
107.170. 91. 224 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

61. 135, 189. 103 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Address |Attacker Qountry (Ste |Signature

202.3.255.143  [147.237.77.216 |Fench Folynesia |dover.idf.il GPL SCAN nmap TCP 514
195.34.150. 18  |147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
37. 46. 39. 56 147.237.0.19 I srael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Qaw 2
82.117.208. 243 |147.237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.226 |[China wan chamat z. aka. i df .il  |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.201 [China eatal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
183.224.40.192 |147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
27.251. 16. 85 147.237.77.216 |India dover.idf.il G°PL SCAN nmap TCP 1
114. 112. 90. 54 147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.233 |[China atal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.28 Chi na €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.0.34 Chi na tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 60. 252. 84 147.237.76.176 [China test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1




01-15-2016-20:04:07 to 01-15-2016-21:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop SAMrule drop 6546

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2105

207.46.13.136 |lhited Sates  [147.237. 77. 170 |naarachot. i df .i l|dr op SAMrule drop 164

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop drop 50

202. 3.255. 143  |French Pol ynesia|147. 237. 77. 216 |dover.idf.il drop First packet isn't SN drop 38

82.145. 218. 154 |Europe 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 23

reamn ine: TCP Invali i i ssi

82.80.196.44 [ srael 147. 237,77, 243 |t e i 11 | SO g Engi ne @ Invalid  linvalid segnent retransnissi on drop 20
Ret r ansni ssi on Packet dropped.

207.46.13.136 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17

2.52.0. 165 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TCP Invalid i i ssi

176.13. 23. 4 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. dr op 9
Ret r ansni ssi on Packet dropped.

217. 69. 133. 225 |USSI & 147. 237. 72. 166 |aka. i of . i | dro SMrule dro 7

et Feder at i on nesie e ' P P

Sreanming Engine: TP Invalid i i ssi

185.27.105.85 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 nvalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dropped.

2.52.0. 165 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6

46. 19. 86. 58 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.54.15. 120 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 6

46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 6

2.52.0.165 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

46.19. 85. 112 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

46.120.24.155 |israel 147. 237. 72. 156 |anan. i df .i 1 drop SAMrule drop 6
Sreanmng Engine: TCP Invalid i i ssi

79.180. 179. 125 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

2.52.0.165 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

Russi an e

217.69.133.224 [C 0oL 147.237.72. 166 |aka. i df . i drop SAMrule drop 6
Sreaming Engine: TGP Invalid i i ssi

2.54.146. 67 I'srael 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 133 I srael 147.237.77. 233 |atal idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

Russi an o

217.69. 133. 223 erat i on 147.237.72. 166 |aka i df .i | drop SAMrule drop 5

46. 19. 85. 98 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 86. 58 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

2.52.0. 165 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber aert 4
Sreanmng Engine: TCP Invalid i i ssi

79.179.68.237 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

reaming BEngine: TCP Invali i i ssi

149.78.31.251 |israel 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

109. 64.12. 149  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 3
Sreanming Engine: TCP Invalid i i ssi

79.179.191. 217 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.

37.46.39.6 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

109. 64. 163. 210 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.180.221.1  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

185. 120. 126. 110 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.176.21.101 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

192.116.54. 116 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.176.198.73 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

2.54.15. 120 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Invalid sequence nunier noni t or 2
Sreanmng Engine: TCP Invalid i i ssi

207.46.13.99  |lnited Sates  |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

5.22.131.41 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2

93.173.139. 215 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 2

46.19. 85. 133 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

109. 253. 208. 52 |l srael 147.237.77. 233 |atal idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 2

149. 88. 254. 20 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 2




01-15-2016-20:04:07 to 01-15-2016-21:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37. 46. 39. 56 I srael 147.237.0.19 |madimatal .idf . [/20 MY of the Sane Response Code (404) in Session from B ock 243
37. 46. 39. 56
37. 46. 39. 56 I srael 147.237.0.19 |madi matal . i df .i 100 & of the Sane Response Cbde (403) in Session from Bl ock 130
37.46. 39. 56
37. 46. 39. 56 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
109. 253. 147. 178|l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 77
2.52.53. 44 I srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 60
2.52.53.44 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 46
109. 253. 147. 178|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 34
109. 253. 200. 228] srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
2.54.189. 211 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 17
2.52.53. 44 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 11
2.54.61.20 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
82. 80. 196. 44 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 6
5. 29. 145. 247 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for aka.idf.il/ B ock 4
176.13.23. 4 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 3
109. 253. 207. 101 |l srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 3
80. 246. 137. 243 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13.12. 171  |israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.38.32.182 d oveni a 147.237.77. 176 |nat pash. i df . il |Ostributed PHP Attenpt Bl ock 1
66. 249. 64. 233 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 1
04.242.246.23 [Luxenbourg  [147.237.77. 216|dover. idf . il |0 O 1?;?2%'3;8%%\/?22;” Bock 1
46.19. 85. 112 I 'srael 147.237.77. 216 |dover . i df . i | Mal formed UR Bl ock
37.26.147.175 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
204.13.200.200 [Uited Sates  [147.287.77.216(dover. i df i1 [T GG TS TR eeese o Bock |1
80.246.136.73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/ml uinitenpl at es/ B ock 1
174.49.73.68  |lWhited Sates |[147.237.77.74 |lawidf.il mult 2\?\: : sfe.di Ilﬂ‘oﬁgglesfcéroe/ doc. gt/ doc._ . 85 Bl ock 1
64. 87. 26. 62 Lhited Sates [147.237.77.216|dover.idf.i | Enai| collector robots 14 B ock 1
109. 201. 138. 234[Netherl ands (147,287 77. 216 dover. i df i1 [T 1 GG RIS T eese o Bock |1
85. 92. 83. 166 Eiqir:gegom 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot . idf.il/wp-adm n/ Bl ock 1
77.38.32.182 Sovenia 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 1
176.213. 172. 164 :Z::I”i on 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to waw i df.il/mazi' a=0 B ock 1
66.249.64.238 I srael 147. 237.77. 216 |dover . i df . i | D stri buted Lhaut gigr/zs.de«ﬁngm;ess on Bock |1
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Met hod 0000 in URL Bl ock 1
107.178.194.83 |Wited Sates  |147.237.77. 216 |dover. i df . i | D stri uted gg‘;};gg;g?geﬁvﬁ‘f?sspzn Bock |1
207. 46.13. 99 Lhited Sates [147.237.72.166|aka. i df.il Mil tipl e Unaut horized URL Access from 207. 46. 13. 99 B ock 1
66.249.78.234 |Israel 147.237.72.166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
176.13. 2. 215 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut horized URL Access from 176.13. 2. 215 B ock 1
64. 87. 26. 62 Lhited Sates |147.237.77.216|dover.idf.il eMii | Hardi ng B ock 1
89. 139. 8. 224 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/ gi yus/vwwy navy.idf.il  |B ock 1
Unknown Par arret er
37.142.241. 207 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
185. 27.105.85 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode B ock
79.113.157.80 |Ronani a 147.237.77.74 |lawidf.il PHP Att enpt B ock
142.4.213.25  |canada 147.237. 7. 216 |dover . i df il [D o7 Bted gg‘;};g;gfgeﬁvﬁ‘fzspzn Bock |1
66.249. 64.240 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
46.121.82. 96 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
107.178.194.87 |Uited Sates  [147.237.77. 216|dover. i df . il |0 o o 1?;?2;258%%\/?22;” Bock 1
37. 46. 39. 56 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 1
208.115.111.73 |lhited Sates |[147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ nai n. asp B ock 1
69. 194. 230. 3 Lhited Sates |147.237.77.170|maar achot . i df . il |Uhauthorized URL Access to maarachot.idf.il/test/wp-adnn/ Bl ock 1
176.13. 2. 215 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 1
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