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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66.249. 78.9 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3169
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1741
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

66. 249. 93. 180 | srael 147.237. 72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1

173. 208. 137. 10 Lhited Sates 147.237.76. 176 test.ncore.idf.i|B ock Np Al _Net drop 1

134. 147. 203. 115 Ger nany 147.237. 76. 199 e nakchal .idf.il |B ock Np Al _Net drop 1
173.208. 137. 10 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 205 France 147.237.77.234 hal ag. i df.il C228: HITP.  ArefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
202.3.255.143  [147.237.77. 216 ;f;rfgsia dover.idf.il  |[GPL SCAN nmap TCP 514
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66.249.78. 9 147.237.72. 166 |Wnited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
66.249.78.172 |147.237.72.166 |Lhited Sates [akaidf.il . . - 1
deni al of service attenpt
218.246.0. 97 147.237.77. 212 |Chi na e.dover.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
101. 109. 145, 119(147. 237. 76. 30 |Thai | and hi nush. i df .i | ) 1
Potential Scan or Brute Force
80.241.222.98 |147.237. 76. 202 |Ger many ehaagidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
79.177.114. 208 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108.177.92  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80.241.222.98 |147.237.0.19 |Ger many nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |[Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop SAMrule drop 9017
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1279
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df . i drop drop 382
Sreamng Engine: TCP Invalid i i SSi
85.130. 194. 25 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 114
Ret r ansmi ssi on Packet dropped.
207.46.13.136 |[lLhited Sates 147.237.77. 170 |nmar achot . i df . i [|dr op SAMrul e drop 90
207.46.13.136 [Lhited Sates  |147.237.77. 216 |dover.idf.il drop SAMrule drop 66
202. 3. 255. 143 |French Pol ynesi a |147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 37
54.244.22.103 |[lhited Sates 147.237.0.34 [tikshuv.idf.il |dr op First packet isn't SYN drop 34
54.244.22.103 [lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 29
. . SYNretransmt wth different .
149.78.253. 61 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 13
46.120. 24. 155 [Israel 147.237.72. 166 |aka. i df .i | drop SAMrule drop 10
37.46.39.13 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
Russi an e
217.69. 133. 223 ration 147.237.72. 166 |aka. i df . i drop SAMrule drop 9
37.142. 164. 161 |I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 76 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 7
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i ssi
66.249.79. 121 |ited Sates  |147.237.77. 243 |rwtite i i1 | €M NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
5.29.245.56  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransnssion drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.55.187  |Israel 147.237.0.34  |tikshv.igr.i1 |[S €M NG Engines TP Invalid finvalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dropped.
38. 116. 192. 235 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.149. 147 |[Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
reanmn ine: TCP Invali i i ssi
79.181.123.33 [Israel 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.68.16.216 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
84.228.185.90 |Israel 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
2.52. 60. 254 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi
87.68.55.86  |lsrael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansmi ssi on Packet dropped.
46.19.85.251 [israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
84.228. 104. 154 |I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
94. 230. 86. 205 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.189  [Israel 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber noni t or 4
37.46.39.13 | srael 147.237.72.166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
178.39.218. 11 |Swtzerland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.19.85.189 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
208. 115. 111. 73 [Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi
66.249.78. 146 |Wnited Sates  |147.237.72. 166 |aka i df .il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
46.19.85.189 |[Israel 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber aert
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
Sreanming Engine: TQP Invalid i i ssi
176.13.0.174 |israel 147.237.77. 243 |nobi | e. i df .| 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
5.22.131.111 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
2.54.5. 232 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 21. 200 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansmi ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid Invalid segnent retransnssion.
95. 108. 133. 212 otion 147.237.72. 166 |aka.i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
217.132. 31. 111 |I s ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansmi ssi on Packet dropped.
46.19.85.156  [Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
80. 246. 139. 220 |I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
37.142. 164. 161 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
5.102. 254. 223 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 3
2.54.53.37 I srael 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.19. 86. 78 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 24
80. 246. 137. 243 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
176.13.5.91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
176.13.12.171  |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 8
80. 246.136.33 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
80.246.136.31 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80. 246. 136. 164 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
46.116.115. 182 |israel 147. 237.72. 166 |aka. i df . i | m“;?;rii;e.?ll/"}mﬁlcgie;js/tcc’omml o at ucal A Bl ock 4
87. 68. 16. 216 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89. 138. 93. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5. 29. 245. 56 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.180.118.67 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.181.201. 219 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 67.157.34 | srael 147.237.72. 166 |aka. i df . i | m”;f: rii df’?l }wn;hﬁ/dgiﬁ?kf o/ ki oSk aspx Bl ock 2
84.228.104. 154 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 2
109. 253. 200. 228] srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.177.9.75 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.57.207.67 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
125.46.26. 253 [China 147.237.77.234|hal ag. i df . il PHP At t enpt Bl ock 2
66. 249. 64. 243 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ng. asp B ock 2
37.46.39. 13 I srael 147.237.0.34 |tikshuv.idf.il ;‘;0 x‘%_%the Sane Response (pde (404) in Session from Bl ock 2
46.120. 235. 154 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
125.46.26.253 |China 147.237.77. 234 |hal ag. i df .i | chaut :;rsitzie(:i.Laﬁl pocess /tvfp_ chn v adri -l ax. php Bock |2
80. 246. 136. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessions: si gal gs DoS Attack None 1
37.142.64.17 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
173.252.75.115 [lhited Sates [147.237.72.166|aka. i df .il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.176.28.194 |[Israel 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
109. 253. 207. 18 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/atal . aspx B ock 1
101. 226. 168. 241|Chi na 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
66.249.78. 111 I srael 147. 237.72. 166 |aka. i df . i | o r2i3b7‘ft7e; fgg,“;gﬁ;'l Zen‘j' i /”r‘f;fisazg Bock |1
217.69.133. 221 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
Unknown Par anet er
84.228.46.239 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

46.166.137.201 |Netherlands  |147.237.77.216 |dover.idf .il w1 L1 1155, 25461 el dover. aume Bock |1
178.32. 53. 94 E?irfsgom 147.237.77. 216 |dover . i df . i | D stri bt ec 1?;;:%;?&%&?222;” Bock |1
5. 29. 245. 56 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
141.8.132.78 :Z::I”i on 147.237.77. 216 |dover.i df .i| Lhaut hori zed URL Access to wawuidf.il/1294-he/ wan idf.il B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
66. 249. 69. 10 I srael 147.237.72. 166 [aka.i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
207. 46. 13. 99 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm Bl ock 1
176.13.0. 174 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspi ci ous Response Code B ock 1
79.176.28.194 |lsrael 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to waw tikshuv.idf.il/xnrpc. php Bl ock 1
125.46.26.253 [china 147.237.77.234|hal ag. i df . il Adnin Bl ocki ng B ock 1
101. 226. 168. 241|Chi na 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/1524-en/ pi wi k. php B ock 1
66.249.78.130 |[lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. idf.il/navy/ navy/watercrafts. aspx |B ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 178. 255, 215. 87 B ock 1
5.102. 253.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
149. 78. 60. 161 |l srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
79.183.112.131 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78. 254 I srael 147.237.72. 166 |aka. i df . i | m”:kv‘g_ i?_ﬁ'}‘?gj n?;;'yzcs";‘;g:‘gr iaJ”_ s None 1
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