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01-15-2016-18:04:03 to 01-15-2016-19:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1227

109. 64. 150. 68 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2

52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

173. 208. 137. 10 Lhited Sates 147.237.76. 31 nakchal .idf.il [Block Np Al Net drop 1

173. 208. 137. 10 Lhited Sates 147. 237. 76. 202 e halag.idf.il [Bock Np Al Net drop 1

185. 15. 244. 55 Ger nany 147.237. 76. 202 e halag.idf.il |Bock Udp All Nets drop 1




01-15-2016-18:04:03 to 01-15-2016-19:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Devi ce Action |Count |
106. 39.60. 181  [China 147.237.76. 177 |ncore.idf.il 13891: TLS enSSL Encrypt ed/ Lhencrypt ed Heartbeat Packet Per nit 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
67.228.38. 74 Lhited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 1
106. 39. 60. 181  [China 147.237.76.38 |e.e.neitav.idf.il13891: TLS QpenSSL Encrypted/ hencrypt ed Heartbeat Packet Per nit 1
106. 39. 60. 181  |Chi na 147.237.76.176 |test.ncore.idf.il|13891: TLS QpenSSL Encrypt ed/ Uhencrypt ed Heartbeat Packet Per mt 1




01-15-2016-18:04:03 to 01-15-2016-19:04:03

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Signature

202. 3. 255. 143 147.237.77.216 |French Pol ynesia dover.idf.il GPL SCAN nnap TCP 517
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
67.228. 38. 74 147.237.76.42 |Wited Sates refuah.idf.il S Injection - Select Fom 3
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
37.8.92.98 147.237.77.216 |Palestinian Territory, QGcupied |dover.idf.il ET SCAN NVAP -sA (2) 2
199. 191. 56. 188  |147.237.72.217 [Wnited Sates eidf.il ET SCAN NMAP -sS wi ndow 4096 1
114. 112. 90. 54 147.237.72.217 |China e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.114 [147.237.76.39 |lkraine nobi | e. rei tav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77. 227 |China e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
199. 191. 56. 188  |147.237.72.217 |Wited Sates e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
141.138. 154. 126 [147.237.76.30 |France hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.114 |147.237.76.39 |kraine nobi | e.neitav.idf.il [ET SCAN Potential SSH Scan 1
91.201.236. 114 |147.237.76.39 |[Wkraine nobi | e. nei tav.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.151. 53. 196 147.237.72. 167 |Wkraine ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76.199 |Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1




01-15-2016-18:04:03 to 01-15-2016-19:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | drop SAMirul e drop 10457
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1011
202. 3. 255. 143  |French Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
207.46.13.136 |wited Sates  [147.237.77. 170 |nmarachot.idf.il [dr op SAMirul e drop 27
s SN retransnmit wth different .
46.121.122.130 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence i ndow scal e nonitor (22
207.46.13.136 |Wnited Sates  [147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
64.251.40.254 |wited Sates [147.237.77.176 |natpash.idf.il  [dr op First packet isn't SN drop 21
46. 19. 86. 204 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence I'nval i d ACK nunber noni t or
84.228.104. 154 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.182.53.75  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
93. 168. 240. 168 |Romani a 147.237. 77. 216 |dover.idf. i1 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
149.78. 253. 113 |Israel 147.237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
. o SYN+AXK retransmit with different .
93. 168. 240. 168 |Romani a 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence i nclow scal e nonitor |6
reamn ine: TCP Invali i i ssi
79.181.35.249 | srael 147.237. 72. 167 [i shurimaka i ar i | | SAM NG Engine: TP Invalid - limvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
149.78. 186. 166 || srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransnssion. drop 6
Ret r ansni ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor 6
Sreaning Engine: TCP Invalid i i ssi
2.54.141.197  |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.26.146.237 |israel 147.237.77. 243 |mmbite.iar.i1 | S2M NG Engine: TP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
31.10.41. 114 Uni ted Kingdom|147.237.77.176|natpash.idf.il |Bad TCP sequence Invalid sequence nunber moni t or 5
85. 64. 151. 20 I sr ael 147.237. 77. 216 |dover.idf. i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 41 I sr ael 147. 237. 72. 166 |aka.i dof . | SYN Att ack SYN - > SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
31.10.41.114 Uhi ted Ki ngdom|147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4
reamn ine: TCP Invali i i ssi
85.64.39.184  |Israel 147.237.77. 23 |rbit e ior i1 | AM NG Engine: TP Invalid finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
Russi an . . |Streaming Engine: TQP Invalid |invalid segnent retransnission.
130. 193.51. 91 et on 147. 237. 76. 200 [ei tan. aka. i of .i | Ret 1 ansm Ssi on Packet. dr opped. drop 3
5.28.137.11 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
109. 64.26. 189 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.171. 124 |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
130. 211. 115. 177|Wited Sates  |147. 237. 72. 166 |aka.idf i1 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.100. 178 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.28.137.11 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.118  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.79.119 |Wited Sates  |147.237.77. 243 |nobile.idf.il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 135. 141 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
5.22.134. 220 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 41 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.182.120.87 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.59.130 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
149.78.241. 182 |israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence I'nvali d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.181.62.232 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.253.19  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.164.216  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 126 I sr ael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.181. 185. 192 I srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
149.78.253. 113 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dropped.
5.28.137.11 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or 3
46. 19. 86. 89 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
79.176.48.170 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST rej ect 3
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A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid |invalid segnent retransnission.

87. 68. 255. 78 I srael 147.237.72. 166 |aka. i df . i | o
Ret ransm ssi on Packet dr opped.




01-15-2016-18:04:03 to 01-15-2016-19:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
149.78.135. 174 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 82
2.54. 35, 44 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 32
5.22.135.11 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 23
46. 19. 85. 37 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock
176.13. 2. 55 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
46.120.78.196 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
] . . D stributed Unauthori zed URL Access on
107.178.194.79 [lhited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
85.64.151. 138  |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
85.64.163.217 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
84. 95. 253. 19 | srael 147.237.77.216 |dover . i df . i | Unhaut hori zed URL Access to www i df.il/hinush B ock 1
2.54.31.133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
212.117.157.74 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
] . . Unaut hori zed URL Access to
157.85.39. 55 Lhited Sates |147.237.77.234|hal ag. i df . il wn | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ Bl ock !
. . Unhaut hori zed URL Access to
66.249. 75.127 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 8/ 2348. | pg Bl ock 1
109. 160. 189. 227|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
- . D stributed Unauthorized Method for Known URL on
5.79.64.214 Net her | ands 147.237.72.166 |aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx B ock 1
’ . . Unaut hori zed URL Access to
71.120.247.135 |lhited Sates |147.237.77.216|dover.idf.il Wi i df i |/t enpl at es/ shar ed/ user cont rol s/ navenu nazi . df . | B ock 1
62.0.75.73 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 64. 112. 225 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
212.235.20. 125 |lsrael 147.237.72. 156 |anan. i df . i | Unhaut hori zed LRL Access to waw anan. idf.il/https:/ww anan.idf.il/ |B ock 1
84.108. 184. 139 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
158.69.201. 229 [Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176|nmat pash.idf.il v cogat . i df . i 1/ 1043- hel cogat . aspx Bl ock 1
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
. . D stributed Unauthori zed URL Access on
109. 201. 154. 137|Netherl ands ~ [147.237.77. 216 [dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
5.102.253.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
’ . . D stributed Unauthori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
77.125.15.124  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
149. 78.135. 174 |Israel 147.237.0.19 |nadimatal .idf.i| [Too Many 404: Response Code per Session B ock 1
. - Unhaut hori zed URL Access to
66.249.64.233  |Israel 147.237.77. 216 |dover.idf .il Wi i df i 1/ 1133 14930- he/ dover . aspxxax; xe Bl ock 1
. . SS. Untraceabl e Gonnection - Protocol violation
109. 66. 115. 30 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT_CERTI FI CATE_REQUEST) None 1
46.19. 85. 135 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54. 164. 216 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
213.57.56. 79 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
173.252.89.56 |Uhited Sates |147.237.72.166|aka.idf.i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
68.180.230.29 |[lhited Sates |147.237.77.176 |nat pash. i df . i Paraneter Type Mol ation Pagehumin Bl ock 1
waw cogat . i df . i | /1930- he/ cogat . aspx
. . Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
46.121.122.130 |Israel 147.237.72.166 |aka. i df . i | froma6. 121 122. 130 B ock 1
128. 232. 110. 29 z";ggom 147.237.0.15 |kosher-kravi .idf.i|0stributed Uhauthorized LR Access on 147.237.0. 15/ B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
31.10. 167. 49 St zer] and 147.237.77. 216 |dover i df .i | Unaut hori zed URL Access to waw i df.il/21497-en/ dover. aspx, zugriff: B ock 1
04.11. 2015
79.177.147.15 |l srael 147.237.77.216|dover. i df . il Unaut hori zed LR Access to ww i df.il/anman B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . . |Too Many of the Same Response Code (404) in Session from
149. 78. 135. 174 |lIsrael 147.237.0.19 |nadimatal .idf.il 149, 78. 135. 174 Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 75. 6 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2278. | pg B ock 1
109. 66. 150. 99  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
5.22.134. 220 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
60.30.244.53  |[lhited Sates |147.237.72.166|aka. i df .i | thaut hor i zed et hod HEAD T or B ock 1

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
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