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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2061

8. 37.237. 250 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 12
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 4

8. 37.237. 250 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4

151. 80. 230. 239 Italy 147. 237. 76. 147 chinuch. aka.idf.il |Block Udp All Nets drop 1
71.6.158. 166 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
141.212.122.128 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_Udp All _Nets drop 1
141.212.122.143 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Qountry Ste |Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 510
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
220.231. 195. 122 147. 237.72. 166 Chi na akaidf.il ET SCAN NMVAP -sS wi ndow 3072 1
141. 138. 154. 126 147.237.77. 170 France naar achot . i df .i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.8. 27 Canada e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122 147. 237.72. 166 Chi na akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
218. 246. 0. 97 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
109. 251. 56. 171 147.237.76. 177 kr ai ne ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 8052
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1264
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | dr op drop 479
31.154.17.190 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence SN retransmt with i fferent moni tor |68
w ndow scal e
64.251. 40. 254 |lhited Sates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SYN drop 39
202. 3. 255. 143 |Fench Pol ynesi a |147. 237. 77. 216 |dover.idf .il drop First packet isn't SYN drop 37
207.46.13.136 |[lhited Sates  [147.237.77. 170 [mearachot. i of .i1{dr op SAMrul e drop 17
s SWNretransmit wth different .
31.154.17.190 |israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence vi ndow scal e noni t or 12
207.46.13.136 |Lhited Sates  |147.237.77.216|dover.idf.il dr op SAMrule drop 10
Russi an s
217.69. 133. 224 ration 147.237.72. 166 |aka. i df .il drop SAMrule drop 9
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
. . SWretransmit wth different .
80. 246. 130. 200 [l srael 147.237.77.234 |halag.idf.il Bad TCP sequence vi ndow scal e noni t or 7
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
reamn ine: TCP Invali i i ssi
81.218.165.29 |Israel 147.237.77. 243 |mobi e i i1 | €M NG Engi ne: TCP Invalid  Jimvalid segnent retransnissi on. dr op 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 80 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.27.19 I 'srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.182.172.11 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 80 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
79.182.172. 11 |[lsrael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval id ACK nunber alert 5
2.54.149.254 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.181.51.5 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
208. 115. 113. 92 |Lhited S ates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SYN drop 4
46.117.22.209 |Israel 147.237.76.42 [refuah.idi.il |Bad TCP sequence Invalid ACK nunber noni t or 4
37.46.39.240 [l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.135.228 |[lIsrael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval id ACK nunber noni t or 4
. . SWretransmit wth different .
109. 65. 28. 103 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
37.46.39. 94 I srael 147. 237. 77. 216 |dover . i f .i | Bad TCP sequence Invalid ACK nunber noni t or
5.102.254.53 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79. 182. 226. 146 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
79.179. 166. 28 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TCP Invalid i i ssi
109. 66. 115. 39 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
5.22.134.220 |israel 147.237.76.42 |refuah.idi.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.181. 125. 106 |I srael 147. 237.72. 166 |aka i f .11 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
217. 69. 133, 223 [WSSIan 147. 237. 72. 166 |aka. i df . dro SMrule dro 3
T ) Federation ) T ) P P
Sreaning Engine: TGP Invalid i i ssi
77.125.5.132  |Israel 147. 237.72. 166 |aka i of .11 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
176. 13. 16. 215 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TGP Invalid ' i ssi
149. 88.52.130 |Israel 147. 237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46.19.86.177 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SIHAK retransmt with different oo yior |3
W ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
82.81.41.70  [Israel 147. 237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 139. 195 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
176.13.16. 215 |[Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
2.54.140. 248 |Israel 147.237.0.34 |tikshuv.idf.il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.19.56  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
8.37.237. 250 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85.8 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid ' i ssi
37.26.146.139 |l srael 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
68. 180. 230.29 |[lLhited Sates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SYN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
149.78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
84.108. 45. 207 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
m ny- kosher - kr avi . i
79.179.198. 119 |lsrael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 4
2.52. 167. 232 I srael 147.237.0.19 |nmadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
80. 246. 137. 243 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 32. 179. 129 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
5. 29. 194. 205 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 197. 145]I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
. . . Uhaut hori zed URL Access to
176.13.1.7 I srael 147.237.77.243|nobi l e.i df . i | mobi | 6.1 G i 1/ nekudot /1 ndex Bl ock 2
80.246.136.22 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S Sessi ons: sigal gs oS Atack None
5.102. 204. 104 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
] . . D stributed Lhauthori zed URL Access on
204.13.200. 200 [Uhited Sates 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 2
: ] . D stributed Lhauthorized URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
2.54.35. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
} . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Lhited Sates 147.237.77. 216|dover . i df . i | v i dff i | / 1133 22638- hel dover . aspx. Bl ock 2
46.19. 85. 195 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
. . Uhaut hori zed URL Access to
80. 246. 130. 200 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
173.252.80.119 |lnited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.75.116 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
. . Uhaut hori zed URL Access to
109. 65. 28. 103 |l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
46.121.111.10 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218.165.29 |[Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Qode Bl ock 1
. . Uhaut hori zed URL Access to
79.179. 184. 159 |l srael 147.237.77. 216 |dover.idf .l ww i o i1/t tps: /e df i1/ B ock 1
. . D stributed Lhauthori zed URL Access on
195. 154.56. 44 |France 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
62.210.84.121 |France 147.237.76.42 |refuah.idf.il v refua atal i df.i1/vp-l ogin. php B ock 1
. . Uhaut hori zed URL Access to
87.69.66. 170 I srael 147.237.72.166 [aka. i df . i | wwy aka. i df . i1/resourcel userfol | ow esource/ creat e/ Bl ock !
37.142.175. 247 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: (pen Mbde None 1
. . . Dstributed Lhauthorized URL Access on
80.246.133.85 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df i1/ 404, htm Bl ock 1
. . Unknown Paraneter gt; in
66.249. 78.153 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ r abanut / gener al . aspx None 1
. . Dstributed Lhauthorized URL Access on
46. 166. 137. 200 |Net herl ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 66. 0. 190 I srael 147.237.76.30 |hinush.idf.il PHP Attenpt Bl ock 1
5. 29. 245. 91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Lhauthorized URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
; ] . Uhaut hori zed URL Access to
66.162.12.142 |lhited Sates 147.237.77. 216 |dover . i df . i | vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
] . . D stributed Lhauthori zed URL Access on
141.212.122. 177 |Wnited Sates 147.237.72. 166 |aka. i df . i | 147. 237 72. 166/ Bl ock 1
93.172.224.120 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/ B ock 1
. . Dstributed Lhauthorized URL Access on
37.187.7.74 France 147.237.77. 216 |dover. i df.i v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 29 Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ st yl ef shar ed/ | ayout dev. css Bl ock 1
69.171.228.122 [lnited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
54,152, 151. 136 |Uhited Sates 147.237.72.166 |aka. i df . i | Unknown Parareter anp; catld in None 1
ww aka. i df .il/rights/asp/info.asp
. . . Uhaut hori zed URL Access to
109. 66. 0. 190 I srael 147.237.76.30 |hinush.idf.il ww chi nush. atal i df. i 1/xni r pe. php Bl ock 1
84.108. 93. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
79. 180. 49. 52 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . Dstributed Lhauthorized URL Access on
157.55.39. 142 |UWited Sates 147.237.72. 166 |aka. i df . i | 147. 237 72. 166/ Bl ock 1
66.249. 64.233 | srael 147. 237.77. 216 |dover. i df . i | Distributed thauthorized LR Access on B ock 1
ww idf.il/error. htm
37.239. 8. 105 Irag 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/arr/ B ock
80. 246. 137.212 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
. ; ; Uhaut hori zed URL Access to
180. 76. 15. 157  |Chi na 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. t xt B ock 1
79.125.179. 165 |Mcedonia, the Forner 147. 237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
) ) ) Yugosl av Republ i ¢ of ) o ’ ’ P
62.0.75.73 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Attack None 1
. . D stributed Lhauthorized URL Access on
109. 201. 138. 225(Net her | ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
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