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Top Attackers

M dover.idf.il

M nat pash. i df . i |

M aka.idf.il

Meitan aka.idf.il

M mobi le.idf.il

M nadimatal .idf.i

Mlawidf.il

M aman.idf.il
tikshuv.idf.il

M navy.idf.il

M 167. 114. 156. 16
68. 68. 96. 151

I 202. 3. 255. 143
109. 66. 117. 173

W 37.17.224.62

Il 84. 108. 245. 50

I 46. 19. 86. 40

W 194. 15. 243. 164
87.68.21. 26

M 84. 109. 145. 204
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 1730
36.83. 119. 219 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 15
72.9.148. 10 Lhited Sates 147.237.77.216 dover.idf.il SYN Hood out of context drop 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 4

8. 29.198. 25 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
71.6.158. 166 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
201. 206. 5. 158 Qosta R ca 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
58.97.111.9 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 1
125.109. 179. 196 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
58.97.111. 10 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1




01-15-2016-15:04:02 to 01-15-2016-16:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

93. 89. 16. 110 Tur key 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 435
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
141. 138. 154. 126 147. 237. 0. 200 France ndu. i df il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.8. 46 Canada e.chinuch.idf.il ET SCAN NVAP -f -sS 1
77.109. 38. 223 147. 237.77. 227 Wkrai ne e. hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
77.109. 38. 223 147. 237.77. 178 kr ai ne e. matpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
65. 60. 36. 203 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
65. 60. 36. 203 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 147.237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 147. 237.72. 217 Chi na eidf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 48. 25 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131 147. 237. 8. 46 Canada e.chinuch.idf.il ET SCAN NMVAP -sS w ndow 2048 1
77.109. 38. 223 147.237.77. 235 Wrai ne sviva. idf.il ET SCAN Potential WNC Scan 5900- 5920 1
77.109. 38. 223 147.237.77. 212 Wkrai ne e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.109. 38. 223 147.237.77.121 kr ai ne e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
65. 60. 36. 203 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 147. 237. 77. 226 Lhited Sates W chanat z. aka. i df . il ET SCAN NMAP -sS w ndow 3072 1
5. 39. 222. 253 147.237. 8. 27 Net her | ands e madimatal .idf.il ET SCAN NMVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237.76. 199 Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘S’te ‘Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 8908
68.68.96. 151 [Lhited Sates 147.237.77. 176 |nat pash.i df .i | |dr op Frst packet isn't SYN drop 1950
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1050
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |drop drop 365
109. 66. 117. 173 |I srael 147. 237, 76. 200 |ei tan aka i of | | SAM NG Engine: TCP Invalid - finvalid segnent retransnissi on. drop 96
Ret ransmi ssi on Packet dr opped.
202. 3. 255. 143 |French Pol ynesi a [147. 237. 77. 216 |dover.idf.i| [drop First packet isn't SN drop 37
37.17.224.62  |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 35
84.108. 245.50 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
194. 15. 243. 164 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
37.17.224.62  |Ger many 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 20
31. 168, 239. 154 |I srael 147. 237,77 243 |t e i o 11 |2 AM NG Engine: TP Invalid Invalid segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dr opped.
84. 109. 145. 204 |I srael 147, 237. 77, 243 |mwbi e i o1 [} S NG Engine: TCP Invalid nvalid segnent retransnssion drop 15
Ret ransni ssi on Packet dr opped.
193. 191. 129. 42 |Bel gi um 147.237.77. 176 |mnat pash.i of .i | |dr op First packet isn't SYN drop 12
37.26. 146. 247 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12
46.19.86.40  |Israel 147.237.77. 243 ot e i o 11 [ €AM NG Engine: TP 1nvalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
149. 78. 131. 236 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
46.120. 24. 155 |l srael 147.237. 72. 166 |aka. i df .i 1 drop SAMrul e drop 8
46.19.85.163  [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
5.102.253.33 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
84. 108. 168. 122 I srael 147.237.72. 166 |aka it i1 | SAM NG Engine: TCP Invalid - finvalid segnent retransmissi on. drop 6
Ret ransm ssi on Packet dr opped.
91.108. 68. 133 |Ger many 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
185.3.144.42 |isral 147.237.72. 166 |akaicr.i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.196 |[lIsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.131 |Israel 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACGK nunber noni t or 5
46. 19. 85. 10 | srael 147.237.0.34 |[tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.130. 128. 75 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.147.146 |Israel 147.237.0.34 |[tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
68.68.96.151 |lLhited States  [147.237.77.176 |matpash.idf.i| |[Bad TCP sequence Invalid ACK nunber noni t or 4
109.30.24.170 |uited Saes  |147.237. 76, 200 [ei tan. aka iar. | S NG Engine: TGP Invalid Invalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46.19.85.133 [Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 4
5.102.254.174 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.133  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
149. 78. 243. 250 [l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
46. 19. 85. 131 | srael 147.237.77. 176 [matpash.idf .il |Bad TCP sequence Inval id ACK nunber noni t or 4
66.249.64. 3 | srael 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SN drop 4
62.176.112. 77 |Bulgaria 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
84.228.200. 11 [Israel 147,237, 72. 166 |aka i 11 |} S NG Engine: TCP Invalid nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
185.3.144. 115 |l srael 147.237.77. 216 |dover.idf.il |drop SAMrule drop
85. 130. 236. 110 (I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46.19.86.12  |israel 147,237, 72. 166 |aka i 11 | S NG Engine: TCP Invalid nvalid segnent retransnssion drop 3
Ret ransni ssi on Packet dropped.
2.54.145. 8 I srael 147.237.72. 166 |akaicr. i1 |2 AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
77.125.98.159 |Israel 147,237, 72. 166 |aka i 11 | S NG Engine: TCP Invalid nvalid segnent retransnssion drop 3
Ret ransni ssi on Packet dropped.
85. 130. 236. 110 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
84.109. 212. 130 [l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
109.64.22.36  |isradl 147.237.72. 166 |akaicr.i1 | AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
37.26.147.186 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
141.8.132. 112 Eégj:ﬂ o 147.237.72. 166 |aka.i df . i FS; fzr:srr]]? SESr:g(;:e: TP Invalid Lg‘éak];td dsregg;e”g_ retransmssi on. drop 3
109. 66. 187. 106 |I srael 147.237.72. 166 |akaicr.i1 |2 AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.198.68 |lsrael 147.237.76.30 |hinush.idf.il Mil ti pl e Unaut horized URL Access from 213.57.198. 68 B ock 15
46. 19. 86. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
2.54.7.88 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
84.109. 145. 204 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 4
46. 19. 86. 88 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
31.154.162. 173 I srael 147.237.77. 243 |nobi | e. i df . i | ;J;;“It eh ?rc;fzf? /(L:Z‘egpgf;tzm o e/l st chi 1 ddocuent / 1362 Bock |4
85.130.131.82 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85. 130. 131. 82 B ock 4
46.19. 86. 40 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 67.157. 34 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109. 67. 157. 34 B ock 3
31.168.239.154 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.13.19. 231 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
204.13.200. 200 |11 147. 237.77. 216 |dover . i df . i | D stri but e gs?;fggggg?ﬁeﬁvﬁzs:p:” Bock |2
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m“;:gc’;t'.?fj?.ﬁsfgf;s;;gzm | sl O si 26220000 3410, pa s Bock |2
84.228.185. 177 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
46.19. 86. 65 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock
2.54.9.98 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
107. 178. 194. 87 |11 147. 237.77. 216 |dover . i df . i | D stri but e 1?;;}:;;2?%%&??;;” Bock |2
109. 253. 200. 136|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.52.136.78 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
109. 64.39.235 |l srael 147.237.0.34 |tikshuv.idf.il ?‘rjlotr:]pl':g.':gzll gg(.jtg;m fwi dth Lhi code Encoding on LR Paranet er (+) Bock |1
87.68.21. 26 I srael 147.237.72. 156 [aman. i df . i | NULL Character in Header Nane at A°e A2/ | {A-Ad[[#0]]AE} &=vA? B ock 1
77.126.97.201 [israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
46. 19. 86. 199 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.68.21. 26 I srael 147.237.72. 156 [aman. i df . i | Mal f ormed HTTP Header Line 1 B ock 1
31.168. 239. 154 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
149. 78. 243. 250 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85.130.131.82 |Israel 147.237.72. 166 |aka. i df . i | m”;?;ri' d?.eidl /l\ﬁ;hn%iﬂ} e?u\tsh;r::: cat onservi ce. asm get aut huser Bock |1
79.181.16.28 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107. 170. 133. 252 ;“;tteeg 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/894-ar Bl ock 1
69.171. 230. 121 g;tt:: 147.237.0.34  |tikshuv.idf.i| ﬂ?u;ggré)zgg/ sL}%_sAthreasge/tf()i | es/ 4/ si ze220x0/ 1744. j pg Bl ock !
87.68.21. 26 I srael 147.237.72. 156 |aman. i df . i | Miltiple Il1egal Byte Qode Character in URL from87.68.21. 26 B ock 1
87.68.21. 26 I srael 147.237.72. 156 [aman. i df . i | I1l1egal Byte QGode Character in Mthod j A-APnie B ock
176. 228. 174. 147|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
87.68. 21. 26 I srael 147. 237.72. 156 |anan. i df . i | (SSSLSE tcrgc\liibggpﬁngiﬂ g‘\l_'DZTO/i_OCE‘;'O‘jA?\'gE; on None 1
77.127.60.14  |Israel 147.237.0.19 |nadimatal .idf.il umﬁ“:nh;r;f.?ifltﬁ‘/ gﬁ;e:dsl;j‘;xl pdat enalcat Gaunti 1y, asp Bock |1
46.120.47.152 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.184. 112. 74 [ 1€ 147. 237.77. 216 |dover . i df . i | D stri buted 1%1;;}2;;;;?&%\/?222” Bock |1

Mal formed LRL x°A9[[#18] ], QyASA»gx¥x™ a€ dAce )

gc) [[#17] ] : AYAQ] [ #4] ] pkA?[ [ #12] | AMinbAcetixz x—x'] [ #22] ] zx—F zAg
87.68.21.26 I srael 147.237.72. 156 |anan. i df . i | aa[[#2] ]_Az[[#le] 196 - 2Eoe0/A3/d+A?AvAéA§é§° X" x?[ [[#8]] 7r_x$ Bl ock 1

9 A<:| z% QIa[A[?iflS]A] A [#?5] 1 xE[ [ #7] ]AOX:3€‘) Az

AcbAu=k; | @«AVAAAE3p- AL [ [ #20] ] KA?O»aE2~
37.142.252.24 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
149. 88. 202. 115 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
87.68.21. 26 I srael 147.237.72. 156 |aman. i df . i | Abnormal |y Long Header Line request header nane B ock 1
79.181.103. 250 Israel 147.237.0.16 ][Ty; |kOSher kravi1d mu;;—olzgszh?’—ﬁvff:fsi Itlot enpl at es/ | ogi n/ | ogi n. aspx Bl ock !
107. 178. 194. 83 g“;::s 147.237.77. 216 |dover . i df . i | m :id?tfti‘f‘j ﬁgaé’fggggéﬁeﬁvﬁ‘ff;pﬁ” Bock |1
87.68. 21. 26 I srael 147.237.72. 156 |anan. i df . i | Miltiple I11egal HITP \ersion from87.68. 21. 26 B ock 1
oo iz an [J0ed oo fishwia i1 [pa s e e aw |

Unknown Par anet er
217.132.231. 187|l srael 147.237.72.166|aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1

wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

Illegal Byte Qode Character in URL x°A:9[[#18]], QuA8A»g¥x™ &€ dAce

gc) [ [ #17] ] : AYAQ [ #4] ] pkA?[ [ #12] | AnbAcetix2 x—x'] [ #22] ] zx—F zA§
87.68.21. 26 I srael 147.237.72. 156 [aman. i df . i | a2[[#2]] AZ [ #16] ] qO - 2EceC/AYd+A?AVASASAE® X" x?/ [ [ #8] ] Tr _x3 B ock 1

9 A{:I z% (JTa[A[f#lS]A] A [ [#?5] 1 xE[ [ #7] ]AOX:é€“)Ai

AcbAu=k; | @«AvAAAE3p- AL [ [ #20] ] KA?O»aE2~
185. 120. 125. 35 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 67.157. 34 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .il/nai n/ giyus/ default.aspx |B ock 1
85. 64. 86. 85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1

01-15-2016-15:04:02 to 01-15-2016-16:04:02




