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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1551
37.26. 146. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12

66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il F Dover Under Attack Con Htp drop 4
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

173. 208. 137. 10 Lhited Sates 147. 237.76. 34 yohal an.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

202. 3. 255. 143 |147.237. 77. 216 |French Fol ynesi a |dover.idf.il GPL SCAN nmap TCP 529
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 2 147.237.72.166 |Whited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
218.246.0.97 |147.237.76.39 |China nobi  e.nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 187 [147. 237. 77. 234 |United Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 60. 252. 84 [147.237.76.30 |China hi nush. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
94.93.16.205 |147.237.77.227|Itay e. hanaz.idf.il ET SCAN Potential SSH Scan 1
31.13.102. 118 |147.237.77.216|Irel and dover . idf.il portscan: TCP Distributed Portscan 1
218.246.0.97  |147.237.77.243|Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.76  [147.237.72. 166 |Wnited Sates akaidf.il ET DRCP DBshield B ock Listed Source 1
183. 60. 252. 84 |147.237.76.30 |China hi nush. i df. i ET SCAN NVAP -sS wi ndow 4096 1
168. 62. 238. 153 [147. 237.76.31 |wited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
84.228.200. 11 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 217 |147.237.76.30 |lsrael hi nush. i df . il Zrtﬁ Large amount of TGP ZeroWndow - Possible N ller2 Dtos 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il drop SAMrule drop 8970

167.114.156. 16 |Canada 147.237.77. 216 |dover.idf .il drop drop 1100

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 388

54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 67

202. 3.255. 143  |Rrench Pol ynesi a|147. 237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 38

71.163.62.165 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 35

109.67.119.33 [ srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 24
Ret r ansmi ssi on Packet dr opped.

46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

37.17.224.62 Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 18

46.120.24.155 |Israel 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 18

37.26.147.223 |lsrael 147.237.76.31 |nakchal .idf.il |drop First packet isn't SYN drop 18

37.17.224.62 Ger many 147.237.77. 216 |dover.idf. i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 18

37.26.147.223 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence mﬁs\fsrcjlrea”sm wehdifferent | onitor |17

141. 0. 14. 204 Eur ope 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

217. 69. 133. 224 :ZZ::I”i on 147.237. 72. 166 |aka.i df .i | drop SAMrul e drop 10

37.26.146.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 9

94.230.86.221 |[lsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 8

37.26.146.194 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

84.228.5.192 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

212.143.142.56 |Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 7

37.26.147.223 |lsrael 147.237.76.31 |nakchal .idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7

109. 65. 157. 62 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

85. 130. 207. 167 |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 162 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6

185.3.144.42 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.

46.117.121. 146 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 6

79.183.133. 138 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.

46.19.86.154  |israel 147.237.0.34  |tikshwv.icr.i1 |1 €8mNg Engine: TP Invalid invalid segnent retransmssion. |y 6
Ret r ansmi ssi on Packet dr opped.

46.117.121. 146 |Israel 147. 237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or

79.183.199. 134 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or

95. 86. 65. 62 I srael 147237, 77, 243 |wbi e i o 11| €AM NG Engine: TCP Invalid  invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

213. 184. 119. 205|i srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.

66.240.78.12  |Wnited Sares  [147.237.0.19 |madimatal.icr.i{> ' CAMNg Engine: TP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.

41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6

77.125.3.204  |israel 147. 237.72. 166 |aka i f .11 Streamng Engi ne: TCP Invalid Jinvalid segnent retransnmission. |, o 6
Ret r ansmi ssi on Packet dr opped.

5.102.253.42  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: T Invalid - finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.

109. 67. 157. 34 |l srael 147.237.72. 166 |aka.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6

77.127.221.116 |israel 147.237.72. 166 |aka.i df .i Streaming Engine: TCP Invalid  Jinvalid segnent retransnssion drop 6
Ret ransni ssi on Packet dropped.

93.173. 36. 2 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

46. 19. 85. 162 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert

217.69. 133. 223 g;z:;nl on 147.237.72. 166 |aka. i df . i | drop SAMrule drop 5

84. 95. 49. 223 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 5

46. 19. 85. 162 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

79.183. 231. 158 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5

93.172.170. 162 |lsrael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

79.183.231.158 |Israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | onitor |5

217.69.133. 225 |USSian 147. 237.72. 166 |aka. i f . drop SAVirule drop 5

Feder at i on
46. 19. 85. 162 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert
185. 3. 144. 99 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval id ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 88 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 25
213.57.198.68 |[Israel 147.237.76.30 |hinush.idf.il Mil tiple Uhauthorized URL Access from 213.57.198. 68 B ock 6
46.19. 85. 224 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 67.157.34  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 67. 157. 34 Bl ock 6
109. 67.157. 34 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwy aka. i df . i |/ mai n/ hone/ def aul t. aspx  |B ock 4
107.170. 133. 252|whited Sates |147.237.77.216|dover.i df .il Lhaut hori zed LRL Access to waw i df.il/894-ar B ock 3
176.13.5.131 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 86. 131 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66.249. 78. 146 B ock 2
103.224.159.9 |India 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to wa i df.il/xnrpc. php Bl ock 2
2.54.38.50 | srael 147.237.72. 166 |aka. i df . i | \;Twa';faeir f??/?a:j’r'v\;{a‘zhaatriﬁr;giisr:rmom Jor dl e ster. aspx None 2
46.19.86.104 |Israel 147.237.0.34 |tikshuv.idf.il Igf’;&%oioihe sane Response Qode (404) in Session from Bl ock 2
212.199. 107. 106l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
109. 253. 159. 94 I srael 147.237.77. 243|nwbi l e i df 1 [agPorized t‘:;egpgfyim oo/ <t chi | deocumert & 1152 Bock |2
103.224.159.9 |india 147.237.77.216|dover. i df . il PHP At t enpt B ock 2
84.109.96.107 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.54.45.23 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
198. 20. 69. 76 Lhited Sates 147.237.77. 176 [nat paSh. idf.il Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
157.55.39.173  |United Sates 147.237.76.30 fhi nush. i df . il muégo%:hégﬁi g‘fzcﬁlslst (ter(rjpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
79.176. 201. 224 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Unknown Par arret er
109. 65. 23. 8 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
5.102. 253. 42 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock 1
93.172.232.218 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
79.183.199. 134 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176. 13. 21. 40 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
141. 212.122. 177 |Whited Sates 147.237.77. 170 [maar achot . i df . i | [haut hori zed URL Access to 147.237.77.170/ Bl ock 1
84.229.34.138 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.22.131.12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
204.13.200.200 [Uited Sates  [147.287.77.216(dover. i df .1 [T GG RIS T eeese o Bock |1
157.55.39. 174 |lnited Sates |147.237.72.166|aka.idf .il Ml tiple Uhauthorized URL Access from 157.55. 39. 174 B ock
79.177.57.111 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
46.117.121. 146 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
37.48.65.71  |Netherlands  [147.237.77.216|dover. idf il |D ST 1?;;2‘225?&}?;&??:&” Bock |1
217. 69. 133. 226 g;z:;nl on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
94. 159. 150. 221 |l srael 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to waw i df.il/aman B ock 1
80. 246. 136. 213 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
176.13. 22. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/smalinihtm/11. asp B ock 1
157. 55. 39. 18 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/mluinitenpl ates/ B ock 1
204.13.200.200 [Uhited Sates  |147.237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:;2;;?&%&?2?&” Bock |1
85. 250. 254. 111 [ srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
5.22.135.173 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None
176.13. 2. 144 | srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
79.181.30.212 [israel 147.237.0.19 |nadi matal .i df i [T e VPe ¥ 7;3;;?’;;;;?2??2;3? Al acerbl der 19t xt Last Nare i n Bock |1
46.121. 74. 44 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.64. 27 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
94.230.86.212 I srael 147.237. 72. 166 |aka. i df . i | sknoun Farareter gi—y\ﬂs/E\f’gA;ﬁmpTED n None 1
80. 246. 139. 195 |l srael 147.237.72. 166 |[aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
185. 120. 125. 35 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
157. 55. 39. 49 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method GET for waw aka.idf.il/kanar/contact/default.asp |B ock 1
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